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Detect, Protect and 3 .
Respond with iSecurity - & = €W
How to achieve Endpoint Detection & Response ) | 3 ‘.\
with Antivirus, Anti-Ransomware, Firewall, Audit
and Action. . ‘
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The problem: Are we Under Attack?

"What happens after a Threat reaches your
IBM i environment?"

Traditional security often focuses on prevention.

EDR adds another question:

"What is happening Right Now, and what
can we do about it?"
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What Is EDR?

1. Continuous Monitoring 2. Threat Detection 3. Automated Response 4. Investigation & Forensics

Observe relevant activity across: Identify: Respond to detected events Understand:

Files Malware Blocking What happened?
Processes/jobs Ransomware Isolation When?

Network connections Suspicious activity Alerts Which user?

User activity Unauthorized access Termination Which resource?

Security events Network attacks Security actions Which network connection?

Potentially compromised What changed?

accounts :
What action was taken?
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Why EDR on IBM i?

IBM i is not simply another é A
endpoint. It may be hosting: Let’s be clear:
" ERP "A security incident on IBM i can therefore have a

®  Banking applications . . .
5 abb o direct operational impact. “
®  Manufacturing applications

= Databases

= Customer information The objective is not only
® Financial transactions
= APIs

= |FS files

®  Business-critical applications

"Prevent the Attack. It is:

1/
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EDR Objetives

0 ’ e ’ Understand > Respond
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Why Antivirus Alone Is Not EDR

Antivirus is essential, but it addresses only part of the security problem.

For example::

4 )

But what about?

[ ] [ ] . = Q [ ] [ ] ?
Antivirus Suspicious network activity?
| A )
Detects Malware. Ransomware behavior?

®  Unauthorized user activity?

®  What should happen when something suspicious is detected?

EDR is not simply Antivirus with a different name. It is an integrated detection and response strategy.
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ISecurity Antivirus
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Activation Screen (GUI)

[ General Definitions
[ Real-Time ("on access")
& Start a New Log file

= Anti-Ransomware

= Object Integrity

= Audit

= Authority On Demand

= Capture 5250

(= Change Tracker

(= Compliance

(= Encryption

= Firewall

= Journal

= Logs

= Maintenance

= Multi-System

= Password

Work with active monitor jobs | Open...

IS Active Monitor Jobs

Job User

QZSHSH SECURITYSP
AVE#AVLOG  SECURITYSP
ANTIVIRUO1 SECURITYSP
QPOZSPWP  SECURITYSP
QPOZSPWT  SECURITY5P

Number
419113
419111
419112
419114
419192

Type

W oW ow

Status

*ACTIVE
*ACTIVE
*ACTIVE
*ACTIVE
*ACTIVE

Close

IS| RLT4A/iSecurity [1]/Anti-Virus/Activation - iSecurity - X
File Edit Navigate Window Help
& & vo-im|OlO i Ef E iSecurity
= iSecurity Navigator 22 = O[] Activation &2 =0
B % & | F ® ~ ||RL74A/iSecurity [1]/Anti-Virus/Activation
4 » Organizational Dashboard ~ = Activation - 'Pa.| &
4 razleel
4 razlee2 Anti-Virus status gaeg
4 razlee3 Activati
4 RLTAA ctivation
# iSecurity [1] - Aug 23, 2021 11 Activate Anti-Virus | Apply
= Anti-Virus . o
& Definitions Deactivate Anti-Virus | Apply
& Refresh Exit Programs
= Scan
] Activation Work with Exit Programs | Open...
[ Alerting
Monitor job:
[ Anti Virus Log onitor jobs
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iISecurity Anti-Ransomware

IBM i SERVER
Shared Folders
COMPROMISED

Shared Folders
‘ /\ CLEAN

—_—

Any PC on the Network
Execute the Ransomware
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Activation Screen (GUI)

IS RL74A/iSecurity [1]/Anti-Ransomware/Threat Prevention Dashboard - iSecurity

Additional Settings
Period for number of events 80 2 Seconds
Encryption detection certainty | 90 -5 Percent

Lowering the detection certainty may result in more false positive detections.

E Important
Important:

+ Keep this product active at all times.
+ Ensure you always have proper backups. This is a must.

* Try not to pay ransom. Paying confirms that ransomware works, but does not
guarantee that you will be able to remove the encryption.

- *
File Edit Mavigate Window Help
&g Gv v ip|O|D it B B iSecurity
5. iSecurity Navigator &2 = O|/[E] Reaction To Attack ﬂﬁ Threat Prevention Dashboard &3 . |=] Work with Detected Attacks ] =0
== \ il | & (™ ¥ ||RL74A/iSecurity [1]/Anti-Ransomware/Threat Prevention Dashboard [1 min idle]
4 » Organizational Dashboard = Threat Prevention Dashboard ~ ‘?5.| & ‘ Qg
14 razleel
14 razlee2 = Event Type
3 razlee3 Event Type Mumber React
i RL7T4A =
‘fJ All indicators of a ransomware attack detected 50 <
(& RL74B
& RLDEMO Some indicators of a ransomware attack detected 50 =
(& RLDEV Strong indication of zero-day (unknown) ransomware attack | 50 =
& RLMED - - Y
4 RLPRV Suspicious honeypot activity detected 50 <
14 5520 = Additional Settings
14 seae

RAZ-LEE
iSecurity




. 1ISecurity
Firewall




iISecurity Firewall

Remote Users Intruder

o o
|

Local Users

Apply Rules in
case of Intrusion

° Firewall Checks: /\

IP Address
User

Verb

File

Library
Commands

AN NN NI NN
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Server Settings Screen (GUI)

B rLDEV/isecurity [1)/Firewall/Server Settings - iSecurity = o X
File Edit Navigate Window Help
£ @ v v »|Olm = D iSecurity
= iSecurity Navigator 2 ~ & _iServer Settings & . -
B%|f 4 & 7 RLDEV/iSecurity [1]/Firewall/Server Settings
#iS ity [1] - Oct 5, 2026 3:18:08 PM | .
lsecunty I1] - Oct 5, 2026 3. 160 | = Server Settings - -
& Anti-Virus 2
& Anti-Ransomware % |3 | 3| =1| Server v || Server Browse...
“f' Obj?d Integrity Server Server Description Secure Level IP Filtering Check Free Style rules Log Action FYl U
B ) CSCLNM  Central Server - client mgmt Yes Allow All Not supported No All No B
& Authority On Demand . -
; - NPRENT  Network Print Server - entry Yes User to Service Not supported No All No B
Srogyrs NPRSPL  Network Print Server - spool file Yes User=SPLF Owner Not supported No All No B
& Change Tracker .
S——— CHGUP  Change User Profile - after change Yes Not supported No All No B
;Enc P tion CRTUP Create User Profile Yes Not supported No All No B
- Firerz;l DLTUPB  Delete User Profile - before delete Yes Not supported No All No B
: ;s estore User Profile es ot supported No o /
B Activation RSTUP R User Profil Ye N pported N All N B
= . . ignon Server es ser to Service es o o
| Check Firewall Security TCPSGN  TCP Sig S Yi U Servi Y N All N B
& Global IP Filtering PWRDWN Prepower Down System Yes Not supported No All No B
- - . - ress Binding Noti es ot supporte: o (o]
= Incoming/Outgoing Socket Connectic DHEPAB, |BHCP Add Binding Nots X . pported N Al N £
Eintnisen Detection DHCPAR DHCP Address Release Notify Yes Not supported No All No B
& Logon DHCPRP  DHCP Request Packet Validation Yes Not supported No All No B
& Objects RMTSGN Remote sign-on (Passthrough) Yes Full (Logon) Yes No All No B
| Port Restrictions SKTACP  Socket Accept-Incoming Connection Rgst Yes Allow, persistent ~ Not supported No None No B
& Rule Wizards SKTCNT  Socket Connect-Outgoing Connection Rqst ~ Yes Allow, persistent  Not supported No None No B
I Server Setting§ SKTLSN  Socket Listen Yes Allow All Not supported No None No B
£ System Configuration DBSTT Database statistics Yes Not supported No All B
| Time groups FILTFR Original File Transfer Function No
FTPIOG FTP Server | nnnn (%) Nn

& Users and Groups

& Journal

RAZ-LEE
iSecurity







iISecurity Audit

QAUDJRN

* User profiles

e System Values

* Objects Created / Deleted
* Jobs Start/Change/End

* And many more...

QVPN, QIPFILTER,
QIPNAT, QACGIJRN,
QQOS, QSNMP, QDSNX,
QZMF

* VPN

e |P Filtering

¢ Accounting

e And many more...

QHST, QSYSOPR
Message Queue

IFS Logs
e Apache Logs

N\

System Activity
e System Status
* Active Jobs
* Job Queue
e QOutput Queue

Snap Shots

e PTFs

e Commands

e Libraries, etc.

\

>

O

Real Time

iSecurity
Audit

ALERTS & ACTIONS

v-=
! EoEE

Audit
Repository

CL Scripts , SMS etc.

Report Generator

Option to include in Queries EQ, NE, LE, GE, LT, GT,
Not/LIST, Not/LIKE, Not/START, Not/ITEM, etc.

PDF/HTML/CSV

— 1

Visualizer (BI)







ISecurity Action

QUADJRN Critical OS ?23227: i‘:\?:gg
(Audit) NS (AP Journal) (V:Yo]»)]
\ \~ \/ N \
REAL-TIME ALERTS & ACTIONS

Network

Security
(Firewall)

>

Execute CL send Email Write to Write to Send SMS,

Scripts endtmal MSGQ SYSLOG SNMP, etc.
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Defining Action that Sends Email and Blocks a User (GUI)

ICTOR- Edit x
%= iSecurity Navigator — O] Actions £
y a N General 5end To Command Script
=% |4 g RLDEMO/iSecunty [1]/Audit/Actions
4 » Organizational Dashboard ~ || = Actions ~ Lkl o e |Address ~ | Browse.
1 razieel :
il razlee2 4| 2| =2 21| |Action | [ Actior Address Type _
i raziee3 = — w E-mail
i RL74A Action Description VICTOR  Message Queve
il RL74B ALEX081022 Created by Action 3 SIEM
i rdemo ALEX083642 Created by Action
# RLDEMO ALEX122210 Created by Action
# iSecurity [1] - Dec 1 124 4:35:33 D ALEX125306 Created by Action
@ Anti-Virus ALEX164935 Created by Action 1/3
& Anti-Ransomware AM'S , v TOR- Edit % Add.. | ¥ Delete || Open..
(& Object Integrity AU135009QP Created by Action
& Audit AU174902QP Created by Action General Send To Command Script
_| Actions AU184712QP Created by Action Descripti Vil 1o Vi
] Activation AU184902QP Created by Action escription; ail to Victor
] Awdit Settings AU185247QP Created by Action Message ID:
| Audit Types (info only) CAPTURE  Start Capture USER ® Automatic
| Control Message Queues ORENAV test scan O Specific:” Browse... CTOR- Edit x
| General Groups USERCMD  User command *CMD priess, Py i) [ ———
& Object Auditing VICTOR EMail to Victor
| QAUDIRN Type/Sub Severity Se VICT120142  Created by Action Y| = | Label v [Label Browse...
@ Real Time Detection Rules \
VICT122448  Created by Action
) System Configuration VICT122805 DEMOV job not active il bl On Eiror
| Time groups VICT122902 | Created 'b A y CHGUSRPRF USRPRH(&C@USER &C@UPRF) STATUS(*DISABLED)
reated by Action
> Au On Demanc
. ?‘ "l‘""’sz)::)' K VICT134740  Created by Action
& Capture 525
& ﬂ:n & Traths VICT144832  Created by Action
& :“m:‘mme VICT145524  Created by Action
@ Encryption VICT154301  Created by Action [
& Firewall VICT163635 Created by Action 1”1
& St VICT165314  Created by Action | gancel
Up Down Add... X Delete Open...
& Logs VICT171332  Created by Action i l
& Maintenance VICT172751  Created by Action
= MFA \ACTATIACE Craartard b Artion
/
= Multi-System 31
5. Pacrrsimer 4 v
< $ Add... X Delete Open..
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e-mail Alert

I Ransomware threat. AU 1.1.2.11 External  Inbox x

iSecurity_BLUE <123456788@razlessecurity.com=

to victor, me -

System: BLUE

IP.-1.1.2.11

User: AU

Attack stopped.

For details, use STRAR, 11.

Threshold exceeded for - an unknown (zero-day) ransomware is probably attacking.

Sun, Oct 18, 8:31AM

~ & B

* @ « i
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Achieving EDR with iSecurity

Firewall Antivirus + Anti-Ransomware Audit Action

BB

PROTECT DETECT UNDERSTAND RESPOND
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iISecurity Action Advantages

v Responds to events detected by Audit, Firewall, AP-Journal, etc.
v Alert messages sent via Syslog, SNMP, e-mail, SMS, MSGQ or Twitter.

v Automatically takes corrective actions by running command scripts or
programs.

Rule Wizard makes definition process simple for non-technical users.
Rules can use many different selection criteria.

Built-in command script interpreter with replacement variable support.
Responds to current system status parameters and active jobs.

Restrict user access during vacations, holidays and other planned absences.

DN N N N NN

Automatically Disables Inactive User Profiles.

v Tight Control over Authority Adoption.
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' RAZ-LEE

Contact us About
our Products

Sales Representatives Visit Our Website

sales@razlee.com www.razlee.com
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mailto:sales@razlee.com
http://www.razlee.com/

Thanksforyourl
Attention

Marketing Manager

Moshe Sofer

Visit our Website for more Information

www.razlee.com
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