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File Integrity Monitoring on IBM i:

Detecting
Unauthorized Changes

Critical files, objects, applications, and data are
constantly changing in an IBM i environment. The
challenge is determining which changes are
expected and which may indicate unauthorized
activity, malware, ransomware, insider threats, or
configuration problems.




The problem: What changed?

"If someone changes a critical IBM i object
today, how quickly will you know?

File Integrity Monitoring (FIM)

provides the visibility needed to detect and investigate changes to critical resources.

What changed? Who changed it?
What happened next?
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What Is FIM?

FIM helps detect changes
that may result from:

Unauthorized user activity
Compromised credentials
Malware

Ransomware

Insider threats
Application errors
Configuration mistakes
Administrative activity

RAZ-LEE
iSecurity

~

Define it as:

"File Integrity Monitoring is the continuous monitoring
of critical files, objects, and resources to identify
unauthorized, unexpected, or suspicious changes. “

The key is not simply detecting any change.

"It is providing enough information to determine
whether the change is expected, authorized, or
suspicious.”
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File Integrity Monitoring
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Why IBM i Journaling Matters for FIM

IBM i provides powerful journaling capabilities that can capture changes and activities associated with journaled objects.
For FIM, journal information can provide valuable evidence about changes occurring to critical resources.

IBM i already provides the foundation for monitoring
many types of changes.

iSecurity AP-Journal helps turning that journal information into useful Security Visibility.

RAZ-LEE
iSecurity




What Should you Monitor?

A practical FIM strategy should begin with the organization's most critical resources.

Potential targets include:

"l[éz] Critical application objects v Security-related resources
r1s Programes, libraries, and application components © Objects and configurations where unauthorized
supporting important business processes. changes could affect the security posture.
i — IFS files @ Privileged activity
= Critical configuration and application files. Changes performed by highly privileged users or

administrative processes.

Database-related resources

Resources containing sensitive or business-critical
information.
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The goal is not necessarily to monitor everything equally.

A risk-based approach helps organizations focus monitoring where unauthorized changes would have the greatest impact.
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How do we categorize the Needs for FIM?

Assess
Compliance & Reporting

Detect Protect
System Integrity Availability & Resilience
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File Integrity Monitoring & Compliance

Regulation Section Data Security Requirements iSecurity Solution
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iISecurity Audit

QAUDJRN

* User profiles

e System Values

* Objects Created / Deleted
* Jobs Start/Change/End

* And many more...

QVPN, QIPFILTER,
QIPNAT, QACGIJRN,
QQOS, QSNMP, QDSNX,
QZMF

* VPN

e |P Filtering

¢ Accounting

e And many more...

QHST, QSYSOPR
Message Queue

IFS Logs
e Apache Logs

N\

System Activity
e System Status
* Active Jobs
* Job Queue
e QOutput Queue

Snap Shots

e PTFs

e Commands

e Libraries, etc.
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Real Time

iSecurity
Audit

ALERTS & ACTIONS

v-=
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Audit
Repository

CL Scripts , SMS etc.

Report Generator

Option to include in Queries EQ, NE, LE, GE, LT, GT,
Not/LIST, Not/LIKE, Not/START, Not/ITEM, etc.

R i
PDF/HTML/CSV

— 1

Visualizer (BI)
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iISecurity AP-Journal
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ISecurity Action

QUADJRN Critical OS ?23227: i‘:\?:gg
(Audit) NS (AP Journal) (V:Yo]»)]
\ \~ \/ N \
REAL-TIME ALERTS & ACTIONS

Network

Security
(Firewall)

>

Execute CL send Email Write to Write to Send SMS,

Scripts endtmal MSGQ SYSLOG SNMP, etc.
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1ISecurity
Action

Security Breach
Response & Corrections

iSecurity Action brings Proactive Response in real-time
to any security event by Email, SMS, Syslog, SNMP, and
CL script processor.
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Taking Action in Real Time

In today’s business environment, it is not enough to discover and report on a
security problem after it occurs.

v’ Traditional audit software provides useful historical data after the fact but
often lacks state-of-the-art functionality to provide relevant managers with
alerts and enable corrective specific corrective actions.

v iSecurity Action provides a comprehensive, easy-to-use solution. For
example, if a user attempts to copy a critical file, Action can send an SMS
message to the security officer’s mobile phone and automatically sign off
and disable the offending user.

v Scripts can even initiate actions that execute if an appropriate response
does not occur within a specified period of time!
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Defining Action that Sends Email and Blocks a User (GUI)

ICTOR- Edit x
%= iSecurity Navigator — O] Actions £
y a N General 5end To Command Script
=% |4 g RLDEMO/iSecunty [1]/Audit/Actions
4 » Organizational Dashboard ~ || = Actions ~ Lkl o e |Address ~ | Browse.
1 razieel :
il razlee2 4| 2| =2 21| |Action | [ Actior Address Type _
i raziee3 = — w E-mail
i RL74A Action Description VICTOR  Message Queve
il RL74B ALEX081022 Created by Action 3 SIEM
i rdemo ALEX083642 Created by Action
# RLDEMO ALEX122210 Created by Action
# iSecurity [1] - Dec 1 124 4:35:33 D ALEX125306 Created by Action
@ Anti-Virus ALEX164935 Created by Action 1/3
& Anti-Ransomware AM'S , v TOR- Edit % Add.. | ¥ Delete || Open..
(& Object Integrity AU135009QP Created by Action
& Audit AU174902QP Created by Action General Send To Command Script
_| Actions AU184712QP Created by Action Descripti Vil 1o Vi
] Activation AU184902QP Created by Action escription; ail to Victor
] Awdit Settings AU185247QP Created by Action Message ID:
| Audit Types (info only) CAPTURE  Start Capture USER ® Automatic
| Control Message Queues ORENAV test scan O Specific:” Browse... CTOR- Edit x
| General Groups USERCMD  User command *CMD priess, Py i) [ ———
& Object Auditing VICTOR EMail to Victor
| QAUDIRN Type/Sub Severity Se VICT120142  Created by Action Y| = | Label v [Label Browse...
@ Real Time Detection Rules \
VICT122448  Created by Action
) System Configuration VICT122805 DEMOV job not active il bl On Eiror
| Time groups VICT122902 | Created 'b A y CHGUSRPRF USRPRH(&C@USER &C@UPRF) STATUS(*DISABLED)
reated by Action
> Au On Demanc
. ?‘ "l‘""’sz)::)' K VICT134740  Created by Action
& Capture 525
& ﬂ:n & Traths VICT144832  Created by Action
& :“m:‘mme VICT145524  Created by Action
@ Encryption VICT154301  Created by Action [
& Firewall VICT163635 Created by Action 1”1
& St VICT165314  Created by Action | gancel
Up Down Add... X Delete Open...
& Logs VICT171332  Created by Action i l
& Maintenance VICT172751  Created by Action
= MFA \ACTATIACE Craartard b Artion
/
= Multi-System 31
5. Pacrrsimer 4 v
< $ Add... X Delete Open..
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e-mail Alert
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File Integrity Monitoring on IBM |

IBM i SERVER

REAL-TIME NOTIFICATION

iSecurity Suite
Audit + AP-Journal + Action
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iISecurity Action Advantages

v Responds to events detected by Audit, Firewall, AP-Journal, etc.
v Alert messages sent via Syslog, SNMP, e-mail, SMS, MSGQ or Twitter.

v Automatically takes corrective actions by running command scripts or
programs.

Rule Wizard makes definition process simple for non-technical users.
Rules can use many different selection criteria.

Built-in command script interpreter with replacement variable support.
Responds to current system status parameters and active jobs.

Restrict user access during vacations, holidays and other planned absences.

DN N N N NN

Automatically Disables Inactive User Profiles.

v Tight Control over Authority Adoption.
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' RAZ-LEE

Contact us About
our Products

Sales Representatives Visit Our Website

sales@razlee.com www.razlee.com
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mailto:sales@razlee.com
http://www.razlee.com/
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See you Soon!

Thanksforyourl
Attention

Marketing Manager

Moshe Sofer

Visit our Website for more Information

www.razlee.com
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