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About Raz-Lee Security

Founded in 1983, Raz-Lee Security is one of the world’s leading independent owned cybersecurity and
compliance solution providers for IBM i servers (AS/400).

Raz-Lee’s flagship iSecurity suite guards organizations against insider threats and unauthorized external access
to business-critical information hosted on their IBM i. We have developed cutting-edge solutions that have
revolutionized analysis and fortification of IBM i servers.

We build solutions that work with other companies’ technologies allowing organizations to monitor IBM i
activity via SIEM or DAM dashboards.
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About 1Security Suite
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dvanced Threat Protection

Anti-Ransomware

®  Antivirus / Malware protection

® ICAP Optional Client/Server for Antivirus
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(Authentication & Authorization
®  MFA Multi Factor Authentication

®  Self Password Reset

Authority On Demand
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®  Firewall FTP, ODBC...access

rotection

Monitor CL Commands

\' Safe-Update to protect production files
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Evaluation,
Reporting & Alerts

SIEM & DAM Support

Syslog, SNMP, CEF,
LEEF

Visualizer

Business Intelligence
for Security

Score Cards

for GDPR, SOX, PCl,
HIPAA...

Security Investigator

Data Discovery,
Authority Inspector,
Assessment
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Encryption

®  DB2 Field Encryption (FIELDPROC)

® PGP File Encryption

(Data Base Solutions )
®  AP-Journal DB Audit, Filter, Alerts, SIEM
® DB-Gate Native SQL to Oracle, MSSQL...
\. FileScope Secured file editor )
(Auditing & Response A
®  Audit Journal, System Values, Status...
®  Proactive re-Action in real time
® Capture screen activity
®  Compliance of Users, Objects, IFS
\' Change Tracker watch Production Libraries )
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How effective your IBM | security 1S?

Unfortunately many companies don’t and hope that the security “hot potato” will not become an issue.

As such, and because they believe that IBM i is a secure operating system, these
companies downplay the need for a comprehensive security solution for the System i.

In reality, every system MUST be checked regularly for compliance levels, in order to
ensure the highest levels of security and auditing possible.
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In-depth analysis

Assessment is a Windows-based program for in-depth analysis of the full scope of the IBM i server (AS/400)
security strengths and weaknesses, pinpointing the security risks which should be addressed.

* The output is a detailed report, grading each facet of IBM i security, with full
explanations.

* The iSecurity Assessment checks your systems’ security-related definitions and values

and reports —in minutes — the exact strengths and weaknesses of your computer’s
security policies.
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Assessment Report

The Assessment Report shows:

* |f the network is really protected * |f security policies adhere to IBM’s

: : recommended values
* |If ports are wide open to intruders

* What is the common denominator for object

* |f user sign-on attributes are implemented o
authorities?

properly

* |f there are too many power users accessing
the network

* |f the network is detecting security breaches in
real-time

* |f thereis a minimum number of power users

* If auditing policies are performing as necessary _
defined

* How secure the network would be by using

iSecurity * |f the system is PCI, SOX, etc. compliant
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Assessment Guarantee

Assessment is certified by Raz-Lee Security and outside experts for validity, precision, and accurate results.

* Performs a thorough check on the efficiency of your System |

* Hyperlinks help navigate through different sections

* Provides colorful, graphically-displayed results

* Provides a detailed written analysis of security policy efficiency

* Numerical scores help explain results

* Covers user class, user privileges, system settings, exit points, sign-on attributes,
password control, network protection, unattended terminals, and more.
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ISecurity Assessment Advantages

RAZ-LEE

iSecurity

Easy-to-use: simply download, execute and obtain results in minutes
Intuitive and easy-to-understand

Industry best-practice security system value recommendations

Raz-Lee certified for accuracy

Suggests iSecurity products required for maximum security and compliance

Thorough and comprehensive — checks ALL aspects of your system security
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Thank You

For more information about our company and products please visit

www.razlee.com
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