
Antivirus
DATASHEET (iSecurity Suite Cyber Protection)

Is IFS affected by Viruses?
The threat of malware, ransomware, and malicious 
code is nothing new. However, the makeup of the 
systems they target has changed.

The days of believing it’s “just a Windows thing” are 
over – and if your IBM i servers aren’t properly 
secured, your organization is at serious risk.

Although the iSeries AS/400 doesn’t run .exe files, it 
can house infected files – where they can wait, 
silently and deadly, until someone on the network 
transfers and opens that file on their PC.

Windows clients connect to servers and become 
infected, interrupting business operations until they 
are cleaned – but the cycle repeats because the 
Servers are infected and hosting malware.

iSecurity Antivirus scans all accessed files, offers 
comprehensive virus detection by marking, 
quarantining, and deleting infected files, and prevents 
IBM i Servers becoming an infection source.

iSecurity Antivirus is a Total Protection Solution

www.razlee.com

ClamAV engine implementation brings

▪ A database of over eight million virus 
signatures

▪ Signatures are continually updated
▪ Recent, leading-edge technologies
▪ Improved scanning based on up-to-date 

algorithms
▪ Significantly faster scanning of PDF, ZIP 

and other file types 
▪ Reduced load time of the signatures

iSecurity implementation brings

▪ On-Access Scanning
▪ On-Demand Scanning
▪ Only-New Scanning. Marking files as 

scanned so no need to scan them again 
unless they have changed

▪ Cannot be disabled by any known virus 
keeping the server protected without 
interruption

▪ Runs Local and natively at the IBM i



DATASHEET (iSecurity Suite Cyber Protection)

▪ Automatic, regularly updated 
database

▪ Command-line scanner

▪ Database updater with support for 
digital signatures

▪ Can not be disabled by viruses

▪ Built-in support for zip, gzip, jar, and 
tar files

▪ User-friendly, multilingual interface 
(green screen and GUI)

▪ Supports V5R3 Scanning Enablement

▪ Integration with OS/400 Scheduler

▪ History Log for review and analysis

▪ Real good native interface. User will 
never need to run DOS like 
command 

▪ Command and API that provide the 
ability to scan a file in sub second 
(without any delay)

▪ Excludes are accepted, and can be 
used simultaneously as:

▪ *generic* names (the IBM i 
native way, which all IBM I 
stuff members are used to)

▪ Regular expression (the way 
that is the standard in Linux, 
and is completely strange to 
IBM i)

▪ Single “Work with Infected files”, to 
work with all infected files. Both 
those that were moved to quarantine 
(standard way), and those kept in 
place marked as unusable (IBM i way 
that is used in “On-Access”)

Key Features

Let’s Get Started 
Schedule your Demo and start protecting your Systems
with iSecurity Antivirus.

Your Cyber-Security is our Biggest Concern
Our Mission at Raz-Lee is to prevents your iSeries from becoming 
an infection source.

▪ iSecurity Antivirus software cannot be disabled by any known 
virus.

▪ iSecurity Antivirus runs Locally at the iSeries Server or it can be 
executed on ICAP Client Mode.

▪ ICAP Client release the processing load to specific and trusted 
servers and gives to you the power to choose the Antivirus 
Database Provider.

Virus database is updated constantly so you are automatically 
protected against even the newest versions of this malware just 
keeping the definition updated.

ICAP Client Key Features
Raz-Lee Security has enhanced iSecurity Antivirus with the addition 
of the ICAP Client. Virus scans tend to be CPU-intensive because 
they scan millions of possible virus signatures. Using ICAP ensures 
that your IBM i is always protected without a performance drop. 
Scan time is faster – by twenty times in some tests. The portion of 
the IBM i CPU that would have been used for virus scanning 
becomes available for other purposes.

▪ The ICAP Client can communicate with any ICAP server.

▪ ICAP server can support multiple systems and system types, 
providing standardized virus scanning.

▪ Frees up IBM i CPU resources.

▪ Flexibility in selecting an Antivirus provider (Symantec, McAfee, 
Kaspersky, Sophos etc.).

▪ Faster response times.

▪ Solution to regulatory restrictions that prevent some 
organizations from directly connecting to the internet.
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