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About Raz-Lee Security

Founded in 1983, Raz-Lee Security is one of the world’s leading independent owned cybersecurity and
compliance solution providers for IBM i servers (AS/400).

Raz-Lee’s flagship iSecurity suite guards organizations against insider threats and unauthorized external access
to business-critical information hosted on their IBM i. We have developed cutting-edge solutions that have
revolutionized analysis and fortification of IBM i servers.

We build solutions that work with other companies’ technologies allowing organizations to monitor IBM i
activity via SIEM or DAM dashboards.
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About 1Security Suite

A

dvanced Threat Protection

Anti-Ransomware

®  Antivirus / Malware protection

® ICAP Optional Client/Server for Antivirus
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(Authentication & Authorization
®  MFA Multi Factor Authentication

®  Self Password Reset

Authority On Demand
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®  Firewall FTP, ODBC...access
o

rotection

Monitor CL Commands

\‘ Safe-Update to protect production files
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Evaluation,
Reporting & Alerts

SIEM & DAM Support

Syslog, SNMP, CEF,
LEEF

Visualizer

Business Intelligence
for Security

Score Cards

for GDPR, SOX, PCl,
HIPAA...

Security Investigator

Data Discovery,
Authority Inspector,
Assessment
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Encryption
® DB2 Field Encryption (FIELDPROC)
® PGP File Encryption
(Data Base Solutions )
®  AP-Journal DB Audit, Filter, Alerts, SIEM
® DB-Gate Native SQL to Oracle, MSSQL...
\' FileScope Secured file editor )
(Auditing & Response A
[ J

Audit Journal, System Values, Status...

®  Proactive re-Action in real time
®  Capture screen activity
[ ]

Compliance of Users, Objects, IFS

Change Tracker watch Production Libraries
\_ - J
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Graphic User Interface

GUI makes it easier for even non-IBM i administrators and managers to configure and use the iSecurity Suite
of solutions. GUI integrates information from varied sources across multiple environments into a single
display.

* Forensic accountants can easily access critical information for review.

* Users can get very specific security-related data, and view or analyze this information with
little or no effort.

* Security GUI is provided free to customers that license other iSecurity modules.
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ISecurity GUI

Our Graphic User Interface allows you to manage everything across iSecurity Suite. The best way to make
management from a windows PC not having to enter the IBM Green Screen.

type filter text

General

Help

Install/Update
Automatic Updates
Available Software Sites

Network Connections

SSL Settings

Security

iSecurity

Automatic Updates =18 2 v v

[} Automatically find new updates and notify me

Update schedule
@) Look for updates each time platform is started
Look for updates on the following schedule:

Every day 1:00 AM

Download cptions
@) Search for updates and notify me when they are available

Download new updates automatically and notify me when ready to install them

When updates are found
@) Notify me once about updates
Remind me about updates every

30 minutes

[R&tore Defaultsj [ Apply

[ OK } [ Cancel

)
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s S520/1Secunity [1]/Firewall/Intrusion Detection - iSecurity

File Edit Navigate Window Help
: S ¢HE v = [ s iSecunty (Ad... E *
|| %5, iSecurity Navigator 23 = O|(£] "Intrusion Detection 23 =27
=10, W I §®™~ $520/iSecurity [1)/Firewall/Intrusion Detection [3 min idle]
5 Razlee2 = Intrusion Detection ~ . Y E
5 Razlee3
& S520 = Detected Intrusion
iSecurity [1]
s A nty v End the offending interactive session
= Anti-Virus e
& Audit __ Send message to the user
(= Authority On Demand Disable user
&> Capture 5250 Prevent specific users from being disabled automatically.
@ Central Adminjstration Send email to Security Administrator
&> Change Tracker
(= Compliance Email: susan@acme.com
(= Firewall
& Global IP Filtering Run Action (If Action is installed):
- | *Intrusion Detection Write to QAUDJRN (security sudit journal)
> Logon Audit journal code is U. Journal entry type is FW. Data format: SMZ8/GSCALP.
(= Objects
| Port Restrictions
= Rule Wizards * Message Queve
_3 Server Settings s Screening of allowed activi
= | System Cenfiguration
| Time groups
(= Users and Groups
& Joumal
& Logs
& Maintenance
& Password
(= Queries and Reports
= Screen
= User Management
(= Visualizer BI
« m ’ . Revent [ |5 Save I
| Writable
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ISecurity GUI Key Features

| File Edit Navigate Window Help

5 $ . v I £ | s iSecurity

5. iSecurity Navigator =0 | Profiles z.l |

BR| 4 i~ ‘75520/iSe<uvity[1}/U§efManagement/Pfoﬁles [9 min idle]
: . e & iSecurity [1] - 23-Jun-2015 0908 = || ] Profiles ~ = |
* User-friendly and intuitive. e _El$
& Audit 5| % | | 2| 9| [status ~ | [status Browse...

(= Authority On Demand
(= Business Intelligence
(= Capture 5250 *ENABLED QDLFM IBM-supplied User Profile Does Not Exist

NEAmm “*+ Profile Does Not Bxist
Select All Ctri+A t e

Trcsart Calartinn

Status Name Description Password Last pass *

* Asingle-pane view of information from
multiple environments.

= Central Administration *E
(= Change Tracker *ENA

Does Not Bxst
Does Not Bxist
Does Not Bxist
Does Not Exist
P . . Show content of selected row Does Not Exist

Access and control multiple LPARs/Machine. D Vit et
Does Not Exist

Does Not Exist

* Full iSecurity admin functionalities via your —— R W, =S

P C . + Name: QDOC ) Does Not Exist

Top Does Not Exist
« Description: ¥ Document User Profile {

* View report contents via a GUI table or PC it o

Exists
« Last password change: 9784

tOOIS- « Password valid for: Next 7 days

« Last sign-on:

* Integrates with all iSecurity Suite Products. oot il

+ User Class: "USER

« Group profile name: "NONE
« Special Authorities List:

- Limit device session: *SYSVAL

(V] Wrap text
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ISecurity Web GUI

iSecurity Web GUI is an agent-less interface that runs the regular iSecurity GUI in a web browser.

* With Web GUI, IBM i System Administrators can utilize in full depth iSecurity components
including Firewall, Audit, SIEM, Compliance, Authority-on-Demand, Anti-Virus, Anti-
Ransomware, Capture, Change-Tracker, AP-Journal and more. It also supports the use of

Visualizer, the integrated Business Intelligence component for instantaneous analysis of
security information.

* |t has been tested on various browsers including Chrome, Firefox, and Edge.
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ISecurity Web GUI Key Features

* Web-GUI is completely agent-less.

* Multilingual: Spanish, German, French,
Japanese and English.

* Timeout controls lock the session, requiring
re-identification.

®* Connections to the IBM i systems are
persistent. No need to reconnect.

* Easy to display or hide the navigator or data
panes on tablets and smartphones.

* Auditor can use iSecurity in auditor-mode,
without installing anything.
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RAZLEE

Thank You

For more information about our company and products please visit

www.razlee.com
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