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About Raz-Lee Security

Founded in 1983, Raz-Lee Security is one of the world’s leading independent owned cybersecurity and
compliance solution providers for IBM i servers (AS/400).

Raz-Lee’s flagship iSecurity suite guards organizations against insider threats and unauthorized external access
to business-critical information hosted on their IBM i. We have developed cutting-edge solutions that have
revolutionized analysis and fortification of IBM i servers.

We build solutions that work with other companies’ technologies allowing organizations to monitor IBM i
activity via SIEM or DAM dashboards.
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About 1Security Suite

A

dvanced Threat Protection

Anti-Ransomware

®  Antivirus / Malware protection

® ICAP Optional Client/Server for Antivirus
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(Authentication & Authorization
®  MFA Multi Factor Authentication

®  Self Password Reset

Authority On Demand
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®  Firewall FTP, ODBC...access
o

rotection

Monitor CL Commands

\‘ Safe-Update to protect production files
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Evaluation,
Reporting & Alerts

SIEM & DAM Support

Syslog, SNMP, CEF,
LEEF

Visualizer

Business Intelligence
for Security

Score Cards

for GDPR, SOX, PCl,
HIPAA...

Security Investigator

Data Discovery,
Authority Inspector,
Assessment
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Encryption
® DB2 Field Encryption (FIELDPROC)
® PGP File Encryption
(Data Base Solutions )
®  AP-Journal DB Audit, Filter, Alerts, SIEM
® DB-Gate Native SQL to Oracle, MSSQL...
\' FileScope Secured file editor )
(Auditing & Response A
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Audit Journal, System Values, Status...

®  Proactive re-Action in real time
®  Capture screen activity
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Compliance of Users, Objects, IFS

Change Tracker watch Production Libraries
\_ - J




SYSTEM CONTROL




Monitors CPU, subsystems, jobs, disk and message queues

As we all know, IBM i systems are usually highly automated.

This means that certain jobs must be running constantly, subsystems must be active and programs must
function smoothly in order to ensure operational processes.

The system itself and the automated processes can be monitored and intervene manually in the event of
malfunctions. It is precisely the manual component that often represents the problem.

Administrators can always actively take care of it. In order to be able to work effectively, you rely on support
from applications.
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System Control and Audit —a Great Couple

First of all, iSecurity System Control is a module for
system monitoring.

It is supplied with system information via the functions
of the iSecurity Audit module.

In this way, System Control can be used to monitor
important system functions such as CPU usage, jobs,
subsystems, disk storage and message queues.
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| Status and Active Job -

= 'J-:{_.- | B | el | l{m Type = || Envtry Type
Eritry Type Sequence
a $0 Active job inforrtion (default rube)

Job Status HLD mik release of job 10

lob Ztatus HLD it release of job 10

CPU ddpassde pour un ubilisebe a0

CPU ddpassie pour lob d'un User dans QINTER 3.0

Function STREQL 4.0

tert 30
@ SE Job pot sctive (default nale)

pufovaction nichit skt 10
4 5P Pool niot active (default rule)

SHE QEPL micht aktie 1.0

585 ZAUDIT mickt skt 20
4 55 Bt m status and pool infornation (default nule)

Diak iz runnang out of space 1.0

Time Growp  InfQutTime Group  Action name  Perform Action
Ma
RAFL1I042  es
RAZLLOD4Z  es
M
MRARLZ11IL Na
RAFL 115655  Yes
FEMZ131839 No
Mo
AUFWACTL.  Yed
Mo
RAFL 111356 YWes
AUDINACTEL Yes
Mo
PLATTEWOLL  Yea




Intervene before damage occurs

When the iSecurity Action module is installed, problems defined via filters can be discovered in real time,

detected in real time and remedied with appropriately adapted countermeasures. This usually happens in
good time before serious damage occurs.

It is possible to send rule-based warning messages via E-mail, SMS, Message queue, Syslog, etc. to those
responsible, as well as to execute corrective command scripts with your own or standard IBM i commands.

Parameters from the corresponding events can always be used for both notifications and command scripts.

This ensures a highly automated set of rules that can independently eliminate disruptions in the operational
process without manual intervention.
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News and History (QHST)

& Madify Selection Ruls - $K/aufwaction nicht aktiv

General | Filter | Message | Classfication and Explanstion

Description:” aufamction nicht zktiv

System Control monitors both arbitrary message L —

queues as well as the system history (QHST) cyclically -l
or in Real time.

I true, delay intersal

@ Default 7 Inkerval | 1 — seconds

& Performm Action

Existing messages in the system can be used to easily Mcion R

Erowrse..
set up rules that are processed automatically. o =
IF eventrate exceeds 1 = 7 1 5| Bvents/Seconds (1f1=Abhays)

@ Run action ahways
{70 Run action once per | 1 seconds

The SIEM interface is used to create higher-level

. . . e . || Continue to rule sequence 0 =, 0 5= {(I=Following rule)
System supplied with IBM i information.

[ O ] | Cancel
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ISecurity System Control Key Features

®* Uses entries from QSYSOPR or other message queues as input for iSecurity System Control

* |dentifies jobs or sub-systems that are not active within production times and restarts them automatically

* Find not active jobs and forward the information to administrators e.g. via Email

* Allows corrective or preventive actions on Real-time monitoring security-related events

* |dentifies critical events related to changes on CPU, disk storage and other parameters from system status

* |dentifies unusual or extraordinary System behavior (e.g. such, not with behavioral patterns in WRKACTJOB)
* Allows rule creation Based on occurring messages in the system

* Monitors alongside message queues also the history (QHST)

* Finds abnormalities in the system (not running jobs, inactive ones subsystems, etc.) and fixes them with
rule-based logic

* |dentifies messages in any message queues

* Able to send messages automatically and answers based on rules
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RAZLEE

Thank You

For more information about our company and products please visit

www.razlee.com
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