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AP-Journal

Real-time Database
Monitoring & Reporting

iSecurity AP-Journal logs database access (READ operations)
directly into journal receivers, which is not provided by IBM i
journaling and is an important component of compliance.

RAZ-LEE



Business Intelligence Traceability

Due to have information from Multiple Sources, usually most systems
bring the latest results, but most of the time we need to know all the
changes done to the data before making a good Business decision.

* With its unique technology, AP-Journal logs database access
(READ operations) directly into the journal receivers. This
functionality, which OS/400 journaling does not provide,
constitutes an important component of compliance.

* By providing a timeline report of all changes relating to
application data, AP-Journal reduces unauthorized activity
and enables users to meet regulatory requirements. It also
issues real-time alerts to inform managers of any changes in
application databases or unapproved access to critical data.
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ISecurity AP-Journal Insights

iSecurity AP-Journal Protects Business-
critical information, and notifies
managers of any changes to information
assets and streamlines IBM i journaling
procedures.

'o

Our Solution:

v’ Users can integrate information from
various files and view all changes relating
to a specified business item.

vin addition, AP-Journal helps enforce
business rules by triggering external
functions.

RAZ-LEE
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1ISecurity

AP-Journal

Let’s see our
Product in Action!

The best way to see how it works is a demo

with iSecurity AP-Journal running on a real
environment.
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Screen Report

-I Display Database Updates RRN: 2
Name . . . .: JORDE Order Entry
flopiate |
Job . . . . .: QPADEVOOO6/QSECOFR/711561 File . . .: JDORDDT
Date-Time . .: 2008-06-11-14.31.12 Library .: SMZJIDTA
User . . . .: QSECOFR Member . .: JDORDDT
Program . . .: JDORDDTD IP address : 1.1.1.158
Field/Text After Before
DORDNO 000002 000002
DLINNO 1. 1.
DITHMCD MIK/3211-1 MIK/3211-1
DQUANT 1120.00 1106.00

DPRICE 11.06
DDDATE 2008_07;;?::555;:T“~hhﬁh 2008-07-01

Display data before & after any
changes which were made from

. _ a specific IP address Bottom
F3=Ex1it F7=Subset F8=Pri xt |EEPEELIdAl F17=Top
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Html| Report

[ Ll
iSecurity . DEMO \ | 10
DSALE DEMO Page
S72( 15/04/10 16
User Operation ile Library Member Current value Before value
JR Update PRODLIST ADTSLAB PRODLIST Partno, PartD 2007-09-18-11.
>>> Part Number 0000 00002
JR Write PRODLIST ADTSLAB PRODLIST Partno, PartD 2007-09-18-11.
Part Number 00004
JR Update PRODLIST ADTSLAB PRODLIST Partno, PartD 2007-09-18-11.
Part Number 00003 00003
>>> Part Desc Part #-3 (Journal) PART NO-3 (Journal)
JR Update PRODLIST ADTSLAB PRODLIST Partno, PartD 2007-09-18-11.
Part Number 00004 00004
>>> Part Desc Part #4 (On Demand) PART #4 (On Demand)
JR Update CUSTOMER ADTSLAB CUSTOMER 2007-09-18-11.
>>> ity Boca Raton Boca Raton, FL
JR Update CUSTOMER ADTSLAB CUSTOMER 2007-09-18-11.
> ity Jacksonville Jacksonville, FL
JR Update CUSTOMER ADTSLAB CUSTOMER 2007-09-18-11.
>>> Company name Sudbury Radio & TV Sudbury Radio and TV
JR Update PRODUCT ADTSLAB PRODUCT Product detail (no bitmap): KEY-PARTNO,MODEL 2007-09-19-09.
>>> Wholeszale price 45.50 33.82
>>> Retail price 40.00 38.00
>>> Volume discount Y N
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GUI Report

& 5520_Local/iSecurity [1]/Journal Application DEMOA - iSecurity Igﬂﬁﬁ =
File Edit Navigate Window Help
¥ Bixieew il 10 B | s iSecuri
. iSecurity Navigator ) = E’j _| Application Outputs {ijl DEMOA & =0
8% 4 | & ™ ¥ ||S520_Local/iSecurity [1]/Journal Application DEMOA/Journal data (Receivers)

4 Australia 4| % | 2| [Entry type v || Entry type | Browse..

1 Italy_6.1_1BM

# $520_Local Entry type Job name Username Job number User profile Program name Program library Object name Objects library Member *
# iSecurity [1] - Oct 17,2012 2|| | Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR sM2) JDWHLOT  SMZJDTA JDWHLOT
@ Anti-Virus Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR sMz) JDWHLOT  SMZJDTA JDWHLOT
@ Audit Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR SMZ) JDWHLOT  SMZJDTA JDWHLOT
& Authority On Demand Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR SMz) JDWHLOT  SMZIDTA JDWHLOT | =
& Business Intelligence Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR SMZ) JDWHLOT  SMZJDTA JDWHLOT
(&= Capture 5250 Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR SMZ) JDWHLOT ~ SMZJDTA JDWHLOT
(& Central Administration Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR SM2) JDWHLOT  SMZIDTA JDWHLOT -
& Compliance Evaluator Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR SMZ) JDWHLOT  SMZJDTA JDWHLOT
& Firewall Update  QPADEVOOOH QSECOFR 407873 QSECOFR  JDBLDDR SMZ) JDWHLOT  SMZJDTA JDWHLOT
& Jovmal Update  QPADEVOQRE et Sl Sai GLusLsESS e =
| Application Definition Update QPADEV! . s DEMOA Details
| Application Outputs || ;p4ate  QPADEVO]. ). . ) =N
Dta Convetsions ob: QPADEVO0OH/QSECOFR/407873  Date: Jul 17,2012  IP address: 1.1.1.164 File: SMZJDTA/JDORDDT

i Update  QPADEVOQ |, ; . ime: 12:11: .
- \ ser: QSECOFR Security Officer Time: 12:11:13PM  Program: SMZJ/JDBLDDR  Member: JDORDDT
) Display Database Upc Update QPADEVO

Update  QPADEVO] (% 3| © |[Field name | Field name
Update QPADEVO(

1 Journal General Group
| Journal Scheduler

| Output Fields per File Field name Field text Before After  Changed
e Update QPADEVO(
& Logs Uidite QPADEVO( DORDNO ORDER NUMBER 103476 103476 No
@ Maintenance Upda‘e QPADEVO] DLNNO  LINENUMBER 1 L No
& Native Object Security £ DPRICE  PRICE 1040 1015  Yes
@ Password Update QPADEVO(
(& Queries and Reports Update  QPADEVI 0/3
& Screen Update  QPADEV!

G Update PADEV!
@ User Management p Q < Previous| | Next >

(& View ** not authorized **|| | Update ~ QPADEV!
4 S520_Remote Update QPADEV!
Update QPADEV!

Update QPADEVO(

<|

1/100

e S , || |Retrieve the next set of data | Details..
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Business Intelligence Report

HS}'EO Local/iSecurity [1]/Journal Application DEMO3 - iSecurity = |E|ﬁ
Fle Edt window Help
| &l @0l o | % B3] # Becuriy
(2 iSecurity Navigator &3 = 8\ Application Definitions ﬂ_LAppicamn Outputs m =g
=R=EA] .| & = < ||Jisecurity [1] - Demo with Business Item 01 and 02
& 5720 Demo (3 New [} Open.. [0 Save As... 'IIRanme| & Report
=4 5720 Local
Filter 1
& Security [1] - Mar 16, 2010 10:10:23 A Fiter 2| Fier 3
e ‘ v |Date Jan 31, 2010 - Mar 16, 2010;
b Ant|.V|ms ¥ |Operation |UPDATE ;
B-& Audit  |IP Address |1.1.1.192
Bz Authority On Demand [v Job name  |QPADEVD019;
#-(= Business Inteligence IV Program JDBLDDR ;
@ Capture ¥ |Object JDORDDT ;
H-= Central Administration
E-= Compliance Evaluator
- Firewall I Table... | Export... 8 Search... i Apply Filter | @ Refresh
B Journal - <
| Application Definitions ;;J““ Q"“":';s J-|3 || (e
| Application Outputs a2 €65
H-& Logs
- Maintenance 2: 665 (50%)
#-&= Password
- Queries and Reports
[ Screen
B User Management
..... & View
@8 $720 Remote 1. 675 (50%
\ ;'
Dalael Svsteml PMdrus] Opermonl Jobnamel Prngraml Prngraml.llraryl objectl objectuhrnryl Memherl Userproﬁlel Orderl U"el
4| | B [ems(Selected/Total) 0/2 [Records(Selected/Total) 0/1340
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1ISecurity

AP-Journal

Advantages on
our Solution

iSecurity AP-Journal has Output as Online, Print,
HTML, PDF, Outfile & Email Reports. It can be used
from iSecurity Visualizer to have Bl Reports.




Workflow

e Business Iltems

Long-time Storage

for Critical Data
D Alert

Before

DB Reads

S’

E F
E—— v ) Alert
Containers ~° After

l Processing of l
G Reporting Receivers G Reporting
System System
|\ J
Y
Screen Email PDF/HTML GUI Business Intelligence

login as: root

= = G

e ar— Bl

L —— \ ‘o.‘.v

e —— \ P

— — 1 — SR

B —— Bl S—
\/
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\When could AP-Journal be Useful?

When u need to answer complicated questions like:

O

O

RAZ-LEE
iSecurity

Who modified file PAYMENTS between 20:00 and 06:00 during vacation; among those, who
reduced the PAYMENT_AMOUNT by more than 15%?

Who worked on the SALARY file during non-standard business hours, and accessed employees
whose salaries exceed $5,000 monthly?

Provide a timeline report of all changes made to his MORTGAGE (covering the dozens of files in
the MORTGAGE application), during the past 25 years.

Send an SMS message and e-mail to the company’s Chief Security Officer when the
PRICE_OF_ITEM changes by more than 4%.

Send a SYSLOG message and operator message when the PRICE_OF_ITEM for an ITEM shipped
last month changes by more than $6.20.

Send an e-mail when anyone accesses the record of an employee whose monthly SALARY is
greater than $5000.

What changes to the hospital’s PATIENTS file were made via utility application DFU?

And so on...




SIEM for Database Journals

To support database journals send to SIEM we have the product SIEM
& DAM Support. This product, relevant to SIEM, provides:

v’ Filter according to “before” or “after” values of each database field.

Boolean And/Or, EQ, GT, LE... N/LIKE, N/LIST... conditions refer to
percentage or absolute value changes

, %

v’ Can send only Committed transactions.

B O By oY

v Supports 3 SIEMs in parallel.

v’ Runs on a High Availability system, reducing performance impact on
Production Systems

—
=
o
=
=
e

0]
:‘:;]
Q
J
U]
)
N
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ISecurity AP-Journal Advantages

v Addresses PCI, SOX, HIPAA, NIS2, DORA, etc. requirements.

v Long-term storage of sensitive information, independent of journal
receiver lifecycle.

v’ Advanced filtering enables saving only important information, to suit
storage limits.

v’ READ operations selectively added to Journal, for compliance with PCI
requirements.

v’ Real-time alerts on changes in business-critical data & access, sent as
operator messages, e-mail, SMS, SYSLOG; CL Scripts execution.

v’ Timeline and cross-application reports based upon user-defined business
items.

v Report data can include key fields, description fields and modified fields
(highlighted).

RAZ-LEE
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' RAZ-LEE

Contact us About
our Products

Sales Representatives Visit Our Website

sales@razlee.com www.razlee.com

ISecurity
AP-Journal . '



mailto:sales@razlee.com
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