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Authority Inspector

Minimizing Threats
from Users

iSecurity Authority Inspector minimizes threats posed
by Excessive User Authorities, usually this Authorities
aren't disallowed over time.
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Excessive User Authorities

Sometimes IT Managers needs to provide a user enough rights to carry
out a unigue assignment that his security level rights normally doesn’t
allow him to accomplish it.

v’ This leads to an excessive number of Users with High Authority,

which leads to a major risk, because usually this Authorities aren't
disallowed over time.

v The iSecurity Authority Inspector is installed on a PC while
processing data pulled off the IBM i. And identifies this security
breaches.
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Authority Distribution Strategies

There are various methods to confine authorities:

® Adopted authority
® Authorization lists
® Group Profiles

The Authority Inspector supports the user regardless of the specific
method in use.

It enables comparison of utilized authority versus the required ones,
and supports selection of the method.

Also provides information on the minimal authority to be given at
each stage and the frequency of testing authorities.
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ISecurity Authority Inspector Insights

Authority Inspector presents the data
in @ more meaningful way to ease
understanding.

Our Solution:

v’ Works with IBM's Authority Collection
data.

v Reads, summarizes and analyzes the
data.

p—

v’ Presents it, with the analysis results, in
graphs and tables.
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Authority Inspector

Let’s see our
Product in Action!

The best way to see how it works is a demo with

iSecurity Authority Inspector running on a real
environment.
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Connection to the System

ISZSecurity Assessment — ] X

l Authority Inspector | Data Discovery for GDPR & PCI

Authority Inspector, which is based on IBM Authority Collection, released in 7.3, assists organizations to minimize
threats posed by overly strong user authorizations.

Authority Inspector is an analysis tool which presents Authority Collection data in tables and graphs, summarized
and counted for ease of understanding.

l Start Authority Collection | ‘ End Authority Collection ‘ | Delete Authority Collection I

’ Authority Inspector... I [ ] use demo database l Authority Inspector Settings... I

‘ About... “ Close |

iS| Connect To System X

System:  |192.168.11.150 |
User: |RENGEL |
|

Password: [ sssarasss

[ ] Use SSL (server certificate has to be imported into the JVM)

oK | | Cancel
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Analyze Authority

5| Authorty

ector - Part of iSecurity Suite by Raz-Lee Security

New | Initial Clone Open... Save As.

mr!l‘mzulmgsl

1S, Authority

pector - Part of ee Security

|Ne'w|l|iﬁll Clone | Open...| Save As..

Htaﬂl|m|-z:1m:xl

] [Collected For User |RENGEL1

AVTEST00, CRTPWDSTS, GRA GRRTVM, GSASDAR, GSCCASR, GSDBOPNR, GSIPVEVR, GSIPVR; GSREL, INIT01; LNGENG, QCLSRC, QCMDSRC, QRPGSRC, RDEMOPF, RLG, RTVDTAA STRFW, TEST, TESTDEMR 12, TESTDEMR 13, T|

Select Field.. SelectValues.. Excel.. Refresh Applyfiter Report| | Data Area.. Cancel | Excel..

... |Object = Quantiy
Oy
W [GRRTVE
D|GRSRVC
W |GSASDAR
B |GSCCASR
B GSCCRASZR.
GSDBOPNR
B |GSEPNGR
W GSEPNTRM
W [GSEPNTE
GSEENTR
W (GSEEWDR
B [GSFWPMNU
B GSGRMBFM
B GSGRMBR
W GSIEVEVR
m[GSIFVR
GSLCKLR
W|GSLIERSR
W GsNLGO
GSNLGOMM

§[conecteaF..

S8 PR PO O P P P O U U O ) O P PO 1O O PO P4 R 1Y Y PO PO P 1 O O Y PO

=| |Click on chart item 1o add, Cu+Click to remove 0] ID
=] Collected ForUser Object Libray Iype Authorty Check Successful CheckAny Authority Reguired Authority CumentAuthorily Authority Source CumentAdopted Authority

Cancel | Excel..

| Select Field... | Select Values... | Excel.. Refresh ApplyFiller Report| | Data Area..
.| Current Autnority « Quantity [ 61 items E ™
0] CHANGE
*EXCLUDE 0 5 10 15
muse 7
®
*USE |
*EXCLUDE |
4
0
*CHANGE |
=/ |Click on chart item to add, Cti+Click o remove

[n|

Items(Selected Total) 031 Records(Selected T¢ 0/59 Data Table: 0 records
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Authority Inspector

Advantages on
our Solution

iSecurity Authority Inspector significantly reduces the
number of user profiles with special authorities.




Authority Collection Commands

Authority Collection commands, introduced in 0S400 Ver. 7.3

v’ Start Authority Collection (STRAUTCOL)
v End Authority Collection (ENDAUTCOL)
v’ Delete Authority Collection (DLTAUTCOL)

Are used to collect authority data during program run.

Now that authority data is available, Authority Inspector may be used
to turn it into valuable information assisting the users in the mission of
minimizing threats posed by excessive authorities.
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ISecurity Authority Inspector Advantages

v" Runs on a PC that processes data from the IBM .
v Automatically summarizes and analyzes the data.
v Graphical User Interface.

v Easy to use for non-IBM i users.

v’ Advanced filtering options to get accurate reports.
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' RAZ-LEE

Contact us About
our Products

les Representatives Visit Our Website

sales@razlee.com www.razlee.com

Authority Inspei'séiucr;ttu' . ‘



mailto:sales@razlee.com
http://www.razlee.com/

	Slide 1
	Slide 2
	Slide 3
	Slide 4
	Slide 5
	Slide 6
	Slide 7
	Slide 8
	Slide 9
	Slide 10
	Slide 11
	Slide 12

