


First Way to 
Secure Your Data

iSecurity Field Encryption is based on IBM Native APIs 
and supports both Encryption and Tokenization.



What's Encryption used for?

Encryption is the process of encoding information. Restricting access 
is sometimes sufficient, but encryption is stronger.

Information that usually needs to be encrypted:

✓ Credit Card Numbers.

✓ Personal Information, Medical information.

✓ Account numbers, ID numbers.

✓ Passwords.



Data Segregation

Those who are entitled to access your data will see the data in clear 
text, masked, scrambled, or not see it at all, as appropriate. PCI-DSS, 
HIPAA, GDPR, NIS2, DORA and other regulatory bodies require 
encrypting sensitive parts of the data.

Segregate the way data is displayed:

✓ Clear text 5201 1234 5554 0830 

✓ Masked **** **** **** 0830 

✓ No data ----------------------------



iSecurity Field Encryption Insights

Field Encryption brings the way to 
ensure that sensitive data is presented 
in the way that suits the user, and the 
circumstances. 

Our Solution:

✓ Based on IBM Native APIs.

✓ Supports both Encryption and 
Tokenization.

✓ Files are Never Locked.



Let’s see our 
Product in Action!

The best way to see how it works is a demo with 
iSecurity Field Encryption running on a real 
environment.



Field Encryption Start Screen



Encryption Keys

Only Key Officers can administrate KEK Keys, and Data Keys. Define which users can perform these tasks. You 
can define that users who maintain KEK Keys cannot maintain Data Keys and visa versa. 

You can also limit users to be able to maintain only part of a key, so that for a new key, more than one user 
needs authentication.

o Supports a single Key Manager / Single 
Token Manager for multiple Data Managers.

o Built to support also multi-site, multi-LPAR 
organizations.



Fields for Encryption (GUI)



Advantages on 
our Solution

iSecurity Field Encryption allows you to fully protect all 
sensitive data without modifying your software. 



Disk Space Consideration

AES requires encryption in “blocks” so the disk usage space is increased. As even AES 128 is considered by NAS 
suitable to encrypt “top secret” documents, and as such encryption is faster, we recommend using AES 128 
especially for fields shorter then 16.

Original 

Length

In AES 

128

In AES 

192

In AES 

256

1-16 16 24 32

17-24 32 24 32

25-32 32 48 32

33 48 48 64

Example: 

For a file with a record length of 200 bytes of which 2 fields 
of 10 bytes should be encrypted, the record length will be:

o Original: 200

o AES 128: 232

o AES 192: 248

o AES 256: 264 

*If the field is a Key, the length is further increased



Tokenization

Tokenization is a non-mathematical approach that replaces sensitive data with non-sensitive substitutes 
without altering the type or length of data. 

✓ This is an important distinction from 
encryption because changes in data length 
and type can render information 
unreadable in intermediate systems such 
as databases. 



iSecurity Field Encryption Advantages

iSecurity Field Encryption Solution is based on IBM Native APIs 
and supports both Encryption and Tokenization.

✓ Local Master Key (a feature of OS400) protects an Organization Key.

✓ Organization Key protects the Key Encrypting Keys (KEK).

✓ KEK is used to protect the Data Key.

✓ Data Keys encrypt data.

✓ Organization Key is entered once on each LPAR (including HA).

✓ Master, KEK and Data Keys can & should be periodically modified.

✓ There is no way to see or access any actual Key Value.



Contact us About 
our Products

Sales Representatives

sales@razlee.com

Visit Our Website

www.razlee.com

mailto:sales@razlee.com
http://www.razlee.com/
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