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1ISecurity

Open PGP Encryption

World Standard
for File Encryption

iSecurity Open PGP Encryption uses a combination of
encryption methodologies to keep data secure.
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What’s Open PGP Encryption used for?

These days, everyone and everything is interconnected on the
web, so security breaches easily become widespread. Transferring
files between devices multiplies the risk of data being exposed to
unauthorized entities.

Some files must be encrypted from source to target, oftentimes
between different platforms, environments and devices, with the
highest level of efficiency and accountability.

The world has chosen Open PGP to be the standard for file

encryption requirement in regulations such as PCI DSS, HIPAA,
SOX, FDA, NIS2, DORA and others.
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Data Protection on Every Transfer

Raz-Lee’s Open PGP for File Encryption solution allows users to
encrypt IBM i files using a public encryption key.

We use a combination of encryption methodologies such as hashing,
data compression, symmetric-key cryptography and public key
cryptography to keep data secure.
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Key management capabilities, enabling users to create, import, and
export the keys needed to encrypt and decrypt files.
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ISecurity Open PGP Encryptlon InS|ghts

iSecurity Open PGP Encryption keep
data secure.

Our Solution:

v Supports multiple encryption
algorithms, including AES and TDES.

v Only users possessing the correct
private key can decrypt and open the
protected files.

v Built to support also multi-site, multi-
LPAR organizations.
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1ISecurity

Open PGP Encryption

Let’s see our
Product in Action!

The best way to see how it works is a demo with

iSecurity Open PGP Encryption running on a real
environment.
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Open PGP Encryption Start Screen

PGPGP PGP Encryption 15ecurlit]
System: RLDEV

Encrypt Sign

1. Copy DB file to IFS 31. Sign File

2. Copy File/*SAVF to IFS 32. Sign With Detached Signature

3. Encrypt IFS File 33. Sign Key
Decrypt Keys

11. Decrypt IFS File 51. Key Manager Menu

12. Copy IFS to DB file 52. Encryption Parameters Menu
13. Copy IFS to File/*SAVF

Verify General

21. Verify File 81. System Configuration
22. Verify Detached File 82. Maintenance Menu

23. Verify Signature 83. Central Administration
24, Extract Fingerprint 89. Base Support

Selection or command
::::}

F3=Exit F4=Prompt F9=Fetrieve Fl2=Cancel
Fl13=Information Assistant Flé6=System main menu
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Open PGP Encryption Key Manager (GUI)

IS RLDEV/iSecurity [1]/PGP Encryption/Key Manager - iSecurity = u] X
File Edit Navigate Window Help
§ i P v o w ip|0)O e i & iSecurity
= [Security Navigator ~ B |E] Activation (.j Fields for Encryption ﬁfl Encryption ﬂi Private Keys ﬁfl Public Keys ﬁfl Key Manager — g
E&| | & @ ~ |RLDEV/iSecurity [1]/PGP Encryption/Key Manager

= Change Tracker = Key Manager ~ -
& Compliance
= Encryption Key Manager

EJ Activation
[=] Authorization Groups

Generate Key Pair

Add Sub-key To Key Pair

'©1 Field Discovel
v Create Revocation Certificate

|=| Fields for Encryption

& Firewall Key Servers
& Joumal Import From Server
& Logs Export To Server
&= Maintenance .
Refresh Data With Key Server
= MFA
& Multi-System Search In Key Server
= Password Edit Key

& PGP Encryption
= Encryption Parameters

Change Expiration Date

. Change Passphrase
EJ Encryption

£ Key Manager Add UID

E Private Keys Remove UID

£ Public Keys Set Trust Level
= Queries and Reports Revoke Sub-key

& Screen Delete Public and Private Key

= System Information
& User Management
& User Replication
= Visualizer Bl
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Upen PGP Encryption

Advantages on
our Solution

iSecurity Open PGP Encryption allows you to fully
protect all sensitive data transferring including Cloud
transfers.




Cloud Open PGP Encryption

iSecurity Open PGP Encryption allows you to encrypt files that are
transferred to the cloud or to encrypt files on the cloud that are to be

transferred to on-premises.

Cloud Advantages:

* Files can be automatically encrypted and transmitted
to recipients.

* Received files can be automatically decrypted by user
applications.
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CL Commands for Open PGP Encryption

Raz-Lee’s Open PGP Encryption implementation provides a wide
set of CL commands which cover virtually all aspects of Open PGP,
including:

Encryption

Decryption

Signing

Ildentifying fingerprints
Creating key pairs
Import

Export

Keeping key stores
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...and more
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ISecurity Open PGP Encryption Advantages

iSecurity Open PGP Encryption Solution is based on IBM Native
APls and supports Multi-LPAR organizations.

v’ Helps protect sensitive IBM i data.

v’ Secures e-mail communications with automatic, policy-based message
encryption.

v’ Supports regulatory compliance requirements.

v’ Prevents the need for manual processes to first transfer files to a PC and
then encrypt them.
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v" Ensures real end-to-end encrypted transmissions. \ ( | |
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Contact us About
our Products

eeeeeee presentatives Visit Our Website

sales@razlee.com www.razlee.com
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