


Real-time Syslog alerts 
from iSecurity modules 

iSecurity SIEM & DAM Support works with every 
product that supports SYSLOG, like IBM QRadar, Splunk, 
McAfee, RSA, Datadog, GFI Solutions, ArcSight, Sumo 
HPOpenView, CA UniCenter and others.



Syslog in Real Time

Real-time Syslog alerts sent from all iSecurity modules are fully integrated with leading SIEM/DAM products.

iSecurity SIEM & DAM Support works with every product that 
supports SYSLOG, like IBM QRadar, Splunk, McAfee, RSA, 
Datadog, GFI Solutions, ArcSight, Sumo HPOpenView, CA 
UniCenter and others.

Integration with Imperva SecureSphere DAM (OEM by Imperva) 
and McAfee Database Security DAM

Integration with SIEM products for forensic analysis of security-
related events is an increasingly important requirement at 
companies worldwide; indeed, Raz-Lee’s iSecurity suite has 
supported Syslog-to-SIEM for many years. 

SIEM - Security Information and Event Management

DAM - Database Activity Monitoring 



iSecurity SIEM & DAM Support Insights

iSecurity SIEM & DAM Support monitor 
and send the following simultaneously.

✓ Journals QAUDJRN, QVPN, QIPFILTER, 
QIPNAT, QACGJRN, QQOS, QSNMP, 
QDSNX, QZMF (Covering activity of 
System log, VPN, IP-Filter, IP-Nat, Quality-
of-service, SNMP,…)

✓Messages from QHST, QSYSOPR.

✓Messages from any message queue.

✓ IFS logs – such as those of Apache, 
WebSphere.

✓Messages that user programs wish to 
send.

✓Messages from other iSecurity modules.



Let’s see our 
Product in Action!

The best way to see how it works is a demo 
with iSecurity SIEM & DAM Support running 
on a real environment.



SIEM Main Control



SIEM Definition

✓ Filtering by the 
range of 
severities.

✓ Only severe 
messages are 
sent.



Get Rid of Excess Repetitions

✓ Some types of data may appear 
too many times, for example:
o ZR Object accessed (read)

o ZC Object accessed (change)

o AP Obtaining adopted authority

✓ Input sampling removes unneeded 
repetitions.

We provide Input Sampling per same audit type, user, IP, Object - within time or count.



Filtering Data by Severity

✓ Setting different 
severities for each 
SIEM.



Filtering Data by Field Values (Green Screen)

✓ By Field values from the Journal 
Header and the Body fields.

✓ With wide range of testing, 
trivial or advances, such as: 
Not/LIKE, Not/LIST, Not/ITEM in 
a table, group profile, by user 
profile special authority or 
having limited capability.



Filtering Data by Field Values (GUI)



Advantages on 
our Solution

iSecurity SIEM & DAM Support has Proven integration 
with all major SIEM products.



SIEM for Database Journals

To support database journals we have the product AP-Journal. This 
product, relevant to SIEM, provides:

✓ Advanced filtering based on journal header, file fields, and the relation 
between the “before” or “after” values of each database field by 
percentage or absolute value changes.

✓ Supports also Not/LIKE, Not/LIST, Not/ITEM (in external table or by 
user profile qualification such as special authority of limited capability).

✓ Can send only Committed transactions.

✓ Supports 3 SIEMs in parallel.

✓ Use of TLS, TCP, UDP.

✓ Can run on a High Availability system, reducing performance impact on 
Production Systems.



iSecurity SIEM & DAM Suppport Advantages

✓ Supports CEF, LEEF and local structuring of the message format.

✓ Sends Syslog messages in parallel to up to 3 SIEM products.

✓ Transmission is supported via UDP, TCP or TLS (encrypted channel).

✓ Advanced filtering capabilities via specific severity code.

✓ Syslog Self-Test facility. Receiving messages locally on the IBM i, to 
enable pre-check prior to sending to a remote syslog server.

✓ Enables sending extremely high volumes of information with virtually no 
performance impact.

✓ Advanced communication recovery.



Contact us About 
our Products

Sales Representatives

sales@razlee.com

Visit Our Website

www.razlee.com

mailto:sales@razlee.com
http://www.razlee.com/
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