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Downloadable Documentation

Imperva & iSecurity Manuals

Getting Started
We are pleased to offer you access to the latest Imperva and iSecurity manuals,
providing comprehensive guidance on optimizing your security solutions.

These resources will help you maximize performance, enhance compliance, and
strengthen your cybersecurity posture.

Click below to download the manuals:

Upgrade Instructions:
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/496.htm

= Release Content v2.16:
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/85689.htm

=  Working with DB2 on AS/400 (Basic SecureSphere Configuration):
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/490.htm

= SecureSphere Agent for DB2-400 (User Guide):
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/3126.htm

= Configuring a DB2 on GUI:
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/497.htm

Directory path to download the Agent installation in the FTP:
= https://ftp-us.imperva.com/Downloads/Imperva Agents/AS400

= GS1911V72.A2P
= SA0216V72.A2P
= JR1003V72.A2P

= AU1507V72.A2P
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Agent PTF Area

Imperva & iSecurity Manuals

PTF Download
We are pleased to offer you access to the latest iSecurity PTF in case you need to make a
full installation of our Agents.

1.Network Access Management:

Anybody that install Network Access Management Agent component FW 19.13 must
install this 2 PTFs (fixes) :

=  https://as400.razlee.com/downloads/PTF/P8990161.zip

=  https://as400.razlee.com/downloads/PTF/P8190034.zip

or thru direct link : Network Access Management Agent component FW 19.14

= https://as400.razlee.com/products/security/SMZ8/Firewall,Screen,Password
,Command 19.14.zip

To run these commands after PTF installation:

* CRTDTAARA SMZSDTA/DSPFWALOG *DEC LEN(9 0) VALUE(200000)
* CRTDTAARA SMZSDTA/DSPAUALOG *DEC LEN(9 0) VALUE(200000)

* CRTDTAARA SMZSDTA/DSPAPACRIJ *DEC LEN(9 0) VALUE(200000)
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Imperva Checklist

Imperva & iSecurity Manuals

1 |Main case description:

1B |Analyze Gateway enhanced dump log (colored) with
the error

1. If you browse the GW
through the browser and
enter creds, you’ll see an
option to enter “The
Gateway's working
directory”, from there
choose “logs” and
“GatewaylLog”.

2. SSH the machine and
check
“/opt/SecureSphere/etc/I
ogs/GatewaylLog/Gatewa

|H

yLog.htm

2 [Main AS400 language: WRKSYSVAL QCNTRYID, ENGLISH
WRKSYSVAL QLANGID, WRKSYSVAL QCCSID
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Imperva Checklist
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Check Product versions /Release ID & license > from

AS400 on the command line type:

STRAUD>81> Enter, STRFW> 81>Enter;
STRJR>81>Enter; STRISA>81>Enter

Imperva SecureSphere gateway version # on the
customer site

AS400 OS version — GO PTF >5

Send us print screen from
customer AS400

Write the versions#:
14.2.0.20 0/

7.3/7.4/7.5

Logs disk space as it is now:
SMZ4/STRAUD>89>51>1 and 2

Are they usually activated 3 Agent components: 1.
Network Access Management,

51.System Activity and 33. File Usage

Send us print screens

In the case of upgrading:

Is the SecureSphere Agent installation save files
already downloaded and transferred to PC

Is AS400 The Agent already installed?

YES, Agent installed/only
downloaded

Customer's PC can login thru TELNET and FTP to YES/NO
AS400 with: ISECAGENT user and the password
Customer has full access to Imperva gateway. YES/NO
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Check FTP/FTPS login between Imperva gateway and
AS400 with the user name : ISECAGENT and
password , use Putty to device ftp to IBMi

YES/NO

Are you using FTP or FTPS and list of ports#?

AS400 defined in Passive /Active modes / Gateway in
passive/active/

Any NAT-PAT-DNAT special definitions on the
Gateway to access thru FTPS to IBMi?

10

Can you see fresh data on the Gateway from AS400?

YES /NO

11

Is any other FW product / FTP exit program tool
installed on AS400

(Like: BSAFE ,NETIQ, RAZLEE-iSecurity, other...)

NO/YES/ | do not know

12

Check main Agent jobs and logs

WRKSBSJOB SBS(ZAUDIT) , WRKSBSJOB
SBS(ZFIREWALL).

SMZS/DSPAUALOG, SMZS/DSPFWALOG

13

AS400 User profile ISECAGENT definitions are:
*Enabled, Limit capabilities must= *NO

+ Special authority :
ALLOBJ*AUDIT*IOSYSCFG*JOBCTL*SAVSYS*SECADM
*SERVICE*SPLCTL

MUST BE Enabled YES / NO

www.razlee.com
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14 [a. How many active IP addresses on the AS400 >:
cfgtcp>1
gHep 1/2/more...
WRKACTJOB SBS(QSYSWRK)
b. RUN NEXT COMMAND TO SEE GATEWAY FTP JOBS
JOB(QTFTP*)
> SEND PRINT SCREEN:

15 |To check Local Agent Log retention period in DAYS
SMZ4/STRAUD>81>9>Log retention period (days) =1 |DONE/ not yet.
(must be 1)

SMZ8/STRFW>81>9>Log retention period (days) =1
/ & P (days) DONE/ not yet.
(must be 1)

16 |Check that you are running in the scheduler daily
maintenance jobs:

WRKJOBSCDE AU#MNT >10 >ENTER DONE/ not yet.
WRKJOBSCDE GS#MNT >10>ENTER DONE/ not yet.
17 |Check QAUDJRN system values: SMZS/STRISA> 52.
0S/400 Audit Features> 1
DONE/ not yet.
On the Imperva Gateway: Check that connection
. : DONE/ not yet.
time interval =4 minutes.

18 [Type AS400 ip address and not DNS name, Isecagent | Updated / not yet.
user name with correct password and verification,
Location=Isecagent

19 |FTPS test from Gateway to IBMi/AS400 : DONE/ not yet.
curl -vvv -k --ssl --user isecagent
:password ftp://AS400 IP | more
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1B - Analyze Gateway enhanced dump log (colored) with the error:

.897735 [ERROR] ConfigurationDovnloader.cpp:124 downloadSpecSingleTry - failed to request configuration spec from the provider
£37741 [warning] ConfigurationDownloader.cpp:69 Attempt 2 out of 3 to get spec failed (provider: 10.21.80
9810 [warning] TopConnection.cpp:424 Failed to sonnect to 10.21.80.1:8083 error mum : 113 poll err
21:22.859916 [ERROR] SslComnection.cpp:993 Cannct connect. Error is 5

[warning] TcpConnection.cpp:424 Failed to comnect to 10.21.80.1:8083 error num : 113 poll err :1
[ERROR] SslConnection.opp:993 Cannot connect. Error is 5

[warning] TopComnection.cpp:424 Failed to connect to 10.21.80.1:8083 errer mum : 113 poll err :1
[ERROR] SslConnection.cpp:993 Cannot comnect. Error is 5

[warning] TopComneation.cpp:42d Failed to comnect to 10.21.80.1:8083 error mum : 113 poll err :1
[ERROR] SslConnection.opp:993 Cannot connect. Error is 5

903729 [warning. onnection.cpp: 424 Failed to connect to 10.21.80.1:8083 error num : 113 poll err :1
903794 [ERROR] SslConmnection.cpp:993 Cannot conmnect. Error is 5

909736 [warning] TopConnection.cpp:424 Failed to comnnect to 11 21.80.1:8083 error num : 113 poll err :1
[ERROR] SslConnection.cpp:993 Cannot comnect. Erzor is

[ERROR] ConfigurationDownloader.cpp:124 duwnloadSpEcS)ngleT:y - failed to request configuration spec from the provider (https://10.21
[ERROR] ConfiqurationDownloader.cpp:21 work - failed to get configuration spec, error: BROVIDER UNREACHABLE, provider: https://10.21.
[ERROR] ConfigurationDispatcher.cpp:il93 Failed co dewnlosd configurstion, sesult code: PROVIDER UNREACHARLE (teck 148 s:c)
[warning] TopComnection.cpp:424 Failed to comnect to 10.21.8 83 error_num : 113 poll err
[ERROR] sslconnection.opp:993 Cannot comnect. Error is 5
921842 [warning] TepCommection.cpp:42d Failed to connect to 10.21
921961 [ERROR] SslConnection.cp)
921978 [ERROR] ConfigurationDispatcher.cpp:419 sendmlToController - failed to send element

909704 [MOTIFICATION] Configurationbispatcher.cpp:72 Received configuration motification frem server, fetching configuratien...
[warning] TopComnection.cpp:424 Failed to connect to 10.21.80.1:8083 error mum : 113 poll err :1

[ERROR] SslConnection.cpp:993 Cannot connect. Error is §
[warning] TopComnection.opp:42d Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot comnect. Error is §
[ERROR] ConfigurationDownloader cppi124 downloadSpecSinglelzy - failed to request configuration spec from the provider (https://10.21.80.
[warning] ConfigurationDownloader.cpp:69 Attempt 1 out of 3 to get spec failed (provider: 10.21.80.1, result cod OVIDER UNREACHAS
[warning] TepComnection.cpp:42d Failed to comnect to 10.21.80. 3 error num : 113 poll err

[ERROR] SslConnection.cpp:

[warning] TcpConnection.cpp:424 Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot comneet. Error is 5
[ERROR] ConfigurationDownloader.cpp:124 downloadSpecSingleTry - failed to request configuration spec from the provider (https://10.21.
[warning] ConfigurationDownloader.cpp:§9 Attempt 2 out of 3 o get s;_Ic failed (prowider: 10.21.80.1, result code: 'BROVIDE
[warning] TopComnection.cpp:42d Failed to comnect to 10.21.80. um : 113 poll

[ERROR] SslConnection.cpp:993 Cannot comnect. Error is §
[warning] TopConnection.cpp:424 Failed to connect to 10.21.8
[ERROR] sslconnection.cp) Error is 5
[warning] TepComnection.cpp:42d Failed to cemnect to 10.21
[ERROR] SslConnection. cpy
[warning] TcpComnection.cp)
[ERROR] SslConnection.ep]
[warning] TopComnection.cpp:424 Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot cennect. Error is 5
[warning] TopComnection.cpp:42d Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot comnect. Erzor is 5
[ERROR] ConfigurationDownloader.cpp:124 downloadSpecSingleTry - failed to request configuration spec from the provider (https://10.21.80.
[ERROR] ConfiqurationDownloader.cpp:2l work - failed to get configuration spec, error: PROVIDER UNREACHABLE, provider: heeps://10.21.80.1
[EDDADY Frmfi et i anits enatrhan mn 102 Railad fa Ammlnsd canfimmatien  reenlt snde: DDAVTNRD INDRACEARTE [fank 120 saml

(httpa://10.21. /SecureSphere/configuration/get-
.1, result code: 'BROVID i

El

/SecureSphere/configuration/get-|
3/Securesphere/configuration/get-sj

error num : 113 pell err

93 Cannot connest. Error is 5

error num : 113 poll err :

083/SecureSphere/configuration/get|
ing agein in 48 seconds

Philip Acto

113 poll err :1

083/Securesphere/configuration/get—|
). Trying again in 66 seconds

113 poll ez

113 poll err

93 Cannot connest. Error is §
1424 Failed to connect to 10.21
93 Cannot conneet. Error is 5

113 poll

113 poll err :1

113 poll er: :

83/SecureSphere/configuration/get|
3/SecureSphere/configuration/get-s|

baiaa

@' ARCON SFTP (Local to Server) - 172.23.53.1@admin:172.23.53.1 - SSHLINUX (127.0.0.125) = X

Logout

Local Path: |C:\Users\kse4320 Remote Path: | Amp
——. 1 rooiitns Type Size Last Writen A || Name Type Size Last Written Pemissions
T ; <Go to parent directory> <Go to parent directory>

} cisco File Folder 22-03-2024 14:12:03 PCElistener File 0B 16-10-2024 13:37:19  drwarwxrwx
| 3D Objects File Folder 22-03-2024 14:10:47 PCElistener File Folder 0B 16-10-2024 13:37:19  drwxrwxrwx
| AppData File Folder 22-03-2024 14:08:12 GatewaylLog html File 360 KB 07-11-2024 15:53:02  twarwxrwx
‘ Application Data File Folder 22-03-2024 14:09:12 mktmp File 9838 06-11-2024 12:14:52 4w+~

Contacts File Folder 22-03-2024 14:10:48

Cookies File Folder 22-03-2024 14:09:12

Desktop File Folder 06-11-2024 14:37.

Documents File Folder 05-11-2024 21:25:16 L\v

Downloads File Folder 06-11-2024 12:16:51

Favortes File Folder 22-03-2024 14:10:48

IntelGraphicsProfiles File Folder 06-11-2024 08:02:02

Links File Folder 22-03-2024 14:10:49

Local Settings File Folder 2203-2024 14:09:12

Music File Folder 22-03-2024 14:10:48

My Documents File Folder 22-03-2024 14:09:12

NetHood File Folder 22-03-2024 14:09:12

OneDrive File Folder 22-03-2024 14:14:07

OneDrive - MAX LIFE INSURANCEC... File Folder 06-11-2024 16:01:00

Pictures File Folder 19-05-2024 07:41:14

PrintHood File Folder 2203-2024 14:09:12

Recent File Folder 22-03-2024 14:05:12

Saved Games File Folder 22403-2024 14:10:48

Searches File Folder 22-03-2024 14:11:34

SendTo File Folder 22-03-2024 14:09:12

Start Menu File Folder 22-03-2024 14:08:12

Templates File Folder 22-03-2024 14:09:12

Videos File Folder 22-03-2024 14:10:48

user_dump_RENOPROD xis File 289KB 18-07-2024 17:56:21

ntuser.ini File 208 2203-2024 14:09:12

NTUSER.DAT{53b3988-18c4-11ea-... File 512KB 2203-2024 14:09:12

NTUSER.DAT{53b39%88-18c4-11ea-... File 512KB 2203-2024 14:05:12
| NTUSER.DAT{53b3988-18c4-11ea-... Fie 64 KB 2203-2024 14:23:52 vili< >

/O Type hq Connected to 127.0.0.125:5922
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For: ISECAGENT & GC clients

Configuring FTPS (over SSL)
Optional scenario: Switching to a Different Port Number :

To use the FTPS for Network Access component, follow these steps:
1. First, assign your own certificate to the FTP server on the IBM i, as shown in IBM

documentation at https://www.ibm.com/support/pages/configuring-ssl-ftp-server.
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol

2. Confirm that the user-defined port that you wish to use is not busy or restricted on the
IBMi NOTE: Select a port number greater than 1023.

3. See next example: Port 2121 is a FTPS port. On the command line, enter the
command: WRKSRVTBLE. The Work with Service Table Entries screen appears:

System: 5520

Type options, press Enter.

1=ndd 4=Fammre S=Display
_ as-admin-http 2001 tcp
_ as—admin-http 2001 wudp
_ as—admin-https 2010 teop
_ as—admin-https 2010 wudp
_ as-central 8470 top
_ as—-central-= 5470 tcop
_ as-datakbase 8471 tcp
_ as-datakbase-s 5471 tcp
_ as-dekug 402& tcp
_ as—-dtag B472 top
_ as-dtag-s 2472 top
Parameters for options 1 and 4 or command
===
Fi=Exit F4=Prompt Fh=Befresh F&e=Frint li=st FS=Retriewve Flz=Cancsl

F17=Taop FlE8=Eottom

9 www.razlee.com


https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol

Imperva Checklist

Imperva & iSecurity Manuals

4. Type 1 in the Opt field on the first line and press Enter. The standard Add Service Table
Entry (ADDSRVTBLE) screen appears.

5. Enter the following values in its fields:
Service: 'ftp-control’.
Port: the new port number.
Protocol: 'udp’.

6. Press the F4 key, Enter, and the F3 key. The Work with Service Table Entries screen
reappears.

7. Again, type 1 in the Opt field on the first line and press Enter. The standard Add Service
Table Entry (ADDSRVTBLE) screen appears.

8. Enter the following values in its fields:
Service: 'ftp-control’.
Port: the new port number.
Protocol: 'tcp’.

9. Press the F4 key, Enter, and the F3 key. The Work with Service Table Entries screen
reappears.

10. Scroll down with the Page Down key until you see lines for the service ftp-control and
port 21. For each, enter 4 in the Opt field and press Enter. The Confirm Delete of Service
Table Entries screen appears. If the listing of the services to be deleted is correct, press
Enter to confirm the deletions.

11. To update FTP attributes, disabling insecure FTP and allowing only secure sockets,
enter the command
CHGFTPA NAMEFMT(*LIB) CURDIR(*CURLIB) ALWSSL(*ONLY)

12. To restart the FTP server, enter the commands

ENDTCPSVR SERVER(*FTP)
STRTCPSVR SERVER(*FTP)

13. To update the FTPS server data port definitions, enter the commands
ENDTCPSVR SERVER(*FTP)

ADDENVVAR ENVVAR(QIBM_FTP_PORT_RANGE) VALUE('1023-65535') LEVEL(*SYS)
WRKENVVAR
STRTCPSVR SERVER(*FTP)
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14. Open all ports higher than 1023 on the Network Access component (1024-65535)
from the Imperva Gateway to the AS/400 server.

15. Check via the main WAN/LAN FW rules that the ports are not blocked.
16. If FTPEXITPGM (the FTP exit point program) is enabled on the server, disable it.
17. How to test FTPS connection from Gateway to IBM i, thru FTPS port:21/2121

Remarks: **To check FTPS certificate expiration
https://www.ibm.com/support/pages/configuring-tls-ftp-server-using-digital-certificate-

manager

17.1. FTPS protocol can be established by "Implicit FTPS" or "Explicit FTPS".

As documented in https://confluence.secure.imperva.com/display/~idan.sabov/AS400+-
+FTPS+support, you can see under Background section that: "The protocol used is Explicit
FTPS".

You can see under
https://fetchsoftworks.com/fetch/help/Contents/Concepts/FTPWithTLS-SSL.html

That from the three different methods of establishing FTP with TLS/SSL, "Explicit FTPS" is
the preferred method.

And if you will check this https://titanftp.com/2018/05/18/whats-the-difference-ftp-sftp-
and-ftp-s/

You will see that "port 990 is an Implicit FTP/S, and port 21 is an Explicit FTP/S".

So, bottom line, currently we support only "Explicit FTPS", which uses, and should use
port 21, and not 990.

"Implicit FTPS" cannot be used currently on Imperva, and to support it is basically a
feature request.

But only Implicit FTPS can be used in GC client’s environment.
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Imperva Checklist

Imperva & iSecurity Manuals

17.2.In OS 7.4 - Check the additional Ciphers to the system value QSSLCSL:

*ECDHE_ECDSA_AES_128 GCM_SHA256
*ECDHE_ECDSA_AES_256_GCM_SHA384
*ECDHE_RSA_AES_128 GCM_SHA256
*ECDHE_RSA_AES_256_GCM_SHA384
*ECDHE_ECDSA_CHACHA20 POLY1305_SHA256
*ECDHE_RSA_CHACHA20 POLY1305_SHA256

SecureSphere supports a number of ciphers to enable the decryption and inspection
encrypted packets in your network. By default, the following ciphers are supported by
MX:

eStrong ciphers:
o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
o TLS_ECDHE_RSA_WITH_AES _256_GCM_SHA384
o TLS_ECDHE_RSA_WITH_AES 128 GCM_SHA256
o TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

e\Weak ciphers:
o TLS_RSA_WITH_AES_256_CBC_SHA256
o TLS_RSA_WITH_AES_128 CBC_SHA256
o TLS_RSA_WITH_AES 256 _CBC_SHA
o TLS_RSA_WITH_AES 128 CBC_SHA

Due to security concerns, we recommend hardening the SSL/TLS configuration to secure
the transfer of data. For details, see the article SecureSphere -- Recommended hardening
of the SSL/TLS configuration in the Knowledge Base (requires login).

The security hardening script removes the weak ciphers from the configuration and only
leaves the strong ciphers. The strong ciphers are listed in the descending order. By
default, TLS_ECDHE_ECDSA_ WITH_AES 256 GCM_SHA384 is used; however, if your
client does not support it, the second one is used, and so on.

If one of the components (MX, Gateway, Agent) wasn’t upgraded to the latest version
supporting the stronger ciphers and the weak ciphers were disabled, the communication
might not work. Please make sure all the components support the strong ciphers before
applying any hardening changes.
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