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Downloadable Documentation

Imperva & iSecurity Manuals

Getting Started
We are pleased to offer you access to the latest Imperva and iSecurity manuals,
providing comprehensive guidance on optimizing your security solutions.

These resources will help you maximize performance, enhance compliance, and
strengthen your cybersecurity posture.

Click below to download the manuals:

Upgrade Instructions:
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/496.htm

= Release Content v2.16:
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/85689.htm

=  Working with DB2 on AS/400 (Basic SecureSphere Configuration):
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/490.htm

= SecureSphere Agent for DB2-400 (User Guide):
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/3126.htm

= Configuring a DB2 on GUI:
=  https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/497.htm

Directory path to download the Agent installation in the FTP:
= https://ftp-us.imperva.com/Downloads/Imperva Agents/AS400
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Imperva Checklist

Imperva & iSecurity Manuals

1 |Main case description:

1B |Analyze Gateway enhanced dump log (colored) with
the error

1. If you browse the GW
through the browser and
enter creds, you’ll see an
option to enter “The
Gateway's working
directory”, from there
choose “logs” and
“GatewaylLog”.

2. SSH the machine and
check
“/opt/SecureSphere/etc/I
ogs/GatewaylLog/Gatewa

|H

yLog.htm

2 [Main AS400 language: WRKSYSVAL QCNTRYID, ENGLISH
WRKSYSVAL QLANGID, WRKSYSVAL QCCSID
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Check Product versions /Release ID & license > from

AS400 on the command line type:

STRAUD>81> Enter, STRFW> 81>Enter;
STRJR>81>Enter; STRISA>81>Enter

Imperva SecureSphere gateway version # on the
customer site

AS400 OS version — GO PTF >5

Send us print screen from
customer AS400

Write the versions#:
14.2.0.20 0/

7.3/7.4/7.5

Logs disk space as it is now:
SMZ4/STRAUD>89>51>1 and 2

Are they usually activated 3 Agent components: 1.
Network Access Management,

51.System Activity and 33. File Usage

Send us print screens

In the case of upgrading:

Is the SecureSphere Agent installation save files
already downloaded and transferred to PC

Is AS400 The Agent already installed?

YES, Agent installed/only
downloaded

Customer's PC can login thru TELNET and FTP to YES/NO
AS400 with: ISECAGENT user and the password
Customer has full access to Imperva gateway. YES/NO

www.razlee.com
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Check FTP/FTPS login between Imperva gateway and
AS400 with the user name : ISECAGENT and
password , use Putty to device ftp to IBMi

YES/NO

Are you using FTP or FTPS and list of ports#?

AS400 defined in Passive /Active modes / Gateway in
passive/active/

Any NAT-PAT-DNAT special definitions on the
Gateway to access thru FTPS to IBMi?

10

Can you see fresh data on the Gateway from AS400?

YES /NO

11

Is any other FW product / FTP exit program tool
installed on AS400

(Like: BSAFE ,NETIQ, RAZLEE-iSecurity, other...)

NO/YES/ | do not know

12

Check main Agent jobs and logs

WRKSBSJOB SBS(ZAUDIT) , WRKSBSJOB
SBS(ZFIREWALL).

SMZS/DSPAUALOG, SMZS/DSPFWALOG

13

AS400 User profile ISECAGENT definitions are:
*Enabled, Limit capabilities must= *NO

+ Special authority :
ALLOBJ*AUDIT*IOSYSCFG*JOBCTL*SAVSYS*SECADM
*SERVICE*SPLCTL

MUST BE Enabled YES / NO
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14 [a. How many active IP addresses on the AS400 >:
cfgtcp>1
gHep 1/2/more...
WRKACTJOB SBS(QSYSWRK)
b. RUN NEXT COMMAND TO SEE GATEWAY FTP JOBS
JOB(QTFTP*)
> SEND PRINT SCREEN:

15 |To check Local Agent Log retention period in DAYS
SMZ4/STRAUD>81>9>Log retention period (days) =1 [DONE/ not yet.
(must be 1)

SMZ8/STRFW>81>9>Log retention period (days) =1
DONE/ not yet.
(must be 1)

16 |Check that you are running in the scheduler daily
maintenance jobs:

WRKJOBSCDE AU#MNT >10 >ENTER DONE/ not yet.
WRKJOBSCDE GSH#MNT >10>ENTER DONE/ not yet.
17 |Check QAUDJRN system values: SMZS/STRISA> 52.
0S/400 Audit Features> 1
DONE/ not yet.
On the Imperva Gateway: Check that connection
L : DONE/ not yet.
time interval =4 minutes.

18 [Type AS400 ip address and not DNS name, Isecagent | Updated / not yet.
user name with correct password and verification,
Location=Isecagent
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1B - Analyze Gateway enhanced dump log (colored) with the error:

.897735 [ERROR] ConfigurationDovnloader.cpp:124 downloadSpecSingleTry - failed to request configuration spec from the provider
£37741 [warning] ConfigurationDownloader.cpp:69 Attempt 2 out of 3 to get spec failed (provider: 10.21.80
9810 [warning] TopConnection.cpp:424 Failed to sonnect to 10.21.80.1:8083 error mum : 113 poll err
21:22.859916 [ERROR] SslComnection.cpp:993 Cannct connect. Error is 5

[warning] TcpConnection.cpp:424 Failed to comnect to 10.21.80.1:8083 error num : 113 poll err :1
[ERROR] SslConnection.opp:993 Cannot connect. Error is 5

[warning] TopComnection.cpp:424 Failed to connect to 10.21.80.1:8083 errer mum : 113 poll err :1
[ERROR] SslConnection.cpp:993 Cannot comnect. Error is 5

[warning] TopComneation.cpp:42d Failed to comnect to 10.21.80.1:8083 error mum : 113 poll err :1
[ERROR] SslConnection.opp:993 Cannot connect. Error is 5

903729 [warning. onnection.cpp: 424 Failed to connect to 10.21.80.1:8083 error num : 113 poll err :1
903794 [ERROR] SslConmnection.cpp:993 Cannot conmnect. Error is 5

909736 [warning] TopConnection.cpp:424 Failed to comnnect to 11 21.80.1:8083 error num : 113 poll err :1
[ERROR] SslConnection.cpp:993 Cannot comnect. Erzor is

[ERROR] ConfigurationDownloader.cpp:124 duwnloadSpEcS)ngleT:y - failed to request configuration spec from the provider (https://10.21
[ERROR] ConfiqurationDownloader.cpp:21 work - failed to get configuration spec, error: BROVIDER UNREACHABLE, provider: https://10.21.
[ERROR] ConfigurationDispatcher.cpp:il93 Failed co dewnlosd configurstion, sesult code: PROVIDER UNREACHARLE (teck 148 s:c)
[warning] TopComnection.cpp:424 Failed to comnect to 10.21.8 83 error_num : 113 poll err
[ERROR] sslconnection.opp:993 Cannot comnect. Error is 5
921842 [warning] TepCommection.cpp:42d Failed to connect to 10.21
921961 [ERROR] SslConnection.cp)
921978 [ERROR] ConfigurationDispatcher.cpp:419 sendmlToController - failed to send element

909704 [MOTIFICATION] Configurationbispatcher.cpp:72 Received configuration motification frem server, fetching configuratien...
[warning] TopComnection.cpp:424 Failed to connect to 10.21.80.1:8083 error mum : 113 poll err :1

[ERROR] SslConnection.cpp:993 Cannot connect. Error is §
[warning] TopComnection.opp:42d Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot comnect. Error is §
[ERROR] ConfigurationDownloader cppi124 downloadSpecSinglelzy - failed to request configuration spec from the provider (https://10.21.80.
[warning] ConfigurationDownloader.cpp:69 Attempt 1 out of 3 to get spec failed (provider: 10.21.80.1, result cod OVIDER UNREACHAS
[warning] TepComnection.cpp:42d Failed to comnect to 10.21.80. 3 error num : 113 poll err

[ERROR] SslConnection.cpp:

[warning] TcpConnection.cpp:424 Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot comneet. Error is 5
[ERROR] ConfigurationDownloader.cpp:124 downloadSpecSingleTry - failed to request configuration spec from the provider (https://10.21.
[warning] ConfigurationDownloader.cpp:§9 Attempt 2 out of 3 o get s;_Ic failed (prowider: 10.21.80.1, result code: 'BROVIDE
[warning] TopComnection.cpp:42d Failed to comnect to 10.21.80. um : 113 poll

[ERROR] SslConnection.cpp:993 Cannot comnect. Error is §
[warning] TopConnection.cpp:424 Failed to connect to 10.21.8
[ERROR] sslconnection.cp) Error is 5
[warning] TepComnection.cpp:42d Failed to cemnect to 10.21
[ERROR] SslConnection. cpy
[warning] TcpComnection.cp)
[ERROR] SslConnection.ep]
[warning] TopComnection.cpp:424 Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot cennect. Error is 5
[warning] TopComnection.cpp:42d Failed to comnect to 10.21
[ERROR] SslConnection.cpp:993 Cannot comnect. Erzor is 5
[ERROR] ConfigurationDownloader.cpp:124 downloadSpecSingleTry - failed to request configuration spec from the provider (https://10.21.80.
[ERROR] ConfiqurationDownloader.cpp:2l work - failed to get configuration spec, error: PROVIDER UNREACHABLE, provider: heeps://10.21.80.1
[EDDADY Frmfi et i anits enatrhan mn 102 Railad fa Ammlnsd canfimmatien  reenlt snde: DDAVTNRD INDRACEARTE [fank 120 saml

(httpa://10.21. /SecureSphere/configuration/get-
.1, result code: 'BROVID i

El

/SecureSphere/configuration/get-|
3/Securesphere/configuration/get-sj

error num : 113 pell err

93 Cannot connest. Error is 5

error num : 113 poll err :

083/SecureSphere/configuration/get|
ing agein in 48 seconds

Philip Acto

113 poll err :1

083/Securesphere/configuration/get—|
). Trying again in 66 seconds

113 poll ez

113 poll err

93 Cannot connest. Error is §
1424 Failed to connect to 10.21
93 Cannot conneet. Error is 5

113 poll

113 poll err :1

113 poll er: :

83/SecureSphere/configuration/get|
3/SecureSphere/configuration/get-s|

baiaa

@' ARCON SFTP (Local to Server) - 172.23.53.1@admin:172.23.53.1 - SSHLINUX (127.0.0.125) = X

Logout

Local Path: |C:\Users\kse4320 Remote Path: | Amp
——. 1 rooiitns Type Size Last Writen A || Name Type Size Last Written Pemissions
T ; <Go to parent directory> <Go to parent directory>

} cisco File Folder 22-03-2024 14:12:03 PCElistener File 0B 16-10-2024 13:37:19  drwarwxrwx
| 3D Objects File Folder 22-03-2024 14:10:47 PCElistener File Folder 0B 16-10-2024 13:37:19  drwxrwxrwx
| AppData File Folder 22-03-2024 14:08:12 GatewaylLog html File 360 KB 07-11-2024 15:53:02  twarwxrwx
‘ Application Data File Folder 22-03-2024 14:09:12 mktmp File 9838 06-11-2024 12:14:52 4w+~

Contacts File Folder 22-03-2024 14:10:48

Cookies File Folder 22-03-2024 14:09:12

Desktop File Folder 06-11-2024 14:37.

Documents File Folder 05-11-2024 21:25:16 L\v

Downloads File Folder 06-11-2024 12:16:51

Favortes File Folder 22-03-2024 14:10:48

IntelGraphicsProfiles File Folder 06-11-2024 08:02:02

Links File Folder 22-03-2024 14:10:49

Local Settings File Folder 2203-2024 14:09:12

Music File Folder 22-03-2024 14:10:48

My Documents File Folder 22-03-2024 14:09:12

NetHood File Folder 22-03-2024 14:09:12

OneDrive File Folder 22-03-2024 14:14:07

OneDrive - MAX LIFE INSURANCEC... File Folder 06-11-2024 16:01:00

Pictures File Folder 19-05-2024 07:41:14

PrintHood File Folder 2203-2024 14:09:12

Recent File Folder 22-03-2024 14:05:12

Saved Games File Folder 22403-2024 14:10:48

Searches File Folder 22-03-2024 14:11:34

SendTo File Folder 22-03-2024 14:09:12

Start Menu File Folder 22-03-2024 14:08:12

Templates File Folder 22-03-2024 14:09:12

Videos File Folder 22-03-2024 14:10:48

user_dump_RENOPROD xis File 289KB 18-07-2024 17:56:21

ntuser.ini File 208 2203-2024 14:09:12

NTUSER.DAT{53b3988-18c4-11ea-... File 512KB 2203-2024 14:09:12

NTUSER.DAT{53b39%88-18c4-11ea-... File 512KB 2203-2024 14:05:12
| NTUSER.DAT{53b3988-18c4-11ea-... Fie 64 KB 2203-2024 14:23:52 vili< >

/O Type hq Connected to 127.0.0.125:5922
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RAZ-LEE

This document is provided by Raz-Lee Security for information purposes only and is not a legal
binding document.

While Raz-Lee is doing its best to coordinate between this document and Raz-Lee's products,
changes might occur. In case a change has been encountered, please inform Raz-Lee. Raz-Lee
keeps its right to modify the software or the document as per its sole discretion Usage of this
document, and all information (including product information) provided within, are subject to
the following terms and conditions, and all applicable laws. If you do not agree with these
terms, please do not access or use the remainder of this document.

This document contains highly confidential information, which is proprietary to Raz-Lee Security
Ltd. and/or its affiliates (hereafter, "Raz-Lee"). No part of this document's contents may be used,
copied, disclosed or conveyed to any third party in any manner whatsoever without prior
written permission from Raz-Lee. The information included in this document is intended for
your knowledge and for negotiation purposes only. Raz-Lee makes no implicit representations or
warranties with respect to such information. The information included in this document is
subject to change without notice. Any decision to rely on the information contained herein shall
be at your sole responsibility, and Raz-Lee will not accept any liability for your decision to use
any information or for any damages resulting therefrom. Certain laws do not allow limitations
on implied warranties or the exclusion or limitation of certain damages. If these laws apply to
you, some or all of the above disclaimers, exclusions, or limitations may not apply to you.

All registered or unregistered trademarks, product names, logos and other service marks
mentioned within this document are the property of Raz-Lee or their respective owners.
Nothing contained herein shall be construed as conferring by implication, estoppels, or
otherwise any license or right, either express or implied, under any patent or trademark of
Raz-Lee or any third party. No use of any trademark may be made without the prior written
authorization of Raz-Lee. This document and all of its contents are protected intellectual
property of Raz-Lee. Any copying, reprinting, reuse, reproduction, adaptation, distribution or
translation without the prior written permission of Raz-Lee is prohibited.

Please check your End User License Agreement (EULA) for terms and Conditions.

2024 © Copyright Raz-Lee Security Inc. All rights reserved.
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