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Getting Started
We are pleased to offer you access to the latest Imperva and iSecurity manuals, 
providing comprehensive guidance on optimizing your security solutions. 

These resources will help you maximize performance, enhance compliance, and 
strengthen your cybersecurity posture.

Click below to download the manuals:

▪ Upgrade Instructions:
▪ https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/496.htm

▪ Release Content v2.16: 
▪ https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/85689.htm

▪ Working with DB2 on AS/400 (Basic SecureSphere Configuration):
▪ https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/490.htm

▪ SecureSphere Agent for DB2-400 (User Guide):
▪ https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/3126.htm

▪ Configuring a DB2 on GUI:
▪ https://docs.imperva.com/bundle/v14.19-dam-user-guide/page/497.htm

▪  Directory path to download the Agent installation in the FTP: 
▪ https://ftp-us.imperva.com/Downloads/Imperva_Agents/AS400

▪ GS1911V72.A2P
▪ SA0216V72.A2P
▪ JR1003V72.A2P
▪ AU1507V72.A2P
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Agent PTF Area

PTF Download 
We are pleased to offer you access to the latest iSecurity PTF in case you need to make a 
full installation of our Agents.

1.Network Access Management:

Anybody that install Network Access Management Agent component FW 19.13 must 
install this 2 PTFs (fixes) :

▪  https://as400.razlee.com/downloads/PTF/P8990161.zip

▪  https://as400.razlee.com/downloads/PTF/P8190034.zip

or thru direct link : Network Access Management Agent component FW 19.14

▪ https://as400.razlee.com/products/security/SMZ8/Firewall,Screen,Password
,Command_19.14.zip

To run these commands after PTF installation:

• CRTDTAARA SMZSDTA/DSPFWALOG *DEC LEN(9 0) VALUE(200000)

• CRTDTAARA SMZSDTA/DSPAUALOG *DEC LEN(9 0) VALUE(200000)

• CRTDTAARA SMZSDTA/DSPAPACRJ *DEC LEN(9 0) VALUE(200000)
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______________________

____________

______________________

__________

______________________

_______

1. If you browse the GW 

through the browser and 

enter creds, you’ll see an 

option to enter “The 

Gateway's working 

directory”, from there 

choose “logs” and 

“GatewayLog”.

2. SSH the machine and 

check 

“/opt/SecureSphere/etc/l

ogs/GatewayLog/Gatewa

yLog.html”

Main case description: 

Analyze Gateway enhanced dump log (colored) with 

the error

1

1B

ENGLISH _________Main AS400 language: WRKSYSVAL QCNTRYID, 

WRKSYSVAL QLANGID, WRKSYSVAL QCCSID

2
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Send us print screen from 

customer AS400 

Write the versions#:    

14.2.0.20_0/ _____________

7.3/7.4/7.5 __________

Check Product versions /Release ID & license > from 

AS400 on the command line type:

STRAUD>81> Enter, STRFW> 81>Enter; 

STRJR>81>Enter; STRISA>81>Enter

Imperva SecureSphere gateway version #   on the 

customer site          

AS400 OS version – GO PTF >5

3

Send us print screens

____________ ___________ 

_____________

Logs disk space as it is now:   

SMZ4/STRAUD>89>51>1 and 2 

Are they usually activated 3 Agent components: 1. 

Network Access Management, 

51.System Activity and 33. File Usage

4

YES，Agent installed/only 

downloaded 

______

______

In the case of upgrading:

Is the SecureSphere Agent installation save files 

already downloaded and transferred to PC

Is AS400   The Agent already installed?

5

YES/NO  Customer's PC can login thru TELNET and FTP to 

AS400 with: ISECAGENT user and the password  

6

YES/NOCustomer has full access to Imperva gateway.7
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YES/NOCheck FTP/FTPS login between Imperva gateway and 

AS400 with the user name : ISECAGENT and 

password , use Putty to device ftp to IBMi

8

________

___________

____________

____________

_____________

Are you using FTP or FTPS and list of ports#?

AS400 defined in Passive /Active modes / Gateway in 

passive/active/

Any NAT-PAT-DNAT special definitions on the 

Gateway to access thru FTPS to IBMi?

9

YES /NOCan you see fresh data on the Gateway from AS400?10

NO/YES/ I do not knowIs any other FW product / FTP exit program tool 

installed on AS400

(Like: BSAFE ,NETIQ, RAZLEE-iSecurity, other…) 

11

 

Check main Agent jobs and logs 

WRKSBSJOB SBS(ZAUDIT) , WRKSBSJOB 

SBS(ZFIREWALL).

SMZS/DSPAUALOG, SMZS/DSPFWALOG

12

MUST BE Enabled YES / NO AS400 User profile   ISECAGENT definitions are: 

*Enabled,   Limit capabilities must =   *NO

+ Special authority  : 

ALLOBJ*AUDIT*IOSYSCFG*JOBCTL*SAVSYS*SECADM

*SERVICE*SPLCTL

13
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1/2/more… 

WRKACTJOB SBS(QSYSWRK) 

JOB(QTFTP*)

a. How many active IP addresses on the AS400 >: 

cfgtcp>1

b. RUN NEXT COMMAND TO SEE GATEWAY FTP JOBS 

> SEND PRINT SCREEN:

14

DONE/ not yet.

DONE/ not yet.

To check Local Agent Log retention period in DAYS 

SMZ4/STRAUD>81>9>Log retention period (days) =1 

(must be 1)

SMZ8/STRFW>81>9>Log retention period (days) =1 

(must be 1)

15

DONE/ not yet.

DONE/ not yet.

Check that you are running in the scheduler daily 

maintenance jobs:

WRKJOBSCDE AU#MNT >10 >ENTER

WRKJOBSCDE GS#MNT >10>ENTER

16

DONE/ not yet.

DONE/ not yet.

Check QAUDJRN system values: SMZS/STRISA> 52. 

OS/400 Audit Features> 1 

On the Imperva Gateway: Check that connection 

time interval =4 minutes.

17

Updated / not yet.Type AS400 ip address and not DNS name, Isecagent 

user name with correct password and verification, 

Location=Isecagent

18

DONE/ not yet.FTPS test from Gateway to IBMi/AS400 :

curl -vvv -k --ssl --user isecagent 
:password ftp://AS400 IP |more

19

ftp://as400/
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1B - Analyze Gateway enhanced dump log (colored) with the error:
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For: ISECAGENT & GC clients

Configuring FTPS (over SSL)  
Optional scenario:   Switching to a Different Port Number :

To use the FTPS for Network Access component, follow these steps:

1. First, assign your own certificate to the FTP server on the IBM i, as shown in IBM 
documentation at https://www.ibm.com/support/pages/configuring-ssl-ftp-server.
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol

2. Confirm that the user-defined port that you wish to use is not busy or restricted on the 
IBM i   NOTE: Select a port number greater than 1023. 

3. See next example:  Port 2121 is a FTPS port. On the command line, enter the 
command: WRKSRVTBLE. The Work with Service Table Entries screen appears:

https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
https://www.ibm.com/support/pages/configuring-ssl-ftp-server
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https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
https://www.ibm.com/docs/en/bpm/8.5.6?topic=security-support-ftps-protocol
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4. Type 1 in the Opt field on the first line and press Enter. The standard Add Service Table 
Entry (ADDSRVTBLE) screen appears.

5. Enter the following values in its fields:
  Service: 'ftp-control’.
  Port: the new port number.
  Protocol: 'udp’.

6. Press the F4 key, Enter, and the F3 key. The Work with Service Table Entries screen 
reappears.

7. Again, type 1 in the Opt field on the first line and press Enter. The standard Add Service 
Table Entry (ADDSRVTBLE) screen appears.

8. Enter the following values in its fields:
  Service: 'ftp-control’.
  Port: the new port number.
  Protocol: 'tcp’.

9. Press the F4 key, Enter, and the F3 key. The Work with Service Table Entries screen 
reappears.

10. Scroll down with the Page Down key until you see lines for the service ftp-control and 
port 21. For each, enter 4 in the Opt field and press Enter. The Confirm Delete of Service 
Table Entries screen appears. If the listing of the services to be deleted is correct, press 
Enter to confirm the deletions.

11. To update FTP attributes, disabling insecure FTP and allowing only secure sockets, 
enter the command
 CHGFTPA NAMEFMT(*LIB) CURDIR(*CURLIB) ALWSSL(*ONLY)

12. To restart the FTP server, enter the commands
 ENDTCPSVR SERVER(*FTP)
 STRTCPSVR SERVER(*FTP)

13. To update the FTPS server data port definitions, enter the commands
 ENDTCPSVR SERVER(*FTP)
 ADDENVVAR ENVVAR(QIBM_FTP_PORT_RANGE) VALUE('1023-65535') LEVEL(*SYS)
 WRKENVVAR
 STRTCPSVR SERVER(*FTP)
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14. Open all ports higher than 1023 on the Network Access component (1024-65535) 
from the Imperva Gateway to the AS/400 server.

15. Check via the main WAN/LAN FW rules that the ports are not blocked.

16. If FTPEXITPGM (the FTP exit point program) is enabled on the server, disable it.

17. How to test FTPS connection from Gateway to IBM i, thru FTPS port:21/2121

Remarks:  **To check FTPS certificate expiration 
https://www.ibm.com/support/pages/configuring-tls-ftp-server-using-digital-certificate-
manager

17.1. FTPS protocol can be established by "Implicit FTPS" or "Explicit FTPS".
As documented in https://confluence.secure.imperva.com/display/~idan.sabov/AS400+-
+FTPS+support, you can see under Background section that: "The protocol used is Explicit 
FTPS".

You can see under 
https://fetchsoftworks.com/fetch/help/Contents/Concepts/FTPWithTLS-SSL.html

That from the three different methods of establishing FTP with TLS/SSL, "Explicit FTPS" is 
the preferred method.

And if you will check this https://titanftp.com/2018/05/18/whats-the-difference-ftp-sftp-
and-ftp-s/

You will see that "port 990 is an Implicit FTP/S, and port 21 is an Explicit FTP/S".

So, bottom line, currently we support only "Explicit FTPS", which uses, and should use 
port 21, and not 990.

"Implicit FTPS" cannot be used currently on Imperva, and to support it is basically a 
feature request.

But only Implicit FTPS can be used in GC client’s environment.

https://www.ibm.com/support/pages/configuring-tls-ftp-server-using-digital-certificate-manager
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17.2. In OS 7.4 - Check the additional Ciphers to the system value QSSLCSL:

*ECDHE_ECDSA_AES_128_GCM_SHA256      
*ECDHE_ECDSA_AES_256_GCM_SHA384      
*ECDHE_RSA_AES_128_GCM_SHA256        
*ECDHE_RSA_AES_256_GCM_SHA384        
*ECDHE_ECDSA_CHACHA20_POLY1305_SHA256
*ECDHE_RSA_CHACHA20_POLY1305_SHA256  

SecureSphere supports a number of ciphers to enable the decryption and inspection 
encrypted packets in your network. By default, the following ciphers are supported by 
MX:

•Strong ciphers:
 o TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
 o TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
 o TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256
 o TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

•Weak ciphers:
 o TLS_RSA_WITH_AES_256_CBC_SHA256
 o TLS_RSA_WITH_AES_128_CBC_SHA256
 o TLS_RSA_WITH_AES_256_CBC_SHA
 o TLS_RSA_WITH_AES_128_CBC_SHA

Due to security concerns, we recommend hardening the SSL/TLS configuration to secure 
the transfer of data. For details, see the article SecureSphere -- Recommended hardening 
of the SSL/TLS configuration in the Knowledge Base (requires login).

The security hardening script removes the weak ciphers from the configuration and only 
leaves the strong ciphers. The strong ciphers are listed in the descending order. By 
default, TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384 is used; however, if your 
client does not support it, the second one is used, and so on. 

If one of the components (MX, Gateway, Agent) wasn’t upgraded to the latest version 
supporting the stronger ciphers and the weak ciphers were disabled, the communication 
might not work. Please make sure all the components support the strong ciphers before 
applying any hardening changes.

https://docs.imperva.com/bundle/z-kb-articles-km/page/4ba4b9ca.html
https://docs.imperva.com/bundle/z-kb-articles-km/page/4ba4b9ca.html
https://docs.imperva.com/bundle/z-kb-articles-km/page/4ba4b9ca.html
https://docs.imperva.com/bundle/z-kb-articles-km/page/4ba4b9ca.html


This document is provided by Raz‐Lee Security for information purposes only and is not a legal 
binding document.

While Raz‐Lee is doing its best to coordinate between this document and Raz‐Lee's products, 
changes might occur. In case a change has been encountered, please inform Raz‐Lee. Raz‐Lee 
keeps its right to modify the software or the document as per its sole discretion Usage of this 
document, and all information (including product information) provided within, are subject to 
the following terms and conditions, and all applicable laws. If you do not agree with these 
terms, please do not access or use the remainder of this document.

This document contains highly confidential information, which is proprietary to Raz‐Lee Security 
Ltd. and/or its affiliates (hereafter, "Raz‐Lee"). No part of this document's contents may be used, 
copied, disclosed or conveyed to any third party in any manner whatsoever without prior 
written permission from Raz‐Lee. The information included in this document is intended for 
your knowledge and for negotiation purposes only. Raz‐Lee makes no implicit representations or 
warranties with respect to such information. The information included in this document is 
subject to change without notice. Any decision to rely on the information contained herein shall 
be at your sole responsibility, and Raz‐Lee will not accept any liability for your decision to use 
any information or for any damages resulting therefrom. Certain laws do not allow limitations 
on implied warranties or the exclusion or limitation of certain damages. If these laws apply to 
you, some or all of the above disclaimers, exclusions, or limitations may not apply to you.

All registered or unregistered trademarks, product names, logos and other service marks 
mentioned within this document are the property of Raz‐Lee or their respective owners. 
Nothing contained herein shall be construed as conferring by implication, estoppels, or 
otherwise any license or right, either express or implied, under any patent or trademark of 
Raz‐Lee or any third party. No use of any trademark may be made without the prior written 
authorization of Raz‐Lee. This document and all of its contents are protected intellectual 
property of Raz‐Lee. Any copying, reprinting, reuse, reproduction, adaptation, distribution or 
translation without the prior written permission of Raz‐Lee is prohibited.

Please check your End User License Agreement (EULA) for terms and Conditions.

2024 © Copyright Raz‐Lee Security Inc. All rights reserved.
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