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About this Manual
Purpose
This manual provides detailed guidance for the installation, configuration,
and daily operation of the associated iSecurity solution developed by Raz-
Lee Security. It is designed to help organizations strengthen the security and
control of their IBM i systems by providing step-by-step instructions and
practical usage examples.

Whether you are deploying the product for the first time or managing it in a
production environment, this guide serves as a comprehensive reference to
support efficient and secure implementation.

Target Audience
This documentation is intended for:

l IBM i system administrators and IT security professionals
l Technical support teams and compliance officers
l Users with general familiarity with IBM i operational concepts

No specialized programming knowledge is required. Raz-Lee solutions are
designed for ease of use and can be effectively deployed by technical staff at
all experience levels.

Documentation Formats
The user guide is available in the following formats:

l HTML – Interactive web-based documentation with search and nav-
igation support

l PDF – Printable version for offline use, readable in Adobe Acrobat
Reader (v6.0 or higher)

Both formats include the same core content and are updated with each
product release

-
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Style and Conventions
To support clarity and consistency, this manual uses the following
conventions:

l Courier New Bold – IBM i menu options, field names, and com-
mands

l Bold – Emphasis on important terms or actions
l Bold Italic – IBM i system messages or values (e.g., QSECURITY, CPF
messages)

l "About this Manual" on the previous page – Hyperlinks to internal top-
ics or external references

l Key combinations – Written in bold (e.g., Enter, F3, Shift-Tab)

Menu Navigation Convention
To describe operations that require menu navigation on IBM i, this manual
uses the following notation:

STRACT > 81 > 32

This means:
l Type the command STRACT on the command line
l Select option 81, then
l Select option 32.

Data Entry Screens
iSecurity interfaces on IBM i include features such as:

l Pop-up selection lists
l Explanatory prompts for each parameter
l Field-level validation and tooltips
l Keyboard navigation using Tab, Enter, and function keys

Common function key usage:
l F1 – Help
l F3 – Exit
l F4 – Prompt or open selection window
l F6 – Add new item
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l F9 – Retrieve previous command
l F12 – Cancel and return

Legal Notice
This document is provided by Raz-Lee Security for information purposes only and is not a legal binding
document.

While Raz-Lee is doing its best to coordinate between this document and Raz-Lee's products, changes
might occur. In case a change has been encountered, please inform Raz-Lee. Raz-Lee keeps its right to
modify the software or the document as per its sole discretion Usage of this document, and all information
(including product information) provided within, are subject to the following terms and conditions, and all
applicable laws. If you do not agree with these terms, please do not access or use the remainder of this
document.

This document contains highly confidential information, which is proprietary to Raz-Lee Security Ltd. and/or
its affiliates (hereafter, "Raz-Lee"). No part of this document's contents may be used, copied, disclosed or
conveyed to any third party in any manner whatsoever without prior written permission from Raz-Lee. The
information included in this document is intended for your knowledge and for negotiation purposes only.
Raz-Lee makes no implicit representations or warranties with respect to such information. The information
included in this document is subject to change without notice. Any decision to rely on the information
contained herein shall be at your sole responsibility, and Raz-Lee will not accept any liability for your
decision to use any information or for any damages resulting therefrom. Certain laws do not allow
limitations on implied warranties or the exclusion or limitation of certain damages. If these laws apply to
you, some or all of the above disclaimers, exclusions, or limitations may not apply to you.

All registered or unregistered trademarks, product names, logos and other service marks mentioned within
this document are the property of Raz-Lee or their respective owners. Nothing contained herein shall be
construed as conferring by implication, estoppels, or otherwise any license or right, either express or
implied, under any patent or trademark of Raz-Lee or any third party. No use of any trademark may be
made without the prior written authorization of Raz-Lee. This document and all of its contents are
protected intellectual property of Raz-Lee. Any copying, reprinting, reuse, reproduction, adaptation,
distribution or translation without the prior written permission of Raz-Lee is prohibited.

Please check your End User License Agreement (EULA) for terms and Conditions.

2025 © Copyright Raz-Lee Security Inc. All rights reserved.

Contacts
Raz-Lee Security Inc.

www.razlee.com

Marketing: marketing@razlee.com 1-888-7295334

Support: support@razlee.com 1-888-7295332
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Introducing Action
Overview
In today’s business environment, reactive security is no longer sufficient.
Action is designed to neutralize suspicious system events before they
escalate. It can immediately block or suspend users, halt applications,
terminate sessions, issue warnings, and generate real-time alerts.

Action empowers business processes to stay aligned with daily operations
and automatically trigger corrective measures. By intercepting security
incidents in real-time, it can notify key personnel or run predefined
command scripts/programs - making it an essential component of any robust
security policy.

Real-Time Detection
Real-time detection is based on user-defined rules and actions. Rules
determine which events are monitored, and actions define the system’s
response.

Action continuously monitors the system for a variety of security-related and
operational events, including:

l Real-time auditing events detected by iSecurity Audit
l Transactions rejected by iSecurity Firewall
l Screen lock and release events initiated by iSecurity Screen
l Active jobs, system status, and memory pool conditions

Rules
Rules define the conditions under which actions are triggered. For example,
rules generate an alert if user JOHNmodifies a *FILE object, located in the
ACCOUNTING folder, on or after 05-January-2025.

Rules are constructed from one or more filter conditions, such as:
l Equal to / Not equal to
l Greater than / Less than
l Included in / Not included in list
l Like / Starts with
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Multiple conditions may be combined using Boolean operators (AND, OR).
The built-in Rule Wizard simplifies the process of defining complex criteria.

Actions
Once a rule is triggered, Action can carry out a series of automated
responses. These may include:

l Sending alerts via email, IBM i system messages, network alerts, SMS,
or pagers

l Executing command scripts that run IBM i (OS/400) commands or pro-
grams

l Performing conditional branching based on error conditions
Actions can be configured to run immediately and independently, ensuring a
timely and reliable response.

History Log
Action maintains a detailed history log of all triggered actions. This log
provides a complete audit trail for administrative review and compliance
audits.

Users can display or print the log contents, applying filters such as time
range, user profile, rule name, or response type for quick and focused
analysis.

User Absence Security
Action includes a feature that limits user sign-on to specific days and times.
This helps enforce work-hour policies and prevents unauthorized access
during holidays, vacations, or other planned absences.

By restricting sign-on windows, organizations reduce their exposure to
opportunistic misuse of dormant credentials.

Inactive User Security
Attackers frequently exploit inactive or abandoned user profiles. Action
enables automatic detection and disabling of users who have not signed on
within a defined period.

-
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This feature strengthens the organization’s identity and access management
posture by eliminating unused but potentially risky accounts.

Control Adopted Authority
Programs that use adopted authority grant users elevated permissions they
may not otherwise have—such as *ALLOBJ or *SECADM.

Action provides tools to:
l Restrict which users are permitted to create adopted authority pro-
grams

l Monitor and audit the use and creation of such programs
l Generate reports for compliance and forensic investigation

Working with Active Users
Action offers a centralized interface for managing user profile security
settings in real time. Administrators can:

l Enable or disable user profiles
l Reset invalid sign-on counters
l Set password expiration policies

This feature is especially useful during live security incidents or
administrative audits.

User Interface and Navigation
Action is designed using standard IBM i CUA conventions and provides both
menu-driven and command-line access. All features are accessible from
intuitive menus, and advanced users can execute commands directly.

Menus

Menu option numbering and terminology are consistent with other Raz-Lee
iSecurity products. To select a function, enter the menu option number and
press Enter.

If the command line does not appear on a screen and the user is authorized
to use it, pressing F10 will reveal it.

Commands

Common commands include:
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l DSPACLOG – Display Action log
l PRTAUUSRP – Print user profile report
l AUPRTADP – Print adopted authority report

These commands may be entered on any IBM i command line.

Data Entry Screens
Data entry screens support enhanced usability features, including:

l Pop-up selection windows
l Field-level prompts with explanations
l Search and filtering with generic text
l Easy navigation using Tab, Shift+Tab, and F4 for options

To accept the screen content and proceed, press Enter. Use Field Exit to
confirm changes in individual fields.

-

12 Action | User Guide



Getting Started
This chapter guides you through the steps necessary to begin using Action
for the first time. Also covered in this chapter are the basic procedures for
configuring the product for day-to-day use.

Obtaining Your Authorization Code
A valid product authorization code is required to run this product. Please
contact your authorized Raz-Lee distributor or reseller to receive the proper
code. If you are evaluating the product, you will receive a temporary
authorization code valid for 30 days. If you have purchased a license, you will
receive a permanent authorization code that is specific to the serial number
and model of the computer on which it is installed. If you upgrade your
System i hardware, or purchase a more recent version of the product, you
must request a new authorization code.

Starting Action for the First Time
Users must have *AUDIT special authority to use this product. An additional
product password may also be required to access certain functions. The
default product password is QSECOFR. We recommend changing this
password as soon as possible.

To start Action, type the STRACT command in the command line, and then
ENTER. The Action Main menu appears.
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AUACTMN ​                         ​ Action ​                 ​iSecurity/Action​
                                                            ​System:​ ​RLDEV   ​
Select one of the following:​

Settings                         ​      ​Actions                          ​
  ​ 1. Activate Real-Time Detection ​      ​31. Work with Actions            ​
                                           ​35. Run an Action                ​

Real-Time Detection Rules        ​      ​Reports                          ​
  ​11. Real Time Auditing (Audit)   ​      ​41. Display Log                  ​
  ​12. Firewall/Screen (Firewall)   ​
  ​13. Status & Active Job (SysCtl) ​    ​Definitions                      ​
  ​14. Message Queue       (SysCtl) ​      ​51. Time Group                   ​

Control Features                 ​      ​Maintenance                      ​
  ​21. User Management                 ​   ​81. System Configuration          ​
  ​22. Authority Adoption              ​   ​82. Maintenance Menu              ​
  ​23. Object Integrity                ​   ​83. Central Administration        ​
Selection or command                  ​   ​89. Base Support                  ​
===>​

F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel                                ​
F13=Information Assistant  F16=System main menu                                
                                                                              ​

System Configuration
Action is ready-to-run right out of the box. You should review and modify
certain system configuration parameters that control important features
prior to using the product for the first time.

It should be pointed out that there is no “typical” or “optimal” configuration
for a security product such as Action. Each installation or application has
different operational criteria and security needs. The security requirements
for a large manufacturing environment are quite different from those for a
bank, a software developer or a service organization.

This section discusses the following configuration settings:
l Entering authorization code
l Enabling real-time detection (Audit, Firewall, Screen, Active jobs and
system status)

l iSecurity password
l SMS messaging
l E-Mail definitions
l Pager (Beeper) interface

-
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1. To configure Action, select 81. System Configuration from
the Action Main Menu (STRACT). The iSecurity/Base System
Configuration screen appears.

2. Continue to the following options. After you modify any of the
parameters accessible from this menu, the message “Modify data, or
press Enter” appears upon return to the menu.

3. You must press Enter again to save your changes and leave this
menu. If you press F3, you will lose any changes that you have made.

Entering your Authorization Code
If you did not enter your authorization code during the installation process,
do so now. Perform the following steps.

1. Select 81 >F22=Enter Authorization Code.

2. Enter your computer serial number and authorization code in the
spaces provided. Press Enter to continue.

NOTE: If you enter an incorrect code, you will receive an error message
when you attempt to access product features. If this occurs, simply
repeat the above procedure to enter the correct code.

Modifying Operators’ Authorities
The Operators' authority management is now maintained from one place for
the entire iSecurity on all its modules.

There are three default groups:
n *AUD#SECAD- All users with both *AUDIT and *SECADM special

authorities. By default, this group has full access (Read and Write) to all
iSecurity components.

n *AUDIT - All users with *AUDIT special authority. By default, this
group has only Read authority to Audit.

n *SECADM- All users with *SECADM special authority- By default, this
group has only Read authority to Firewall.

iSecurityrelated objects are secured automatically by product authorization
lists (named security1P). This strengthens the internal security of the
product. It is essential that you use Work with Operators to define all
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users who have *SECADM, *AUDITor *AUD#SECADprivileges, but do not
have all object authority. The Work with Operators screen has Usr
(user management) and Adm for all activities related to starting, stopping
subsystems, jobs, import/export and so on. iSecurity automatically adds all
users listed in Work with Operators to the appropriate product
authorization list.

Users may add more operators, delete them, and give them authorities and
passwords according to their own judgment. Users can even make the new
operators’ definitions apply to all their systems; therefore, upon import, they
will work on every system.

Password = *BLANK for the default entries. Use DSPPGM GSIPWDR to verify.
The default for other user can be controlled as well.

If your organization wants the default to be *BLANK, then the following
command must be used:
CRTDTAARA SMZTMPC/DFTPWD *char 10

This command creates a data area called DFTPWD in library SMZTMPC. The
data area is 10 bytes long and is blank.

NOTE: When installing iSecurity for the first time, certain user(s) might not
have access according to the new authority method. Therefore, the
first step you need to take after installing is to edit those authorities.

To modify operators’ authorities:

1. Select 89 > 11. Work with Operators from the Action
Main Menu (STRACT). The Work with Operators screen
appears.

-
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                            ​Work with Operators​

Type options, press Enter.                 ​
  ​1=Select   3=Copy    4=Delete​
  ​Auth.level: 1=*USE, 3=*QRY(FW,AU,JR,SU,CT), 5=*DFN(CT,EN,SU), 9=*FULL​
   ​User​     ​System​ FW​SC​PW​CD​AV​AU​AC​CA​JR​SU​VS​RP​CO​CT​UM​EN​AD​

*AUD#SECAD​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​
*AUDIT    ​RLDEV   ​ ​  ​  ​  ​  ​ 9​ 9​ 9​ 9​ 9​ 9​  ​  ​  ​  ​  ​  ​
*SECADM   ​RLDEV   ​9​ 9​ 9​  ​ 9​  ​  ​  ​  ​  ​ 9​  ​  ​  ​ 9​  ​  ​
ALEXM     ​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​
ALEX3     ​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​
AMNON     ​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​
DB        ​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 1​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​
GS        ​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​
MARY      ​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​
QSECOFR   ​RLDEV   ​9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​ 9​

                                                                  ​     More...​
FW=Firewall​  ​SC=Screen ​ PW=Password ​ CD=Command​   ​AU=Audit    ​ AC=Action
AV=Antivirus ​ CA=Capture​ JR=Journal​  ​VS=Visualizer​ UM=User Mgt.​ AD=Admin​
RP=Replication​CO=Compliance​           ​CT=Chg Tracker​EN=Encryption​
SU=SafeUpd​

F3=Exit    F6=Add new​  ​F8=Print​ ​F11=*SECADM/*AUDIT authority​ ​F12=Cancel​

2. Type 1 next to the user to modify user authorities (or press F6 to add
a new user). The Modify Operator screen appears.

                               ​Modify Operator​

Operator  . . . . . . . . .​  ​TEST      ​
System  . . . . . . . . . .​  ​RLDEV   ​       ​*ALL, Name          ​
Operator password . . . . .​  ​*SAME           ​Name, *SAME, *BLANK​

Auth.level: 1=*USE, 3=*QRY(FW,AU,CT,SU,JR), 5=*DFN(CT,EN,SU), 9=*FULL​
Firewall  . . . . . . . . .​FW​9       ​Screen  . . . . . . . . . .​SC​9
Password  . . . . . . . . .​PW​9       ​Command . . . . . . . . . .​CD​9
AntiVirus . . . . . . . . .​AV​9       ​Audit . . . . . . . . . . .​AU​9
Action  . . . . . . . . . .​AC​9       ​Capture . . . . . . . . . .​CA​9
Journal . . . . . . . . . .​JR​9       ​Safe Update . . . . . . . .​SU​9
Visualizer  . . . . . . . .​VS​9       ​Replication . . . . . . . .​RP​9
Compliance  . . . . . . . .​CO​9       ​Change Tracker  . . . . . .​CT​9
User Management . . . . . .​UM​9       ​Encryption  . . . . . . . .​EN​9
Administrator . . . . . . .​AD​9

The Report Generator is used by most modules and requires 1 or 3 in Audit.    ​
Consider 1 or 3 for your auditors (with 3 they can create/modify queries).    ​
*APR=Approver.​

F3=Exit​  ​F12=Cancel​

Most modules use the Report Generator which requires access to the Audit
module. For all users who will use the Report Generator, you should define
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their access to the Audit module as either 1 or 3. Option 1 should be used for
users who will only be running queries. Use option 3 for all users who will
also be creating/modifying queries.

3. Set authorities and press Enter. A message is prompted informing
that the user being added/modified was added to the Authority list
that secures the product's objects; the user carries Authority
*CHANGE and will be granted Object operational authority. The
Authority list is created in the installation/release upgrade process.
The SECURITY_P user profile is granted Authority *ALL whilst the
*PUBLIC is granted Authority *EXCLUDE. All objects in the libraries of
the product (except some restricted special cases) are secured via the
Authority list.

Log QSH, PASE activity
To be able to log QSH and PASE activity, the iSecurity Capture module must
be installed and active. Capture all screens that can enter QSH or PASE
commands.

1. Select 81 > 3. Log QSH, PASE activity from the Action
Main Menu (STRACT). The Log QSHELL (QSH, PASE) Commands
screen appears.

                      ​Log QSHELL (QSH, PASE) Commands​     ​23⁄07⁄19​11:38:19​

Type options, press Enter.​

Log QSHELL (QSH, PASE) activity . .​ Y             ​Y=Yes, N=No​
Audit can log QSH (STRQSH) and PASE (CALL QP2TERM) activities. Both are     ​
Unix like shell interpreters. Some limitations exist. See manual.           ​

Minutes between collections . . . .​  3            ​99=*NOMAX​
Log collection is partially based on periodic activity.                    ​

Notes:​
  ​Audit type CD sub type 8 represents QSH commands.                        ​
  ​Audit type CD sub type 9 represents PASE commands.                       ​
  ​Interactive QSHELL activity is added to QAUDJRN, audit code U type RR.   ​

Prerequisites:                                                              ​
  ​The module iSecurity⁄Capture must be installed and active. All screens which​
  ​may enter QSH or PASE commands must be captured.                            ​

F3=Exit   F12=Cancel                                                      ​

-
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Enter the required parameters and press Enter.

NOTE Audit type CD sub type 8 represents QSH commands. Audit type CD
sub type 9 represents PASE commands. Interactive QSHELL activity is
added to QAUDJRN, audit code U type RR.

Enabling Real-Time Detection
In order for Action to send alert messages and run command scripts, you
must enable real-time detection and to specify several parameters. In
addition, you must also enable real-time detection in the Audit, Firewall and
Screen applications.

To work with these parameters:

1. Select 5. Auto start activities in ZAUDIT from the
iSecurity/Base System Configuration screen (STRACT >
81). The Auto Start Activities in ZAUDIT Subsystem
screen appears.

                 ​Auto Start Activities in ZAUDIT Subsystem​ 23⁄07⁄19​11:38:43​

Type options, press Enter.​

Real-Time Auditing (All systems) . . .​ Y         ​Y=Yes, N=No​
Status & Active jobs . . . . . . . . .​ Y         ​Y=Yes, N=No​
Firewall & Screen (Action) . . . . . .​ Y         ​Y=Yes, A=Always, N=No​
Selecting A will perform Action even if Firewall is in *FYI. (1)              ​
Message Queues (2) . . . . . . . . . .​ Y         ​Y=Yes, N=No​
Replication of User, Pwd, SysVal . . .​ N         ​Y=Yes, N=No​

(1) Action must be running in real mode (not in *FYI)                         ​
(2) Only message queues marked as Active definition A=Auto start, are started.​

                                     ​ 0​

F3=Exit  F12=Previous​                                                        ​
 ​

2. Type ‘Y’ to automatically start system activities after the activation of
subsystem ZAUDIT (as shown above) and press Enter. You are
returned to the iSecurity/Base System Configuration
menu.
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3. Select 11. General Definitions from the
iSecurity/Base System Configurationmenu (STRACT >
81). The Action General Definitions screen appears.

                         ​Action General Definitions​       ​14/08/25​13:40:54​

Work in *FYI* (Simulation) mode . . . . .​Y       ​Y=Yes, N=No​
*FYI* is an acronym for "For Your Information". In this mode,​
security rules are fully operational, but no action is taken.​

Log CL script commands  . . . . . . . . .​3       ​1=No, 2=Fails, 3=All​

For events processed a long time after they occurred​
  ​Send message only if within . . . . . .​  60    ​Minutes​
  ​Run scripts only if within  . . . . . .​  60    ​Minutes​
  ​Do not perform actions for events if the time passed since they have      ​
  ​occured passed the specified limits.                                      ​

F3=Exit  F12=Previous​                                                        ​
 ​

4. Enter your required parameters and press Enter.

Enabling Real-Time Detection in Audit
1. To enable real-time detection in Audit, that module must be installed.

If not, see your Raz-Lee distributor.

2. Select 2. Activation from the Audit main menu. The
Activationmenu appears.

3. Select 1. Activate ZAUDIT subsystem from the
Activationmenu. Audit starts to work.

Enabling Real-Time Detection in Firewall & Screen
To enable real-time detection in Firewall and Screen, these modules must be
installed. See your Raz-Lee distributor for more information.

-
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1. Select 81 from the Firewall (STRFW) or Screen (STRSCN)Main menu.
The iSecurity (part I) Global Parameters screen
appears.

2. Select 7. Enable ACTION (CL Script + more) from the
iSecurity (part I) Global Parametersmenu. The
Enable Real-Time Detection Screen appears.

                         ​Enable Real-Time Detection​

Real-time detection allows Action to react automatically to security events  ​
generated by Firewall and Screen. When enabled, these events are checked     ​
against pre-defined rules, which trigger alert messages and/or command        ​
scripts.​
Action must be installed and running in order to take advantage of this      ​
functionality.                                                               ​
If Firewall is working in *FYI mode, Action will NOT perform its activity.​

Type options, press Enter.​

Enable ACTION for Firewall . .​ 1     ​4=By Server definition​
                                       ​1=Global override - Stop using ACTION​
                                       ​2=Global override - Send rejects     ​
                                       ​3=Global override - Send all         ​

Enable ACTION for Screen . . .​ N     ​Y, N​

F3=Exit  F12=Previous​

3. Enter 4 to enable real-time detection for Firewall by the server
definitions.

Message Queue
This new unique solution enables real-time auditing on message queues.
Users have the option to:

l Modify rules according to all the message queue parameters
l Respond to the message by alerting the user (emails, SMS) and by
reacting to it directly (send auto response).

Each message queue is classified to a group ID. This helps distinguish
between QSECOFR and other standard users.
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Working with Message Queues
This unique solution enables real-time auditing on message queues. Users
have the option to:

l Modify rules according to all the message queue parameters
l Respond to the message by alerting the user (emails, SMS) and by
reacting to it directly (send auto response).

To work with message queues:

1. Select 14. Message Queue (SysCtl) from the Action Main
menu (STRACT > 81). The Message Queuesmenu appears.

AUMSGM​                       ​ Message Queue ​              ​iSecurity⁄SysCtl​
                                                             ​System:​ S520    ​
Select one of the following:​

Settings​                             ​Build Rules for displayed Msgs      ​
 1. Control Message Queues⁄QHST   ​   ​51. Build rules from Displayed Msgs   ​
                                       ​55. Display History Log (Audit version)​
Real-Time Detection Rules​
11. Message Queue rules      ​

Activate MSGQ detection​
21. Activate​
22. Deactivate​

Set Start​
35. Set Start of QHST Time​

Selection or command                  ​
===>​

F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel                                ​
F13=Information Assistant  F16=AS⁄400 main menu                                
                                                                              ​

2. Select options 11. Message Queue rules. The Work with
Message Queues screen appears.

3. Type 1=select to modify rules. A table of explanations follows the
Work with Message Queues wizard, which comprises Work
with Message Queues and Modify Selection Rule.

-
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                          ​Work with Message Queues​
                  ​Rules & Actions for Message Queue                 ​

                                       ​Subset by entry  . .​
                                       ​  by description . .​
Type option, press Enter.​            ​  by classification.​ C=Compliance,..​
  ​1=Select​ 3=Copy​ 4=Delete​        ​8=Msg​ 9=Explanation & Classification​

Opt​Entry​Seq​   ​Act​Cont.​Description     ​
 ​@0​ 999.9​N​ ​N​ ​N​  ​Default for: Message queue (Group Id 0) @0        ​

 ​  ​@1​   1.0 Y​ ​Y  ​N   ​Message queue (Group Id 1)                        ​
 ​  ​  ​ 999.9​N​ ​N​ ​N​  ​Default for: Message queue (Group Id 1) @1        ​
 ​  ​@2​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 2) @2        ​
 ​  ​@3​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 3) @3        ​
 ​  ​@4​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 4) @4        ​
 ​  ​@5​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 5) @5        ​
 ​  ​@6​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 6) @6        ​
 ​  ​@7​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 7) @7        ​
 ​  ​@8​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 8) @8        ​
 ​  ​@9​   1.0 Y​ ​Y  ​N   ​Test                                              ​
                                                                  ​     More...​
F3=Exit   F6=Add New​ ​F8=Print​ ​F11=No⁄Default​ ​F12=Cancel​ ​F22=Renumber​

Modify data, or press Enter to confirm.                                       ​

SMS Definitions
To send alert messages via SMS messaging, you must subscribe to a
commercial SMS service. SMS service may be supplied by your cellular
telephone provider or an independent service provider. Typically, SMS
messages are sent to your supplier via the Internet, and the supplier then
forwards the message to the recipient.

SMS messaging through Action, in addition to the following message types
(pager and e-mail), does not require any special hardware. However, you
may implement hardware if your system is not linked to the internet.

To work with SMS definitions:

1. Select 81 > 14. SMS/Special Definitions from the
iSecurity/Base System Configurationmenu. The
Action SMS/Special Definitions screen appears.

2. Set parameters as explained.
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                       ​Action SMS⁄Special Definitions​     ​23⁄07⁄19​11:40:31​

When SMS or Special (usually used for Beeper) options are selected, Action   ​
calls a standard program. See below another option.                          ​
In the USA and some other countries, it is possible to use a free SMS or     ​
Beeper service. It is done by sending the message via email. The email addres​
is made of the phone number and a cellular provider specific extension.      ​
i.e.​number@vtext.com will send SMS to a Verizon number.                    ​

To use, enter the full email address, instead of the phone number.           ​
Action will send an email to the Destination with the Message text.          ​

You may override this method. To do so, create a program AUALR6R for SMS,    ​
or AUALR7R for Special in library SMZ4DTA.                                   ​
When called, these programs receives the parameters:                         ​
- Destination (A   64)                                                       ​
- Message     (A 1000)                                                       ​

Example programs are in SMZ4⁄AUSOURCE AUALR6R and AUALR7R.                   ​

F3=Exit   F12=Cancel                                                      ​

Please contact your local distributor for additional assistance with SMS
definitions.

E-Mail Definitions
Before Action can send e-mail messages, your System i must be properly
configured to send e-mail and at least one e-mail user must be defined in the
Directory Entries table (WRKDIRE). This procedure can be quite complex and
is beyond the scope of this manual. Please refer to the appropriate IBM
documentation for more details on these procedures.

To configure Action to send e-mail messages, perform the following steps in
order:

1. Select 81 > 13 from the iSecurity/Base System
Configurationmenu. The
E-Mail Definitions screen appears.

-
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                             ​E-mail Definitions​           ​23/10/24​10:17:08​
                                                                               ​
Type options, press Enter.​
                                                                               ​
E-mail Method . . . . . . .​ 3      ​1=Not secured, 3=Secured, 9=None       ​
                                                                               ​
Reply to mail address . . .​ NOREPLY                                           ​
Use an existing address. Some SMTP servers check this.​
                                                                               ​
For Secured E-mail Support ​                                                   ​
Mail (SMTP) server name . .​ smtp.ionos.com                          
 ​Mail server, *LOCALHOST​  ​          ​
Use the Mail Server as defined for outgoing mail.                           ​
                                                                               ​
Port  . . . . . . . . . . .​   587              ​SSL Secured   ​Y  ​Y=Yes, N=No​
                                                                               ​
If Secured, E-mail user . .​ avdb@razleesecurity.com       
                ​Password .​ ************************

                                                                               ​
F3=Exit​ ​F10=Verify E-mail configuration​ ​F12=Cancel​

                                                                            ​ ​

2. Enter the required parameters and press Enter.

Advanced Messaging (Central Adm.)

SIEM Support
Numerous iSecurity products integrate with SEM/SIEM systems by sending
security alerts instantaneously to these systems; web-based alerts are
supported using Twitter www.twitter.com (can transmit up to 1000 lines per
second). Message alerts contain detailed event information about
application data changes, deletes or reads of objects and files, emergency
changes in user authorities, IFS viruses detected, malicious network access
to the System i, and more.

Syslog Parameters
The syslog standards, LEEF and CEF send data in Field mode enabling pairs of
data to be displayed, i.e. Field name and Field value. QHST, QSYSOPR and
others in the message queue are supported in LEED and CEF field mode.
UDP, TCP and TLS (encrypted) protocols are supported and once the settings
are turned on, the SIEM can intercept the message and make it legible for
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the Syslog Admin. Standard message support for edited messages and
replacement values exist, enabling sending information in any free format as
well as LEEF and CEF.

To send syslog messages for SIEM:

1. Select 81 > 30. Main Control. The Main Control for
SIEM & DAM screen is displayed.

                        ​Main Control for SIEM & DAM​       ​23⁄07⁄19​11:48:50​

Run rules before sending  . . .​   ​N         ​Y=Yes, N=No               ​

Send SYSLOG Messages to SIEM​
SIEM 1:​kiwi      ​ . . . . . .​   ​N         ​Y=Yes, N=No, A=Action only​
SIEM 2:​VictorPC  ​ . . . . . .​   ​Y         ​Y=Yes, N=No, A=Action only​
SIEM 3:​QRADAR    ​ . . . . . .​   ​N         ​Y=Yes, N=No, A=Action only​
Use Action-Only to send syslog messages from Action, without QAUDJRN info.   ​
To increase performance, add SIEM Processors by ADDAJE JOB(AU..n) n=SIEM ID.​
Send JSON messages (for DAM). .​   ​N         ​Y=Yes, N=No               ​

As only operation . . . . . . .​   ​N         ​Y=Yes, N=No               ​
If Y, information is​not collected, and no other functionality is performed.  ​

Skip info if SIEM is inactive .​   ​Y         ​Y=Yes, N=No​
Y is recommended, unless it is the only operation.                            ​

Note: Re-activate subsystem after changes.​
F3=Exit​ ​F12=Cancel​

2. Enter the required parameters and press Enter.

Triple Syslog Definitions (#1-#3)
Events from IBM i, and different Audit entry types are sent to a remote
SYSLOG server according to range of severities such as emergency, alert,
critical, error, warning and more. When Send SYSLOG messages
(for SIEM) is set to Yes in the Main Control for SIEM & DAM
definitions, the product will automatically send all events according to
the Severity range to auto send(list below) for the message
structure selected, as described in the table below.

-
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The option to use more than one SIEM is implemented on a separate job per
SIEM. This is enabled by an intermediate buffer which assists SIEM to
overcome communication problems or SIEM downtime, while sending a
message to QSYSOPR when the buffer is full or processes are delayed. For
this purpose Triple Syslog definitions are required, which are described in
this section.

To configure SIEM message structure:

3. Select 81 > 31/32/33. SIEM 1, SIEM 2, SIEM 3 in the
iSecurity/Base System Configurationmenu. The selected
SIEM Definitions screen is displayed.

                             ​SIEM 1 Definitions​           ​23⁄07⁄19​11:52:10​
                                                                               ​
SIEM 1 name . . . . . . . . . .​ ​Kiwi                            ​Port:​   514
SYSLOG type . . . . . . . . . .​ ​1          ​1=UDP, 2=TCP, 3=TLS​             ​
Destination address . . . . . .​ ​1.1.1.129                                     

                                                                               ​
"Severity" range to auto send .​ ​0 - 5      ​Emergency - Notice (significant)​
"Facility" to use . . . . . . .​ ​22         ​Local use 6 (Local6)            ​
                                                                               ​
Msg structure or *LEEF, *CEF  .​ ​*CEF                                          

*LEEF, *CEF, *CEF-SPLUNK, or mix variables and constants (ex & %):             ​
&1=First level msg   &3=Msg Id.               &4=System             &5=Module   
&6=IP                &7=Audit type &E=SubType &8=Host name          &9=User     
&H=Hour              &M=Minute                &S=Second             &X=Time     
&d=Day in month      &m=Month (mm)            &y=Year (yy)          &x=Date     
&a⁄&A=Weekday (abbr⁄full)                     &b⁄&B=Month name (abbr⁄full)     ​
Convert data to CCSID . . . . .​ ​    0      ​0=Default, 65535=No conversion​  ​
Maximum length  . . . . . . . .​ ​ 1024      ​128-9800 ​
                                                                               ​
Note: Re-activate subsystem after changes.      ​                              ​
F3=Exit   F12=Cancel            F22=Set SYSLOG handling per audit sub-type​
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Parameter Description

SIEM # name The name of the Syslog
Port The port the Syslog is listening to according to the SYSLOG

type
SYSLOG type 1=UDP

2=TCP
3=TLS (SYSLOG over TLS uses port number 6514)

Destination
address

Enter the destination IP address (without quotes)

Severity range
to auto send

Enter the severity range at which the SYSLOG message will be
sent:
0-7 Emergency – DEBUG
Where:
0. EMERGENCY - EMERGENCY

1. EMERGENCY - ALERT

2. EMERGENCY - CRITICAL

3. EMERGENCY - ERROR

4. EMERGENCY - WARNING

5. EMERGENCY - NOTICE (SIGNIFICANT)

6. EMERGENCY - INFORMATIONAL

7. EMERGENCY - DEBUG
Facility to use Enter the facility from which the SYSLOG message will be sent

Where:
1. USER-LEVEL MESSAGES

2. MAIL SYSTEM

3. SYSTEM DAEMONS

4. SECURITY/AUTHORIZATION MESSAGES

5. SYSLOGD INTERNAL

6. LINE PRINTER SUBSYSTEM

7. NETWORK NEWS SUBSYSTEM

-
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Parameter Description

8. UUCP SUBSYSTEM

9. CLOCK DAEMON

10. SECURITY/AUTHORIZATION MESSAGES

11. FTP DAEMON

12. NTP SUBSYSTEM

13. LOG AUDIT

14. LOG ALERT

15. CLOCK DAEMON

16. LOCAL USE 0 (LOCAL0)

17. LOCAL USE 1 (LOCAL1)

18. LOCAL USE 2 (LOCAL2)

19. LOCAL USE 3 (LOCAL3)

20. LOCAL USE 4 (LOCAL4)

21. LOCAL USE 5 (LOCAL5)

22. LOCAL USE 6 (LOCAL6)

23. LOCAL USE 7 (LOCAL7)
Message
Structure

Two built-in message structures are available which send
data in Field Mode by pairs of Field name and Field value:
*LEEF = Log Event Extended Format
*CEF = Common Event Format
-Or-
Use mixed variables and constants (ex & %).
A full description of the available variables is in the table
below.
(For more information on LEEF/CEF, see Original Input
Formats).

Convert data
to CCSID

0 = Default
65535 = No conversion

Maximum
length

128 - 9800
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4. Enter the required parameters and press Enter.

Syslog simulation
To see how the Syslog definitions work without actually setting up the
software on an IP address and to receive the Syslog messages:

5. Download Kiwi Syslog Server from http://www.kiwisyslog.com

6. Enter the PC IP address in the field on the Syslog definition screen. The
command entry of Get Authority on Demand (GETAOD) writes a Syslog
message and can be seen immediately in the Kiwi Syslog Server.

JSON Definitions
1. Select 34. JSON Definitions (for DAM) from the

iSecurity/Base System Configurationmenu. The JSON
Definitions screen appears.

                              ​JSON Definitions​            ​23⁄07⁄19​12:06:27​
                                                                               ​
Type choices, press Enter.​
                                                                               ​
Type  . . . . . . . . . .​ 2            ​1=UPD, 2=TCP  ​                       ​
Port  . . . . . . . . . .​  2001                                               ​
Destination address . . .​ 85.147.173.33                                        

                                                                               ​
Convert data to CCSID . .​     0        ​0=Default, 65535=No conversion​       ​

                                                                               ​
F3=Exit   F12=Cancel                                                      ​

2. Enter the required parameters and press Enter.

-

30 Action | User Guide



SNMP Definitions
You can use SNMP traps to supplement your SIEM data and increase security
on your system.

1. Select 36. SNMP Definitions from the iSecurity/Base
System Configurationmenu. The SNMP Definitions screen
appears.

                              ​SNMP Definitions​            ​23⁄07⁄19​12:07:53​

SNMP Support​
Generate SNMP Traps   . . . . .​ ​Y          ​Y=Yes, N=No, A=Action only​

The selection which messages to send is taken from the SYSLOG definition      ​
screen.                                                                       ​

                                                                               ​
F3=Exit   F12=Cancel                                                      ​

2. Type Y to generate SNMP traps to monitor network attached devices for
conditions that warrant administrative attention.

NOTE: The selection of which messages to send is taken from the SYSLOG
definition screen.

To prompt and receive alerts, define an Alert Message in Action (Use 31.Work with
Actions in the Action Main menu).
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Working with Rules and Actions
This chapter discusses the concepts of real-time detection and procedures
for creating real-time detection rules and actions. Real-Time detection is
implemented by several monitor subsystems that examine events as they
occur. For each event that it detects, Action checks to see if a real time
detection rule exists for this event.

If such a rule exists, Action records the event in the history log and triggers
one or more actions as specified by the rule. An action may consist of alert
messages sent to designated personnel and/or a pre-defined command
script that runs automatically. You can send alerts via e-mail, IBM i (OS/400)
system messages, network messages, SMS messages to cellular telephones,
or pager (beeper) messages. Action command scripts may include multiple
statements that execute IBM i commands or run programs.

The following diagram illustrates the real-time detection rule process.

Figure 19: Action Real-Time Detection Rule process

-
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Working with Real-Time Detection Rules
l Real-time detection rules are based on one of the following event
types:

l Events detected by Audit based on IBM i (OS/400) audit journal entry
types

l Transactions rejected by Firewall network security rules
l Terminal screens locked/released and jobs terminated by Screen
l Active job information, including rules for jobs that are not presently
active

l Current system and memory pool status, including rules for pools that
are not presently active

You may create several different rules for a single event type. User-defined
sequence numbers determine the order of rule processing within a given
type.

Basic Steps
The procedure for defining a real-time detection rule may seem a bit
complex at first, but in fact, it is quite easy and intuitive. There are seven
basic steps for creating rules.

1. Ensure that settings are properly defined to capture events as follows:
l Define IBM i (OS/400) audit settings and Audit detection rules to
record events

l Define Firewall rules to reject the appropriate transaction
l Define Screen timeout periods and job termination rules
l Determine the appropriate parameters for active jobs and system
status

2. Create a new real-time detection rule or select an existing rule to work
with.

3. Set basic rule parameters using the Selection Rule screen.

4. Define filter conditions limiting application of the rule to specific
conditions.
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5. Define alert message actions as required.

6. Define command script actions as required.

7. Test and debug your rule.

The balance of this chapter presents instructions for defining real-time
detection rules and actions. Although the screen examples presented herein
refer to audit rules, the procedures themselves apply to all rule types.

Action provides you with a set of powerful but easy-to-use tools to help you
create rules that precisely define the circumstances governing the recording
of an event in the history log and/or performing a responsive action. Concise
explanations for data elements and options as well as pop-up selection
windows are only a key press away.

You can copy existing rules, making minor changes to save definition effort.
You may use existing action definitions with any number of rules. Precise
filter criteria may be applied to any or all fields in the history log records
using powerful criteria selection operators. A single, user-friendly screen
supports this process. The unique Time Group feature enables you to apply
rules only during (or outside of) predefined time periods.

Creating and Modifying Rules
To create or modify real time detection rules:

1. Select 11. Real – Time Auditing from the Action Main
menu. The Work with Real-Time Audit Rules screen
appears.

-
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                      ​Work with Real-Time Audit Rules​
                  ​Rules & Actions for QAUDJRN, QIPFILTER, QZMF...   ​
Real-Time audit rules trigger alerts, responsive actions and event logging.   ​
                                       ​Subset by entry  . .​
                                       ​  by description . .​
Type option, press Enter.​            ​  by classification.​ C=Compliance,..​
  ​1=Select​ 3=Copy​ 4=Delete​ 5=Info​ 8=Msg​ 9=Explanation & Classification​

Opt​Entry​Seq​Log​Act​Cont.​Description     ​
 ​AD​      ​N  ​ ​ ​ ​  ​Default for: Auditing changes AD                  ​

 ​  ​AF      ​Y  ​ ​ ​ ​  ​Default for: Authority failure AF                 ​
 ​  ​AP​      ​Y  ​ ​ ​ ​  ​Default for: Obtaining adopted authority AP       ​
 ​  ​AU​      ​Y  ​ ​ ​ ​  ​Default for: Attribute change AU                  ​
 ​  ​AX​      ​Y  ​ ​ ​ ​  ​Default for: Row and Column Access Control (RCAC) ​
 ​  ​C@​   1.0 Y​ ​N  ​Y   ​action for change user profile                    ​
 ​  ​  ​      ​Y  ​ ​ ​ ​  ​User profile changed (After & Previous images)    ​
 ​  ​CA​      ​Y  ​ ​ ​ ​  ​Default for: Authority changes CA                 ​
 ​  ​CD​      ​Y  ​ ​ ​ ​  ​Default for: Command string audit CD              ​
 ​  ​CF​      ​Y  ​ ​ ​ ​  ​Default for: Mail configuration info   (QZMF) CF  ​
 ​  ​CO​      ​Y  ​ ​ ​ ​  ​Default for: Create object CO                     ​
                                                                  ​     More...​
F3=Exit   F6=Add New​ ​F8=Print​ ​F11=No/Default​ ​F12=Cancel​
F14=Input sampling               ​F22=Renumber​

Parameter
or Option

Description

Opt 1 = Select rule to modify
3 = Copy rule
4 = Delete rule
5 = Info
8 = Message – define a message that will be sent when the action
occurs
9 = Explanation & Classification - type an explanation that will be
displayed on any report that includes this rule

Entry IBM i (OS/400) Audit journal entry type
Sequence Rules for a given audit type are applied in sequential order

according to the sequence number
Log Y = Log this event in the history log
Act Y = This rule triggers an action
Cont Y = Continue with the rest of the rule after running the action
F6 Create a new rule
F11 No / Default
F22 Recalculate rule sequence numbers
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2. Select a rule from the list (1=Select) or press F6 to create a new
rule.

3. The Add Selection Rule or Modify Selection Rule
screen appears, enabling you to set basic rule parameters (each
screen contains the same parameters).

Parameter or
Option

Description

EntryType IBM i (OS/400) Audit journal entry type
F4 = Choose from a list of available types

Sequence Enter a sequence number or accept the default as presented.
The sequence number determines the order of rule processing
when there is more than one rule for a given audit type.

Description Enter a meaningful description of the rule.
Sub-Type
list

You can restrict this rule to one or more sub-types only:
Sub-Type = One character sub-type code
F4 = Choose a sub-type from the list
List = Enter several sub-type codes separated by a space
*ALL = All sub-types within this entry type

Check if in
Time
Group

You can optionally limit this group only to a specific Time Group.
Name = Time Group name
F4 = Choose Time Group name from list
Blank = Do NOT use Time Group name for rule selection

Log Y= Record this event in the history log
N = Do NOT Record this event in the history log

Perform
Action

Y= Perform this action according to the rule
N = Do NOT perform this action
F4 = Select an action from list
Add = Define a new action for this rule
*NONE = No actions are triggered by this rule

If event
rate
exceeds

Only perform the action if the event occurs more than a given
number of times in a given time period. For example, 5 times in
every 10 seconds. If you want to run the action always, enter
1/1.

Run action
once per

The number of seconds between each performance of the
action.

Continue
to rule seq

Y= After performing the actions, continue to the rule sequence.

-
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4. Enter parameters and data. Press Enter when finished to define
filters. The Filter Conditions screen appears. Filter criteria
enable you to limit application of real-time detection rules to certain
specific conditions.

Defining Filter Conditions

Each filter condition consists of a comparison test applied against one of the
fields in the journal record.

Below are the Filter Conditions screen and a table of explanation.

                             ​Filter Conditions   ​
Entry  . . . . . . . .​ ZC​ ​Object accessed (change)                          
Sequence . . . . . . .​  1.0​React to unpermitted changes in prod files        
                            ​Subset by text . .​
Type conditions, press Enter. Specify OR to start each new group.            ​
    ​Test: EQ, NE, LE, GE, LT, GT, N⁄LIST, N⁄LIKE, N⁄ITEM, N⁄START, N⁄PGM      ​
And​                           ​For N⁄LIKE: % is "any string"; Case is ignored​
Or​ ​Field​                        ​Test​ ​Value (If Test=ITEM use F4)​    ​UC​
     ​Program library               ​
 ​  ​Library name                  ​
 ​  ​Date & Time   yyyy-mm-dd-hh.mm​
 ​  ​Name of job                   ​
 ​  ​User of job                   ​LIST   QSECOFR JOHN                       
 ​  ​Number of job                 ​
 ​  ​Name of program               ​
 ​  ​Program library               ​
 ​  ​Current user profile          ​
 ​  ​System name                   ​
 ​  ​IP address family             ​
                                                                  ​     More...​
Pink​fields are from the generic header.​Green​fields apply to this type only.​
F3=Exit   F4=Prompt   F6=Insert   F8=UC⁄LC          F12=Cancel          ​

                                                                            ​ ​
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Parameter
or Option

Description

And/Or A or Blank = And
O = Or

Field Data field in the journal record:
Pink fields are part of the generic header common to all journal
types
Green fields represent data specific to this journal type

Test Comparison test type – see the table on the following page for
details.

Value Comparison value text; this field is case sensitive.
F4 Displays explanatory information/options applicable to the data

field on the line where the cursor is located
F6 Select another comparison test from a pop-up window and insert

it at the current cursor position
F8 Change Caps Lock from lower to upper case. An indicator appears

on the screen.

Filter conditions are optional. If you do not define any filter conditions, the
rule will incorporate all events for the specified audit type or types. When
you have defined your filters, press Enter and you return to the calling
screen.

Comparison Test Operators

Several different types of comparison test operators are available as shown
in the following table.

-
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Test Description Value Field Data

EQ,NE Equal to, Not
equal to

Value

LT, LE Less than, Less
than or equal to

Value

GT, GE Greater than,
Greater than or
equal to

Value

LIST, NLIST Included in list,
Not included in
list

Values separated by a space

LIKE, NLIKE Substring search Value preceded and/or followed by %. NLIKE
is true if the value given is not in the field.

ITEM/NITEM Compare the
value of the
tested field
against a group
of values.

To select values,
place the cursor
in the Values
field and press
the F4 key, as
shown in the
example below.

n For character fields:
l Group Name: The name of a general

group (as shown in General Groups). If
the name is followed by the keyword
*GENERIC, items within the group that
end in an asterisk ("*") are treated as
generic values. Otherwise, the values,
including the asterisk, must be exact
matches. Generic searches take much
longer than exact matches. Only use
them if they are necessary.

n For user profile fields:
l *GRPPRF: Check if the User is included

in a Group or Supplemental profile.

l *LMTCPB: Checks the User Limit Cap-
abilities.

l *SPCAUT: Check if the User has a Spe-
cial Authority.

l *USRGRP: Checks if the User is included
in an iSecurity/Firewall group (as doc-
umented in the Firewall manual).

n For timestamp fields:
l Check if the time is within a Timegroup

(as shown in Using Time Groups).
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Test Description Value Field Data

START Starts with Starting characters of a string
PGM, NPGM Calls a specific

user program to
conduct a
comparison
which replies
with True or
False
If you use
NPGM, then a
returned value
of False means
that the
condition is
True.

The user program name (library/program)

For example, in this Filter Conditions screen, the Test for the field User
Profile is set to ITEM.

                             ​Filter Conditions   ​
Entry  . . . . . . . .​ $A​ ​User profile information                          
Sequence . . . . . . .​  1.0​
                            ​Subset by text . .​
Type conditions, press Enter. Specify OR to start each new group.            ​
    ​Test: EQ, NE, LE, GE, LT, GT, N/LIST, N/LIKE, N/ITEM, N/START, N/PGM      ​
And​                           ​For N/LIKE: % is "any string"; Case is ignored​
Or​ ​Field​                        ​Test​ ​Value (If Test=ITEM use F4)​    ​UC​
 ​ ​*ALLOBJ   (User+Groups) X=Yes ​EQ     X                                  

 ​  ​User Profile                  ​ITEM  
 ​  ​Previous sign-on date: YYMMDD ​
 ​  ​Days passed since last sign-on​
 ​  ​Sign-on attempts not valid    ​
 ​  ​Status                        ​
 ​  ​Password of *NONE: *YES or *NO​
 ​  ​Password change date: YYMMDD  ​
 ​  ​Password expiration interval  ​
 ​  ​Days password is in use       ​
 ​  ​Block password change         ​
                                                                  ​     More...​
Pink​fields are from the generic header.​Green​fields apply to this type only.​
F3=Exit   F4=Prompt   F6=Insert   F8=UC/LC          F12=Cancel          ​

                                                                            ​ ​

And/Or Boolean Operators

-
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You can combine multiple filter conditions in one rule using Boolean AND/OR
operators. This enables you to create complex rules that produce precise
results.

When using OR operators in your filter conditions, the order in which each
condition appears in the list of conditions is critical. The OR operator enables
you to group several conditions together because it includes all the AND
conditions that follow it until the next OR operator or until the end of the
list.

The AND condition groups the OR condition which was defined before it.

The following example illustrates this principle. This rule will apply to all
events meeting either the conditions listed in the first two lines or the
conditions listed in the second two lines. The second group includes the ‘Or’
condition and all of the ‘And’ conditions that follow it.

If you intend that your rule will trigger an action, the action definition
screens appear automatically. If this is not the case, the rule definition
process is complete and the Real-Time Audit Rules screen re-
appears.

Firewall/Screen
Use this feature to add and modify rules to work with active jobs
(WRKACTJOB) and work with system status.

1. Select 12. Firewall/Screen (Firewall) from the Action
Main menu (STRACT). The Work with Firewall/Screen Rules screen
appears.
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                      ​Work with Firewall⁄Screen Rules​
                  ​   Firewall and Screen (after decision)           ​

                                       ​Subset by entry  . .​
                                       ​  by description . .​
Type option, press Enter.​            ​  by classification.​ C=Compliance,..​
  ​1=Select​ 3=Copy​ 4=Delete​        ​8=Msg​ 9=Explanation & Classification​

Opt​Entry​Seq​   ​Act​Cont.​Description     ​
 ​01​   1.0 Y​ ​N​ ​N   ​*FILTFR Original File Transfer Function           ​

 ​  ​  ​ 999.9​Y​ ​N​ ​ ​  ​Default for: *FILTFR Original File Transfer Functi​
 ​  ​02​ 999.9​Y​ ​N​ ​ ​  ​Default for: *FTPLOG FTP Server Logon 02          ​
 ​  ​03​   1.0 Y​ ​N​ ​N   ​*FTPSRV FTP Server-Incoming Rqst Validation       ​
 ​  ​  ​ 999.9​Y​ ​N​ ​ ​  ​Default for: *FTPSRV FTP Server-Incoming Rqst Vali​
 ​  ​04​ 999.9​Y​ ​N​ ​ ​  ​Default for: *SQL Database Server - SQL access 04 ​
 ​  ​05​ 999.9​Y​ ​N​ ​ ​  ​Default for: *RMTSRV Remote Command⁄Program Call 0​
 ​  ​06​ 999.9​Y​ ​N​ ​ ​  ​Default for: *FILSRV File Server 06               ​
 ​  ​07​ 999.9​Y​ ​N​ ​ ​  ​Default for: *DDM DDM request access 07           ​
 ​  ​08​ 999.9​Y​ ​N​ ​ ​  ​Default for: *TELNET Telnet Device Initialization ​
 ​  ​09​ 999.9​Y​ ​N​ ​ ​  ​Default for: *TFTP TFTP Server Request Validation ​
                                                                  ​     More...​
F3=Exit   F6=Add New​ ​F8=Print​ ​F11=No⁄Default​ ​F12=Cancel​ ​F22=Renumber​

2. Select 1 to modify an existing rule or F6 to create a new rule. The
Add Selection Rule screen appears.

                               ​Add Selection Rule​
                  ​   Firewall and Screen (after decision)           ​

Entry type . . . . . . .​ AD Auditing changes                                  
 ​Sequence . . . . . . .​   1.0

Description  . . . . . .​ Auditing changes                                  
                        ​                               ​           ​
                         ​ N ​Name      ​
Check if in Time group .​

Perform action . . . . .​ Y *ADD               ​Name, *NONE, *ADD           ​
  If event rate exceeds.​   ​    1 /​    1      ​Events/Seconds, 1/1=Always​
  ​Run action once per  .​   ​    0              ​Seconds, 0=Always​
                          ​     ​
                        ​      ​                ​                      ​
Continue to rule seq . .​ N    .0              ​Y=Yes, N=No. 0=Following rule​

F3=Exit​  ​F4=Prompt​              ​F12=Cancel​

Modify data, or press Enter to confirm.                                       ​

-
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Parameter or Option Description

Entry Type IBM i (OS/400) Audit journal entry type
F4 = Choose from a list of available types

Sequence Enter a sequence number or accept the
default as presented. The sequence
number determines the order of rule
processing when there is more than one
rule for a given audit type.

Description Enter a meaningful description of the rule.
Check if in Time
group

You can optionally limit this group only to
a specific Time Group.
Blank = Apply rule only to events
occurring during time group
N = Apply rule only to events occurring
outside the times defined in the time
group
Name = Time Group name
F4 = Choose Time Group name from list
Blank = Do NOT use Time Group name
for rule selection

Perform action Y= Perform this action according to the
rule
N = Do NOT perform this action
Name = Name of the action to trigger by
this rule
F4 = Select an action from list
Add = Define a new action for this rule
*NONE = No actions are triggered by this
rule

If event rate
exceeds

Only perform the action if the event
occurs more than a given number of times
in a given time period. For example, 10
times in every 5 seconds. If you want to
run the action always, enter 1/1.
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Parameter or Option Description

Run action once
per

The number of seconds between each
performance of the action.

Continue to rule
seq

Y= After performing the actions, continue
to the rule sequence.

3. Enter parameters and data as described in the table. Press Enter
when finished. The Filter Conditions screen appears. Filter
criteria enable you to limit application of real-time detection rules to
certain specific conditions.

Status and Active Jobs
Use this feature to add and modify rules to work with active jobs
(WRKACTJOB) and work with system status.

1. Select 13. Status of Job, Sys, JobQ, OutQ from the
Action Main menu (STRACT). The Control System Activity
(Periodically) screen appears. The table below describes the
four standard entries that are included with the product.

                    ​Control System Activity (Periodically)​
                  ​   Rules for JobQ, OutQ, ActJob, SysSts           ​

                                       ​Subset by entry  . .​
                                       ​  by description . .​
Type option, press Enter.​            ​  by classification.​ C=Compliance,..​
  ​1=Select​ 3=Copy​ 4=Delete​        ​8=Msg​ 9=Explanation & Classification​

Opt​Entry​Seq​   ​Act​Cont.​Description     ​
 ​@J​   1.0  ​ ​N  ​N   ​PEPE is active (20)                               ​

 ​  ​  ​   2.0  ​ ​N  ​N   ​PEPINO is active (30)                             ​
 ​  ​  ​      ​ ​ ​ ​ ​ ​  ​Default for: Active job information @J            ​
 ​  ​@K​   1.0  ​ ​N  ​N   ​PEPE is NOT active                                ​
 ​  ​  ​   2.0  ​ ​N  ​N   ​PEPEINO is NOT active                             ​
 ​  ​  ​      ​ ​ ​ ​ ​ ​  ​Default for: Job not active @K                    ​
 ​  ​@Q​   1.0  ​ ​N  ​N   ​Active JobQ/OutQ information                      ​
 ​  ​  ​      ​ ​ ​ ​ ​ ​  ​Default for: Active JobQ/OutQ information @Q      ​
 ​  ​@S​   1.0  ​ ​Y  ​N   ​test system                                       ​
 ​  ​  ​      ​ ​ ​ ​ ​ ​  ​Default for: System status and pool information @S
                                                                  ​      Bottom​
F3=Exit   F6=Add New​ ​F8=Print​ ​F11=No/Default​ ​F12=Cancel​
                       ​F19=Info​ ​F22=Renumber​
Modify data, or press Enter to confirm.                                       ​

-
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Entry Rule Description

@J Logs Active job information, while comparing every line in the
WRKACTJOB to the rule that uses it.

@K Logs Inactive Jobs, while performing a check to verify whether the job
is active.

@Q Logs Active JobQ/OutQ information
@S Logs System status & pool information, while checking filter conditions

to verify if response criteria are met, and activating that response.

2. Select 1 to modify an existing rule or F6 to create a new rule. The
Add Selection Rule screen appears.

                               ​Add Selection Rule​
                  ​   Rules for JobQ, OutQ, ActJob, SysSts           ​

Entry type . . . . . . .​
 ​Sequence . . . . . . .​

Description  . . . . . .​
                        ​                               ​           ​
                         ​ N ​Name      ​
Check if in Time group .​

Perform action . . . . .​ Y *ADD               ​Name, *NONE, *ADD           ​

  ​Run action once per  .​   ​    0              ​Seconds, 0=Always​
                          ​     ​
                        ​      ​                ​                      ​

F3=Exit​  ​F4=Prompt​              ​F12=Cancel​
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Parameter or
Option

Description

Entry Type IBM i (OS/400) Audit journal entry type
F4 = Choose from a list of available types

Sequence Enter a sequence number or accept the default as presented.
The sequence number determines the order of rule processing
when there is more than one rule for a given audit type.

Description Enter a meaningful description of the rule.
Check if in
Time group

You can optionally limit this group only to a specific Time Group.
Blank = Apply rule only to events occurring during time group
N = Apply rule only to events occurring outside the times
defined in the time group
Name = Time Group name
F4 = Choose Time Group name from list
Blank = Do NOT use Time Group name for rule selection

Perform
action

Y= Perform this action according to the rule
N = Do NOT perform this action
Name = Name of the action to trigger by this rule
F4 = Select an action from list
Add = Define a new action for this rule
*NONE = No actions are triggered by this rule

If event
rate
exceeds

Only perform the action if the event occurs more than a given
number of times in a given time period. For example, 10 times
in every 5 seconds. If you want to run the action always, enter
1/1.

3. Enter parameters and data as described in the table. Press Enter
when finished. The Filter Conditions screen appears. Filter
criteria enable you to limit application of real-time detection rules to
certain specific conditions.

Working with Message Queues
This unique solution enables real-time auditing on message queues. Users
have the option to:

-
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l Modify rules according to all the message queue parameters
l Respond to the message by alerting the user (emails, SMS) and by
reacting to it directly (send auto response).

To work with message queues:

1. Select 14. Message Queue & QHST from the Action Main
menu (STRACT). The Message Queuemenu appears.

AUMSGM​                       ​ Message Queue ​              ​iSecurity⁄SysCtl​
                                                             ​System:​ S520    ​
Select one of the following:​

Settings​                             ​Build Rules for displayed Msgs      ​
 1. Control Message Queues⁄QHST   ​   ​51. Build rules from Displayed Msgs   ​
                                       ​55. Display History Log (Audit version)​
Real-Time Detection Rules​
11. Message Queue rules      ​

Activate MSGQ detection​
21. Activate​
22. Deactivate​

Set Start​
35. Set Start of QHST Time​

Selection or command                  ​
===>​

F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel                                ​
F13=Information Assistant  F16=AS⁄400 main menu                                
                                                                              ​

2. Select option 11. Message Queue rules. A table message
queues appears

Action|User Guide 47



                          ​Work with Message Queues​
                  ​Rules & Actions for Message Queue                 ​

                                       ​Subset by entry  . .​
                                       ​  by description . .​
Type option, press Enter.​            ​  by classification.​ C=Compliance,..​
  ​1=Select​ 3=Copy​ 4=Delete​        ​8=Msg​ 9=Explanation & Classification​

Opt​Entry​Seq​   ​Act​Cont.​Description     ​
 ​@0​ 999.9​N​ ​N​ ​N​  ​Default for: Message queue (Group Id 0) @0        ​

 ​  ​@1​   1.0 Y​ ​Y  ​N   ​Message queue (Group Id 1)                        ​
 ​  ​  ​ 999.9​N​ ​N​ ​N​  ​Default for: Message queue (Group Id 1) @1        ​
 ​  ​@2​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 2) @2        ​
 ​  ​@3​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 3) @3        ​
 ​  ​@4​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 4) @4        ​
 ​  ​@5​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 5) @5        ​
 ​  ​@6​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 6) @6        ​
 ​  ​@7​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 7) @7        ​
 ​  ​@8​ 999.9​N​ ​N​ ​ ​  ​Default for: Message queue (Group Id 8) @8        ​
 ​  ​@9​   1.0 Y​ ​Y  ​N   ​Test                                              ​
                                                                  ​     More...​
F3=Exit   F6=Add New​ ​F8=Print​ ​F11=No⁄Default​ ​F12=Cancel​ ​F22=Renumber​

Modify data, or press Enter to confirm.                                       ​

3. Type 1 to select a message to modify.

                            ​Modify Selection Rule​
                          ​Rules & Actions for Message Queue                 ​

Entry type . . . . . . .​ @1​Message queue (Group Id 1)                        
 ​Sequence . . . . . . .​   1.0

Description  . . . . . .​ Message queue (Group Id 1)                        
Sub-type list  . . . . .​ *ALL                          ​ *ALL, List​
                         ​ N ​Name      ​
Check if in Time group .​

Perform action . . . . .​ Y ALEX172310         ​Name, *NONE, *ADD           ​
  If event rate exceeds.​   ​    1 ⁄​    1      ​Events⁄Seconds, 1⁄1=Always​
  ​Run action once per  .​   ​    0              ​Seconds, 0=Always​
If true, re-check after.​     0​                ​Seconds, 0=Default​
If false, re-check after​     0​                ​Seconds​
Continue to rule seq . .​ N    .0              ​Y=Yes, N=No. 0=Following rule​

F3=Exit​  ​F4=Prompt​  ​F8=Print​  ​F12=Cancel​

-
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Option Description

Entry Type Audit types are the entries @1-@9. All choices have the same
parameters. These are the rule identifiers you use when setting
rules.
F4 = Choose from a list of available types

Sequence Enter a sequence number or accept the default as presented.
The sequence number determines the order of rule processing
when there is more than one rule for a given audit type.

Description Enter a meaningful description of the rule.
Check if in
Time group

You can optionally limit this group only to a specific Time Group.
Blank = Apply rule only to events occurring during time group
N = Apply rule only to events occurring outside the times
defined in the time group
Name = Time Group name
F4 = Choose Time Group name from list
Blank = Do NOT use Time Group name for rule selection

Perform
Action

Y = Perform this action according to rule
N = Do not perform this action
Name = name of action to trigger by this rule
*NONE = No actions are triggered by this rule
*ADD = Define a new action for this rule
F4 = Select an action from the list

If event
rate
exceeds

Only perform the action if the event occurs more than a given
number of times in a given time period. For example, 10 times
in every 5 seconds. If you want to run the action always, enter
1/1.

Run action
once per

The number of seconds between each performance of the
action.

If true,
delay
interval

Define the number of seconds to wait before performing the
action. The default is 0.

Continue
to rule seq

Y= After performing the actions, continue to the rule sequence.
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Working with Time Groups
Time groups are user-defined sets of time and day of the week parameters
that you can use as filter criteria when working with real time detection
rules, queries, reports and the history log. Time group filters can either be:

l Inclusive – Including all activities occurring during the time group
periods

l Exclusive – Including all activities not occurring during the time
group periods

To define a time group:

1. Select 31 from the Audit Main menu (STRAUD)or 51 from Action
Main menu (STRACT). The Define Time Groups window
appears.

                             ​Define Time Groups​

Type options, press Enter.                                                    ​
  ​1=Select​  ​4=Delete​

Opt​Time Group​  ​Description​
ALON      ​  ​Special group                 ​

 ​ FRANCEWH  ​  ​SITE  GROUP                   ​
 ​ WORKHOURS ​  ​Regular work hours            ​
 ​ WORKHOURS1​  ​Regular work hours + 1        ​
 ​ WORKHOURS2​  ​Regular work hours + 2        ​
 ​ WORKHOURS3​  ​Regular work hours + 3        ​

                                                                  ​      Bottom​
F3=Exit​  ​F6=Add new​  ​F8=Print​       ​F12=Cancel​

2. Type 1 to select an existing time group to modify or press F6 to create
a new time group.

-

50 Action | User Guide



                             ​Change Time Group​

Time Group . . .​ALON      ​
Description  . .​Special group                 

Type choices,  press Enter​

          ​Start​ End​  ​Start​ End​
Monday   ​ 8:00 12:00  ​ 0:00  0:00
Tuesday  ​ 8:00 12:00  ​ 0:00  0:00
Wednesday​ 8:00 12:00  ​ 0:00  0:00
Thursday ​ 8:00 12:00  ​ 0:00  0:00
Friday   ​ 0:00  0:00  ​ 0:00  0:00
Saturday ​ 0:00  0:00  ​ 0:00  0:00
Sunday   ​ 8:00 12:00  ​ 0:00  0:00

 ​Note: An​End​time earlier than the​Start​time refers to the following day.​
       ​Example: Monday 20:00-08:00 means from Monday 20:00 until Tuesday 08:00​

F3=Exit​  ​F8=Print​  ​F12=Cancel​   ​F13=Repeat time​  ​F14=Clear time​

3. Enter the starting and ending times for each day of the week. Press
Enter when finished.

Parameter or
Option

Description

Time
Group

Enter a meaningful name for the Time Group. This field is
mandatory.

Description Type a meaningful description of the time group
Start and
End

For each relevant day of the week, enter Start and End Times in
the format HH:MM, using the 24-hour clock. Midnight is 00:00.
NOTE: An End time earlier than the Start time refers to the
following day. For example, Monday 20:00-08:00 means from
Monday 20:00 until Tuesday 08:00.

F13 Copy starting and ending times from cursor line to all
subsequent days

F14 Erase the starting and ending times from the cursor line and
below

NOTE: If the ending time is less that the starting time, the period is
considered to roll forward to the next day. For example, the period
20:00 – 08:00 extends from 20:00 until 08:00 the next morning.
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Working with Actions
This section discusses the steps necessary to define the actions that are
triggered by a rule. Actions can consist of alert messages and/or command
scripts that perform one or more specific activities.

If your rule includes actions (the Action parameter on the Selection
Rule screen is not set to *NONE), the action definition screens appear
automatically. You can also define and modify actions separately from the
rule definition process.

To work with actions separately from rules:

1. Select 31 from the ActionMain menu (STRACT).

2. Select an action to modify from the list or press F6 to create a new
action. The definition screens for alert messages and command scripts
appear in sequence.

Defining Alert Messages
Your rule may send alert messages to designated personnel via one or more
of the following methods:

l E-mail over the Internet
l Local workstation message queue using the SNDMSG TOMSGQ
command

l Local user message queue using the SNDMSG TOUSER command
l Remote user on another System i system over the SNADS network
using the SNDNETMSG command

l SMS service to a cellular telephone
l Pager (beeper) message

None of the above requires any special hardware (although you may
implement hardware if your system is not linked to the internet). Sending
Email requires you to have an active Email. SMS and Pager require you to be
a user of an external service provider of such services as well. For details, call
your distributor.

Some points:

-
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l The exact interface to the Email, SMS and Pager can be adjusted by the
user as needed.

l The message definition consists of a pre-defined message together
with one or more recipient addresses. You may choose to use the
default message text or you may select a user-defined message.

l The exact interface can be found in file SMZ4DTA/AUSOURCE,
programs AUALR1R (Email), AUALR6R (SMS), AUALR7R (Special)

l Up to 60 characters of the original log entry that is emailed by Action
are inserted automatically to its subject.

To activate the user changes to the interface, follow this short procedure.

1. Modify the relevant program and compile into library SMZ4DTA.

2. To define alert messages, type 1 in the Opt field from the Work with
Actions screen (STRACT > 31). The Modify Alert Message screen
appears.

                             ​Modify Alert Message​

Type choices, press Enter.    ​

Action Name  . . . .​   ​ALEX081022​
Description. . . . .​   ​Created by Action                                 

Define alert message recipients​
1=E-mail  2=Message Queue  3=User  4=Remote User  5=LAN user  6=SMS  7=Special
8=SIEM​ 9=SNMP​           ​T=Twitter​
                    ​   ​       ​       ​                      ​

Type​  ​Recipient address, *USER, *DEV, *JOB, *SYSTEM; SIEM 1/2/3​
 ​1     ​ALEXM@RAZLEE.COM                                                
3     ​ALEX3                                                           
8     ​
    ​
    ​

     More...​

F3=Exit​ ​F4=Prompt​            ​F12=Cancel ​

Defining Command Scripts
Once you have finished defining alert messages, the Edit Action
Script screen appears automatically.
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                             ​Edit Action Script​

Action . .​VICT202448​ ​Created by Action                                 ​

Type choices, press Enter.​
  ​Note: Add quotes where needed. e.g. CALL PGM PARM('&PARM01' '&PARM02').  ​
Order​Label​    ​Command, GOTO label (unconditional)                     ​
 1.00 RUNAUQRY QRY(SCC@) PRVMIN(5) OUTPUT(*HTML) MAILTO(VV)        -
                ​
                 ​On error, go to label . .​ LVL001    
 2.00 LVL001     CHGUSRPRF USRPRF(&CPUSPF) STATUS(*DISABLED)                  -
                ​
                 ​On error, go to label . .​ LVL002    
 3.00 LVL002     MONMSG CPF0000                                               -
                ​
                 ​On error, go to label . .​
 4.00 -
                ​
                 ​On error, go to label . .​
                                                                  ​     More...​
F3=Exit​ F4=Prompt​ F7=Replacement variables​ ​F8=Replacement job​  ​F12=Cancel
F14=SYSLOG​ F15=SNMP​ F16=Twitter​

1. Use this screen to define one or more command scripts to run
whenever the rule conditions are met.

2. Press Enter to confirm

Commands execute sequentially according to a user-defined order.
Commands may include replacement variables that extract data from the
history log record and insert it as command parameters. Action also
supports conditional branching in the event that an error occurs during
script execution.

The following table summarizes the options and parameters contained in the
Action Script screen.
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Parameters
or Options

Description

Order The order to execute the commands
Label Optional alphanumeric label for the current line; used for the On

Error, Go To feature.
Command Command text including all parameters
On Error,
Go to
Label

Conditional branch to the line indicated by the label in the event
a script error results from the command on the current line

F4 Open a prompt window for command parameters and options
F7 Select a variable from pop-up window and insert it at the current

cursor position. Variables insert contents of journal entry data-
fields as command parameters.

Replacement Variables
Replacement variables enable you to extract data from the history log record
and insert it into command scripts as parameters. For example, in a
command script intended to terminate a suspicious job, the Job Name, Job
User and Job Number information would be extracted from the journal entry
and inserted into the appropriate parameter fields for the ENDJOB
command. The command with replacement values would appear as follows:

ENDJOB JOB(&ZRJOB/&ZRUSER/&ZRNBR) OPTION(*IMMED)

Replacement variables are always preceded by the ‘&’ character. If you
select the data field from a list using F7, this character is inserted
automatically.

To insert a replacement parameter, follow this procedure.

1. Move the cursor to the appropriate location in your command script
in the Action Script window.

2. Press F7 to display the Select Field popup window.
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                             ​Edit Action Script​
        ​....................................................................​
Action ​:​                         ​Select Field​                         ​:​
        ​:​ Entry .:​C@​User profile changed (After & Previous images)    ​ :​
        ​:​ Type options, press Enter.  ​                                  ​:​
Type ch​:​  ​1=Select            ​     ​Subset by text .​ :​
  ​Note:​:​                                                                ​:​
Order​L​:​ Opt​Description​                                    ​Attributes​:​
 1.00 :​ ​ Message text                                      ​   1000​ :​ -
       ​:​ ​ Record data                                       ​   6000​ :​
        ​:​ ​ Date & Time   yyyy-mm-dd-hh.mm                    ​A    19​ :​
 2.00 :​ ​ Date yyyy-mm-dd                                   ​A    10​ :​ -
       ​:​ ​ Hour of day yyyy-mm-dd.hh                         ​A    13​ :​
        ​:​ ​ Time HH.MM.SS                                     ​A     8​ :​
 3.00 :​ ​ Name of job                                       ​A    10​ :​ -
       ​:​ ​ User of job                                       ​A    10​ :​
        ​:​                                                   ​     More...​:​
 4.00 :​ Marked fields are part of the generic header.​                 ​:​ -
       ​:​ F3=Exit   F12=Cancel                  ​                        ​:​
        ​:​                                                                ​:​
        ​:..................................................................:​.​
F3=Exit​ F4=Prompt​ F7=Replacement variables​ ​F8=Replacement job​  ​F12=Cancel
F14=SYSLOG​ F15=SNMP​ F16=Twitter​

3. Select the desired field from which you would like to extract data, and
press Enter.

Conditional Branching
Action command scripts support conditional branching in the event of a
script error. The Label field identifies a command line for branching
purposes. The On Error Go To Label field instructs the script to
branch to the line indicated by the label in the event that an error is
generated by the command.

To end script processing in the event of a script error, insert a label on a
blank line following the last command. Enter that label in the On Error
Go To Label field on each active command line.

Testing and Debugging Your Rules
Real-time detection rules are, in fact, small programs. They require testing,
debugging and maintenance to ensure that they work properly. The
following suggestions will help you with this process.

-
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l Make sure that the all actions and events that you wish to include in
your rule are captured by the IBM i (OS/400) audit settings (current
setting, user activity auditing, and object auditing). If you create a real-
time detection rule for an event that is not captured by the IBM i
(OS/400) audit settings, it will not function.

l Enable logging for all real-time rules. The history log provides you with
a complete audit trail for your rules. This information is invaluable
when testing and debugging complex rules.

l Test the filter conditions in your rules before adding actions (alert
messages and command scripts). Use the Query and/or Display
Audit Log features to examine the history log entries. Verify that
the log contains all the events that you wish to capture and only those
events that you wish to capture.

l Create and test your actions before including them in a rule.
l Temporarily disable any other rules that include the same events or
otherwise conflict with the rule that you are testing. Set the Log
parameter to ‘N’ and the Action parameter to *NONE to accomplish
this.

NOTE: Do not forget to re-activate your rules after you finish testing!
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User Management
This chapter presents several powerful security tools that control the ability
of users to signon to the system. These tools enhance active system security
by enabling you to perform the following tasks:

l View and modify security parameters in user profiles using a
convenient wizard interface

l Automatically disable inactive users
l Restrict user signon to specific hours and days
l Prevent user signon during planned absences or following termination
l Analyze default passwords for effectiveness

These options are accessed directly from Action by selecting 21. User
Management from the main screen. The User Managementmenu
appears.

AUUSRMN​                     ​ User Management ​              ​iSecurity/Action
                                                            ​System:​ ​RLDEMO  
Active User                   ​        ​User Absence Security        ​
 1. Work with Users (WRKACUSR)​        ​41. Work with Schedule       ​
42. Display Schedule         ​
Disable Inactive Users        ​
11. Work with Auto-Disable    ​
12. Disable Exceptions        ​

Delete / Revive Users         ​
21. Delete Unused Disabled Users​
22. Delete Exceptions        ​
26. Revive Deleted Users     ​         ​User and Password Reporting​
61. Analyze Default Passwords​
Authorized Signon Times      ​         ​62. Print Password Info      ​
31. Work with Schedule       ​         ​63. Print Special Authorities ​
32. Display Schedule         ​         ​64. Print Program and Queues  ​

Selection or command                  ​
===>​

F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel                                ​
F13=Information Assistant  F16=System main menu                                
                                                                              ​

Working with Users
The Work with Users Wizard enables you to view and modify
several security-related parameters in the user profile by using a user-
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friendly wizard interface. You can view and work with many different users
at once and compare settings between different users.

The security officer can use this tool to review all users at-a-glance and
immediately disable suspicious users. One-key access is provided to many of
the other user signon tools.

1. To start the Work with Users wizard, select 1 from the User
Managementmenu. The Work with Users screen appears,
offering you several options to display filtered subsets of users.

 ​      ​ ​     ​     Action Work with Users (WRKACUSR)     ​
 ​ ​      ​ ​
Type choices, press Enter.​

User . . . . . . . . . . . . . .​ ​*ALL         ​Name, generic*, *ALL          
Select-User enabled  . . . . . .​ ​*ALL         ​*YES, *NO, *ALL               
       User has password . . . .​ ​*ALL         ​*YES, *NO, *ALL               
       Days since last signon  .​ ​*ALL         ​Number, *ALL                  
       Invalid signon attempts  ​ ​*ALL         ​Number, *ALL                  
Allow- Planning of enablement  .​ ​*YES         ​*YES, *NO                     
       New Password to *SECADM  ​ ​*NO          ​*YES, *NO                     

                                                                 ​       Bottom​
F3=Exit   F4=Prompt   F5=Refresh   F10=Additional parameters   F12=Cancel      
 F13=How to use this display        F24=More keys                              ​

2. Set parameters according to the following options.
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Parameter Description

User *ALL = Display all users
Generic* = Display all users beginning with text
preceding the *
Name = Display a specific user profile

User enabled *YES = Display enabled users, with passwords, who can
sign on
*NO = Display disabled users and those who cannot sign
on
*ALL = Display users irrespective of status

User has password *YES = Display only users whose password has not
expired
*NO = Display only users whose password has expired
*ALL = Display users irrespective of password
expiration

Days since last
signon

*Number = Display only users who have not signed on
for at least the specified number of days
*ALL = Display users irrespective days since last sign-
on

Invalid signon
attempts

*Number = Display only users who have not signed on
for at least the specified number of days
*ALL = Display users irrespective of days since last
sign-on

Allow Planning of
enablement

*YES = Enable user
*NO = Disable user

Allow New
Password to
*SECADM

*YES = New password allowed for SECADM user
*NO = No new password allowed for SECADM user

The Work with UsersWizard consists of several screens, each
containing several related parameters. The same function key options are
available on all screens. On each of these screens, users that cannot signon
to the system are displayed in pink.
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Screen 1: Working with User Status - Basic
The first screen shows whether individual users can signon to the System i
system. To signon, users must be enabled and have a valid, non-expired
password.

                       ​Work with User Status - Basic​              ​iSecurity​
                                                  ​Position to . .​
Type options, press Enter.             ​
 ​1=Select   3=Enable    4=Disable   6=Reset count   7=Expire​
                         ​Users displayed in pink are not eligible to sign on.​
Opt​User  ​  ​Disabled​Password​

#RONI     ​ No ​   ​Yes ​
#VV       ​ No ​   ​Yes ​Victor # weak user                                
#VVV      ​ No ​   ​Yes ​Victor # weak user                                
#01       ​ No ​   ​None​*NONE                                             
A         ​ No ​   ​None​*NONE                                             
AAA       ​ No ​   ​None​*NONE                                             
AAACCC    ​ No ​   ​None​*NONE                                             
AABBCC    ​ No ​   ​None​*NONE                                             
ABCDE     ​ No ​   ​None​*NONE                                             
ACUM      ​ No ​   ​Yes ​for bosanova                                      
AGROUP    ​ No ​   ​None​*NONE                                             
ALERTSH   ​ No ​   ​Yes ​DetectIT Self Help Administrator                  
ALEX      ​ No ​   ​Yes ​Alex - Supporteam strong user                     
ALEX2     ​ No ​   ​Yes ​Security Officer                                  

                                                                 ​     More...​
F3=Exit​  ​F7=Subset​  ​F8=Print​  ​F11=Additional parameters​  ​F12=Cancel​
F14=Absence Security​  ​F15=Auto-disable exceptions​  ​F16=Signon times​  ​ ​
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Parameter Description

Opt 1 = Display all parameters for the selected user profile (see below)
3 = Enable user profile
4 = Disable user profile
6 = Reset invalid sign-on attempt counter – prevents automatic
disabling of this user due to excessive sign-on errors
7 = Set password to ‘expired’ – this user must change password at
next sign-on

Disabled Yes
No

Password Yes = User profile has a valid password and can sign on
No = No password is associated with this user profile and he
cannot sign on

F7 Display a subset of user profiles filtered according to status
parameters (available on all screens)

F11 Display the next of the three parameter screens for the currently
displayed user profiles

F14 Temporarily disable users during planned absences (for example,
vacation, sick, leave of absence), or permanently delete users
leaving the organization

F15 Specify users that should never be disabled automatically, even if
they have not signed on for a long period of time (inactive user)

F16 Restrict user sign-on to predefined working hours

To display all parameters for a single user, type 1 in the Opt field for the
required user. The Work with User Status – Details screen
appears. Use the function keys to modify parameters as described in the
table.

-
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                       ​Work with User Status - Details​             ​iSecurity

User . . . . . . . . . . :​ ​#RONI     ​
                             ​
Disabled . . . . . . . . :​ ​No ​
Password . . . . . . . . :​ ​Yes ​

Previous signon  . . . . :​ ​ 0⁄00⁄00​      ​
Days passed  . . . . . . :​ ​      ​
Planned action . . . . . :​ ​None   ​  0⁄00⁄00​

Invalid attempts . . . . :​ ​         ​
Expiration interval  . . :​ ​      ​
Expiration date  . . . . :​ ​        ​
Days in use  . . . . . . :​ ​   190​
Days left  . . . . . . . :​ ​      ​

F3=Exit​ ​F7=Enable​ ​F8=Disable​ F9=Reset password count​ F10=Expire password​
F12=Cancel​

Parameter Description

F7 Enable user profile
F8 Disable user profile
F9 Reset invalid sign-on attempt counter – prevents automatic

disabling of this user due to excessive sign-on errors
F10 Set password to ‘expired’ – user must change password at next

sign-on

Screen 2: Working with User Status - Signon
This screen displays recent signon statistics for each user profile. In addition,
the scheduled date of any automatic actions (disable or delete) by the Action
absence control feature is displayed.
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*SUBSET*​             ​Work with User Status - Signon​             ​iSecurity​
                                                  ​Position to . .​
Type options, press Enter.             ​
 ​1=Select   3=Enable    4=Disable   6=Reset count   7=Expire​

Opt​User  ​       ​Previous signon​  ​Days passed​ ​Planned action​
HAYEST    ​   ​22⁄11⁄11​ 17:29​    ​ 2799​     ​None   ​ 0⁄00⁄00​

 ​ HUSER     ​   ​ 0⁄00⁄00​      ​    ​     ​     ​None   ​ 0⁄00⁄00​
 ​ IBM       ​   ​ 9⁄02⁄03​ 16:28​    ​ 6007​     ​None   ​ 0⁄00⁄00​
 ​ IBOLT     ​   ​ 9⁄08⁄07​  6:10​    ​ 4365​     ​None   ​ 0⁄00⁄00​
 ​ ILAN      ​   ​26⁄02⁄15​ 15:02​    ​ 1607​     ​None   ​ 0⁄00⁄00​
 ​ ILANR     ​   ​24⁄03⁄19​ 13:55​    ​  120​     ​None   ​ 0⁄00⁄00​
 ​ ILAN2     ​   ​ 0⁄00⁄00​      ​    ​     ​     ​None   ​ 0⁄00⁄00​
 ​ IMPERVA   ​   ​30⁄12⁄12​ 13:48​    ​ 2395​     ​None   ​ 0⁄00⁄00​
 ​ ISEC      ​   ​13⁄11⁄16​ 16:17​    ​  981​     ​None   ​ 0⁄00⁄00​
 ​ ISECAGENT ​   ​ 2⁄10⁄18​ 19:21​    ​  293​     ​None   ​ 0⁄00⁄00​
 ​ ISRAEL    ​   ​ 0⁄00⁄00​      ​    ​     ​     ​None   ​ 0⁄00⁄00​
 ​ ITZIK     ​   ​ 9⁄08⁄07​ 10:48​    ​ 4365​     ​None   ​ 0⁄00⁄00​
 ​ I304001F11​   ​ 1⁄01⁄19​ 12:53​    ​  202​     ​None   ​ 0⁄00⁄00​
 ​ JAVA      ​   ​20⁄06⁄19​ 10:29​    ​   32​     ​None   ​ 0⁄00⁄00​
                                                                  ​     More...​
F3=Exit​  ​F7=Subset​  ​F8=Print​  ​F11=Additional parameters​  ​F12=Cancel​
F14=Absence Security​  ​F15=Auto-disable exceptions​  ​F16=Signon times​  ​ ​

Parameter Description

Opt 1 = Display all parameters for selected user profile
3 = Enable user profile
4 = Disable user profile
6 = Reset invalid sign-on attempt counter – prevents automatic  
disabling of this user due to excessive sign-on errors
7 = Set password to ‘expired’ – this user must change password at
next sign-on

Previous
Signon

Date and time of previous sign-on for this user profile

Days
Passed

Days since previous sign-on for this user profile

Planned
Action

Displays the date of planned absence control actions (Delete or
disable) for this user profile

Screen 3: Working with User Status - Password
This screen displays the number of invalid signon attempts and the
expiration status of user passwords. This information makes it possible for
the security officer to verify that users change their passwords in accordance
with the security policy.
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*SUBSET*​             ​Work with User Status - Password​          ​iSecurity​
                                                  ​Position to . .​
Type options, press Enter.             ​
 ​1=Select   3=Enable    4=Disable   6=Reset count   7=Expire​
                   ​Invalid​    ​Expiration​ ​Expiration​     ​Days​    ​Days​
Opt​User  ​       ​Attempts​    ​Interval​     ​Date​       ​In use​   ​Left​

EVG2912B  ​   ​       ​     ​      ​     ​        ​     ​ 1127​   ​     ​
 ​ EVG2912X  ​   ​       ​     ​      ​     ​        ​     ​ 1127​   ​     ​
 ​ EXODUS    ​   ​       ​     ​      ​     ​        ​     ​     ​   ​     ​
 ​ EYAL      ​   ​       ​     ​*NOMAX​     ​        ​     ​ 1070​   ​     ​
 ​ FERNANDO  ​   ​       ​     ​      ​     ​        ​     ​ 2756​   ​     ​
 ​ FILESCOPE ​   ​       ​     ​      ​     ​        ​     ​     ​   ​     ​
 ​ FORGOT    ​   ​       ​     ​*NOMAX​     ​        ​     ​ 1723​   ​     ​
 ​ FORGOTAUA ​   ​       ​     ​*NOMAX​     ​        ​     ​ 1145​   ​     ​
 ​ FORGOTDEU ​   ​       ​     ​*NOMAX​     ​        ​     ​ 1728​   ​     ​
 ​ FORGOTENG ​   ​       ​     ​*NOMAX​     ​        ​     ​ 1728​   ​     ​
 ​ FORGOTHEB ​   ​       ​     ​*NOMAX​     ​        ​     ​ 1728​   ​     ​
 ​ FORGOTS   ​   ​       ​     ​*NOMAX​     ​        ​     ​   46​   ​     ​
 ​ FORGOTV   ​   ​       ​     ​*NOMAX​     ​        ​     ​  307​   ​     ​
 ​ FORGOTYYY ​   ​       ​     ​*NOMAX​     ​        ​     ​  764​   ​     ​
                                                                  ​     More...​
F3=Exit​  ​F7=Subset​  ​F8=Print​  ​F11=Additional parameters​  ​F12=Cancel​
F14=Absence Security​  ​F15=Auto-disable exceptions​  ​F16=Signon times​  ​ ​

Parameter Description

Opt 1 = Display all parameters for selected user profile
3 = Enable user profile
4 = Disable user profile
6 = Reset invalid sign-on attempt counter – prevents automatic
disabling of this user due to excessive sign-on errors
7 = Set password to ‘expired’ – this user must change password
at next sign-on

Invalid
Attempts

Blank = User profile is enabled
No = User profile is disabled

Expiration
Interval

Number of days between required password changes

Expiration
Date

Next password expiration date

Days in
Use

Number of days the current password has been in use

Days Left Number of days before the current password expires
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Disable Inactive Users
The presence of valid but inactive user profiles can pose a potentially serious
security threat. Hackers can exploit these profiles to gain access to critical
data via FTP, ODBC connectivity or other methods even without knowing the
password.

For this reason, it is always a good idea to periodically audit your system and
disable any users who have not signed on recently. The Working with Users
Wizard, discussed in the previous section, is an excellent tool for performing
such a review and manually disabling inactive users.

Audit includes the Auto-Disable feature, which enables you to disable
inactive user profiles automatically after a specified period. Automatic
disabling applies to any user who has not signed on for the specified number
of days. You can also designate specific users as exceptions, who cannot be
disabled automatically. IBM i (OS/400) system generated profiles (Prefixed
by the letter ‘Q’) are never automatically disabled.

Working with Auto-Disable
To define when to disable inactive users:

1. Select 11. Work with Auto-Disable from the User
Managementmenu. The Auto-Disable Inactive Users
screen appears.

-
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Extended​              ​Auto-Disable Inactive Users​   ​With generic* support​

Type choices, press Enter.  ​

  ​Auto-Disable inactive users  . .​ *YES         ​*YES, *NO       ​

  ​Days of inactivity . . . . . . .​ 366          ​1-366, 0-*NOMAX​

Users who have not signed on for the specified period will be disabled     ​
automatically by this feature.                                            ​

Q* profiles, which are required for system activity, are never disabled.  ​
Press F11 to prevent specific users from being disabled automatically.    ​

F3=Exit​  ​F11=Exceptions​  ​F12=Cancel​

                                                                            ​ ​

Parameters Description

Auto-
Disable
inactive
users

*NO = Inactive users are not automatically disabled.
*YES = Inactive Users are automatically disabled after they
have been inactive for the number of days in the Days of
inactivity parameter.

Days of
inactivity

Enter a number between 1 -366.

2. Enter your parameters and press Enter.

Exceptions
To define the exceptions for inactive user disabling:

1. Select 12. Disable Exceptions from the User
Managementmenu. The Auto-Disable Exceptions screen
appears.
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                          ​Auto-Disable Exceptions​

Specify user names or generic* that should NEVER be disabled automatically.​
                                               ​Position:  ​
Type options, press Enter.​
  ​4=Delete​
Opt​User​      ​Description​

AB*       ​                                                   ​
 ​ AVRAHAM   ​ Avrohom Notik                                     ​
 ​ IXY*      ​                                                   ​
 ​ ​ QANZAGENT ​                                                   ​
 ​ ​ QAUTPROF  ​ IBM-supplied User Profile                         ​
 ​ ​ QCLUMGT   ​ IBM-supplied User Profile                         ​
 ​ ​ QCLUSTER  ​ IBM-supplied User Profile                         ​
 ​ ​ QCOLSRV   ​ IBM-supplied User Profile                         ​
 ​ ​ QDBSHR    ​ Internal Data Base User Profile                   ​
 ​ ​ QDBSHRDO  ​ Internal Data Base User Profile                   ​
 ​ ​ QDFTOWN   ​ Default Owner for System Objects                  ​
 ​ ​ QDIRSRV   ​ OS⁄400 Directory Services Server User Profile     ​
                                                                  ​     More...​
Users defined in the Auto-Disable exception list, are considered excluded.​
F3=Exit    F6=Add new    F12=Cancel​

2. Press F6=Add new. The Add Users to Exception List
appears.

3. Enter the profiles not to disable and press Enter.

Delete/Revive Users
You can set a time period after which disabled, inactive users are
automatically deleted. If a user is deleted by mistake, you can revive the
user.

To define when to delete disabled, inactive users:

1. Select 21. Delete Unused Disabled Users from the User
Managementmenu. The Work with Auto-Delete of User
Profiles screen appears.

-
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                   ​Work with Auto-Delete of User Profiles​

Users who were inactive for the period specified below, and are *DISABLED,​
can be set to be automatically deleted. Q* user profiles, are never deleted.​

Type choices, press Enter.  ​

Delete Inactive *DISABLED users . .​  ​*YES      ​*YES, *NO​

Numbers of days of inactivity . . .​  ​  999     ​1-999, 0=*NOMAX​
Note that this number has no relevance to the date the user was disabled.​

Delete pending distributions  . . .​  ​*YES      ​*YES, *NO​
Pending distributions must be deletd before a DLTUSRPRF runs.              ​

Parameters of DLTUSRPRF (Press F4).​  ​

F3=Exit​ ​F4=Prompt​ ​F12=Cancel​

Parameters Description

Delete
Inactive
*DISABLED
users

*NO = Inactive disabled users are not automatically deleted.
*YES = Inactive disabled users are automatically deleted after
they have been inactive for the number of days in the Number
of days of inactivity parameter.

Number of
days of
inactivity

Enter a number between 1 -999.
This parameter and the Days of inactivity parameter
in the Auto-Disable Inactive Users screen start counting from
the same date. So, for example, if you want to disable a user
after 60 days and then delete the user after a further 30 days,
set this parameter to 90.

Parameters
of
DLTUSRPRF
(Press F4)

Press F4 to open the DLTUSRPRF screen and set the parameters
for when the inactive, disabled users are deleted.

2. Enter your parameters and press Enter.

Deleting Exceptions
To delete exceptions select 22. Delete Exceptions from the User
Management menu (STRACT > 21). The Auto-Delete Exceptions screen
appears.
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                         ​Auto-Delete Exceptions​

Specify user names or generic* that should NEVER be deleted automatically.  ​
                                               ​Position:  ​
Type options, press Enter.​
  ​4=Delete​
Opt​User*​     ​Description​
 ​ *EXC_DISAB​ All the users in Auto-Disable Exception list      ​

                                                                  ​      Bottom​
Users in pink are excluded by OS⁄400, and cannot be deleted from this list.​
F3=Exit    F6=Add new    F12=Cancel​

2. Enter 4 next to the User to be deleted, then press Enter. The Auto-Delete
Exceptions are deleted.

Revive Deleted Users
To restore a deleted user:

1. Select 26. Revive Deleted Users from the User
Managementmenu. The Revive Deleted Users screen
appears.

-
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                            ​Revive Deleted Users​

Type options, press Enter.​           ​Position to . . .​          ​
  ​1=Select   ​                        ​Subset  . . . . .​

Opt​User   ​  ​Description​                                      ​Delete date ​
ALEX5     ​Alex - Supporteam strong user                     ​2019-07-21​

 ​ AODTMP001 ​Temp. user of job 559777⁄LOWUSR⁄QPADEV000W        ​2019-07-21​
 ​ DB2       ​DB-Gate                                           ​2019-07-23​

                                                                  ​      Bottom​
F3=Exit   F5=Refresh                            ​

2. Select the User to be restored and press 1=Select. The Create
User Profile screen appears.

3. Press Enter. The user is restored.

Authorized Signon Times
Even valid user profiles have the potential for abuse. A common hacker trick
is to obtain a user’s password and use it to signon after the user has left
work to access programs and data with that user’s authorities. With this
method, a dishonest employee can bypass object level security and remain
invisible to subsequent audit.

An effective defense against this scenario would be to restrict user signon to
authorized working hours. Audit includes a user-friendly tool for defining
authorized signon periods for users, by time and day of the week.

Working with Signon Schedule
To define the permitted signon times for users:

1. Select 31. Work with Schedule from the User
Managementmenu. The Work with Signon Schedule
screen appears.
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Sorted by Group​         ​Work with Signon Schedule​

Type options, press Enter.                                                    ​
  ​1=Select​  ​4=Delete​                       ​Position to Group .​           ​

                ​Group     ​
Opt​ User     ​ Profile   ​Enable  ​Disable ​Days              ​

 ​#RONI     ​          ​ 08:00​  ​19:00​ ​*ALL                              
 ​#VV       ​          ​ 08:00​  ​19:00​ ​*ALL                              
 ​#VVV      ​          ​ 08:00​  ​19:00​ ​*ALL                              
 ​ALEX      ​          ​ 08:00​  ​19:00​ ​*ALL                              
 ​ALEX2     ​          ​ 08:00​  ​19:00​ ​*ALL                              
 ​AMIR      ​          ​ 08:00​  ​19:00​ ​*ALL                              
 ​AZ        ​          ​ 08:00​  ​19:00​ ​*ALL                              
 ​AVRAHAM   ​JR        ​ 08:00​  ​19:00​ ​*ALL                              

                                                                  ​      Bottom​

F3=Exit​  ​F6=Add new​  ​F8=Print​  ​F11=Sort by User⁄Group​  ​F12=Cancel​

2. Press F6=Add new. The Create Signon Schedule appears.

                       ​Create Signon Schedule​

Type choices, press Enter.​

  ​Enable . . . . . . . . . . . . .​  8:00              ​Time, 99:99=*NONE​
  ​Disable  . . . . . . . . . . . .​ 19:00              ​Time, 99:99=*NONE​

  ​This rule is in effect:  ​
    ​Every day  . . . . . . . . . .​ Y
     ​-or-                         ​Mon​Tue​Wed​Thu​Fri​Sat​Sun​
    ​Only on specified days . . . .​  ​  ​  ​  ​  ​  ​   ​Y=Yes​

Apply schedule to user profile . .​         ​Name                ​

F3=Exit  ​F12=Cancel​

-
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Parameters Description

Enable/Disable Enter the time range when the user can sign on. The day
starts at 00:00 and finishes at 23:59. If the enable time is
before the disable time (for example enable at 22:00 and
disable at 05:00), then the disable time is for the following
day.

Rule is in effect
every day

Y = the sign on rule is valid for all days of the week.

This rule is in
effect

Enter Y for each specific day for which the sign-on rule is
valid.

Apply schedule
to user profile

Name = The sign-on schedule is only for this specific profile

3. Enter your parameters and press Enter. The updated schedule
appears in the Work with Signon Schedule screen.

Display Signon Schedule
To display the signon schedule:

1. Select 32. Display Schedule from the User Management
menu. The Display Activation Schedule screen appears.

 ​    ​ ​       ​  Display Activation Schedule (DSPACTSCD)  ​
 ​ ​    ​ ​
Type choices, press Enter.​

Output . . . . . . . . . . . . .​ ​*            ​*, *PRINT                     

                                                                 ​       Bottom​
F3=Exit   F4=Prompt   F5=Refresh   F12=Cancel   F13=How to use this display    
 F24=More keys                                                                 ​
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2. Select either * to display the report or *PRINT to send the report to
a printer and press Enter. The report is produced.

User Absence Security
Another common security risk occurs when an authorized user is away on
temporary leave (for example, vacation, sick leave, maternity leave, business
trips, and so on.) or leaves the organization. Action enables you make certain
that nobody can signon with specific user profiles during such scheduled
absences by disabling or deleting user profiles automatically on a specific
date.

To define absences:

1. Select 41. Work with Schedule from the User
Managementmenu. The Work with User Absence
Schedule screen appears.

                       ​Work with User Absence Schedule   ​

Disable users on temporary leave (eg. vacation, sick, leave of absence), or   ​
Permanently delete users leaving the organization.                            ​
Type options, press Enter.                                                    ​
  ​1=Select​  ​4=Delete​
Opt​User  ​   ​Date​   ​Description​

ALEX      ​31⁄12⁄19​Alex - Supporteam strong user                     ​

                                                                  ​      Bottom​

F3=Exit​  ​F6=Add New​  ​F8=Print list​  ​F11=Fold⁄Drop​  ​F12=Cancel​

2. Press F6=Add new. The Add User Absence Schedule
appears.

-
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                          ​Add User Absence Schedule   ​

Type choices, press Enter.​

  ​User  . . . . . . . . . . . .​
  ​Date  . . . . . . . . . . . .​  0⁄00⁄00
  ​Action  . . . . . . . . . . .​              ​1=Disable ​
                                                ​2=Delete  ​
For scheduled *DELETE:      ​
  ​Owned object option . . . . .​        ​*NODLT, *DLT, *CHGOWN ​
  ​New owner (if *CHGOWN). . . .​

  ​Primary group change option .​        ​*NOCHG, *CHGPGP​
  ​New primary group . . . . . .​
  ​New primary group authority .​       ​*OLDPGP, *PRIVATE, *CHANGE​
                                                 ​*USE, *EXCLUDE​

  ​F3=Exit​  ​F12=Cancel​
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Parameters Description

User The user who will be absent
Date The date from which the user will be absent
Action 1=Disable The user will be disabled from the date entered.

2=Delete The user will be deleted from the date entered.
If you disable a profile, you must manually re-enable the profile
using the CHGUSRPRF command.

For
scheduled
*DELETE

The parameters below are only relevant if you set Action to 2
(Delete).

Owned
object
option

*NODLT = The owned objects for the user profile are not
changed, and the user profile is not deleted if the user owns any
objects.
*DLT = The owned objects for the user profile are deleted. The
user profile is deleted if the deletion of all owned objects is
successful.
*CHGOWN = The owned objects for the user profile have
ownership transferred to the specified user profile. The user
profile is deleted if the transfer of all owned objects is successful.

New
Owner

When *CHGOWN is specified, a user profile name must be
specified for the new user profile.
Specify the name of the user profile.

Primary
group
change
option

*NOCHG = The objects the user profile is the primary group for
do not change, and the user profile is not deleted if the user is
the
primary group for any objects.
*CHGPGP = The objects the user profile is the primary group for
are transferred to the specified user profile. The user profile is
deleted if the transfer of all objects is successful.

New
primary
group

When *CHGPGP is specified, a user profile name or *NONE must
be specified.
The name of the user profile. The user profile specified must
have a group ID number (gid).

-
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Parameters Description

New
primary
group
authority

*OLDPGP = The new primary group has the same authority to
the object as the old primary group.
*PRIVATE = If the new primary group has a private authority to
the object, it will become the primary group for that object and
the primary group authority will be what the private authority
was. If the new primary group does not have a private authority
to the object, it becomes the primary group but does not have
any authority to the object.
*ALL = The new primary group has *ALL authority to the object.
*CHANGE = The new primary group has *CHANGE authority to
the object.
*USE = The new primary group has *USE authority to the object.
*EXCLUDE = The new primary group has *EXCLUDE authority to
the object.

3. Enter your parameters and press Enter. The updated schedule
appears in the Work with Signon Schedule screen.

NOTE: Refer to IBM documentation for a complete discussion regarding the
concepts of object ownership and primary groups.

Display Absence Schedule
To display the absence schedule:

1. Select 42. Display Schedule from the User Management
menu. The Display Expiration Schedule screen appears.
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 ​    ​ ​       ​  Display Expiration Schedule (DSPEXPSCD)  ​
 ​ ​    ​ ​
Type choices, press Enter.​

Output . . . . . . . . . . . . .​ ​*            ​*, *PRINT                     

                                                                 ​       Bottom​
F3=Exit   F4=Prompt   F5=Refresh   F12=Cancel   F13=How to use this display    
 F24=More keys                                                                 ​

2. Select either * to display the report or *PRINT to send the report to
a printer and press Enter. The report is produced.

User and Password Reporting
User management has a group of reports that enables you to analyze
password usage.

A profile is said to have a default password whenever the password is the
same as the profile name. Obviously, this is dangerous because it is so easy
to guess. This feature enables you to print a report of all the user profiles on
the system that have a default password, and optionally disable those
profiles or expire their passwords.

To analyze default passwords:

1. Select 61. Analyze Default Passwords from the User
Managementmenu. The Analyze Dft Password by Audit
screen appears.

-
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 ​    ​ ​       ​ Analyze Dft Passwords by Audit(ANZAUDFTP) ​
 ​ ​    ​ ​
Type choices, press Enter.​

Action taken against profiles  .​ ​*NONE        ​*NONE, *DISABLE, *PWDEXP      
                                ​ ​     ​

                                                                 ​       Bottom​
F3=Exit   F4=Prompt   F5=Refresh   F12=Cancel   F13=How to use this display    
 F24=More keys                                                                 ​

2. Select to display the report either for no action taken against the
password (*NONE), or for disabled passwords (*DISABLE) or for
expired passwords (*PWDEXP), and press Enter. The report is
produced.

Print Info
To print password information:

1. Select 62. Print Password Info from the User
Managementmenu. The Print User Profile screen
appears.

2. Enter the required parameters and press Enter. The report is
produced.

To print special authorities information:

1. Select 63. Print Special Authorities from the User
Managementmenu. The Print User Profile screen
appears.

2. Enter the required parameters and press Enter. The report is
produced.

To print environment information:
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1. Select 64. Print Program and Queues from the User
Managementmenu. The Print User Profile screen appears

2. Enter the required parameters and press Enter. The report is
produced.

-
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Authority Adoption Control
One of the most critical components of IBM i (OS/400) security is the ability
to restrict the authority to perform actions and to access objects to specific
individual users. Data entry clerks cannot work with payroll data or change
program source code. Programmers cannot update the customer master file
or record cash receipts.

Unfortunately, IBM i (OS/400) also provides that ability for programs run by
one user to “adopt” the authorities of another user. A user with some
programming knowledge could create a program that adopts authority to
gain access to critical databases. Under this scenario, programmer could use
his or her knowledge to get into the customer master file.

Authority adoption is an intentional waiver of control. Action provides
several tools that enable administrators to control who can create programs
that adopt authority, and which programs may adopt which specific
authorities. Several reports and queries are provided to facilitate a complete
audit trail of activities related to the creation and use of adopted authority.

To work with authority adoption, select 22.Authority Adoption
from the ActionMain menu.

AUADPMN​                    ​ Authority Adoption ​            ​iSecurity/Action
                                                            ​System:​ ​RLDEMO  
Select one of the following:​

Control Adopting Programs             ​
  ​ 1. Authorize Users to Create       ​

Analyze Adopting Programs             ​
  ​11. Print All Programs                ​
  ​12. Print Program Changes             ​

Analyze Use of Adopted Authority    ​
  ​41. Display Log - Actual Use        ​
  ​45. Display Log - Programs Created    ​

Selection or command                  ​
===>​

F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel                                ​
F13=Information Assistant  F16=System main menu                                
                                                                              ​
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Controlling program authority adoption is implemented at two levels:
l Controlling User Program Authority Adoption
l Adopting specific authorities authorization

Authorizing Users for Program Authority Adoption
Action enables you to restrict the program adoption for specific users. To
work with the list of authorized users:

1. Select Authorize Users to Create from the Authority
Adoptionmenu.

2. Set the General Authority parameter to *BYLIST.

3. Press F6 to add users to the list. Enter authorized user profile names.
Press Enter when finished

Analyze Programs that Use Adopt Authority
Print all programs using Action or Print programs changes only.

1. Select Print All Programs from the Authority
Adoptionmenu.

2. Set the parameters and press Enter to print.

3. Select Print Program Changes to view the programs changes.

Analyze Use of Adopted Authority
The menu provides means to display the audit history log showing:

l creation of/changes to programs that adopt authority
l activity/transactions that use adopted authority

To use this feature, you must have Audit installed and properly configured to
record these activities in the log. Instructions for using the display log
feature appear in the Audit User manual.

-
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Displaying the History Log
You can use the Display Log feature to display the contents of the
history log quickly and easily in a standard format using basic filter criteria.
You can even use previously defined Audit queries as filter criteria for the log
display. This feature is best suited for investigating immediate problems such
as program failures, errors or suspicious activity.

The “Quick Look Back” Feature
This unique feature lets you look at the last several minutes of activity
without the need to define specific time or date parameters. Just enter how
long a period (in minutes) you wish to look at, press Enter, and your data is
instantly displayed. Quick Look Back really comes in handy when
assisting users with that nasty error message that just popped up or verifying
that a batch job was successfully completed.

Using Time Groups
The history log feature makes full use of the convenient time group feature.
This timesaving option further enhances your ability to get to your critical
data rapidly.

Basic Procedure
A few simple steps are all that is necessary to view your data:

1. Select 22 > 41. Display Log. The Display Audit Log
Entries screen appears.

2. Enter run-time filter conditions and other parameters on the
Display Action Log Entries screen and press Enter to
display the history log.
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Maintenance Menu
The Maintenance Menu enables you to set iSecurity/Base Global
definitions and display them.

To access the Maintenance Menu, select 82. Maintenance Menu
from the Action Main menu.

Export / Import Definitions
This option is useful in transferring configuration settings/definitions from
one computer to another, or between LPARs.

Among the settings and definitions that Action can export and import are
the following:

l IP addresses
l System names (SNA)
l Users
l Groups
l Application
l Location
l Native and IFS
l Logon controls for FTP-TELNET-Passthrough
l Prechecks DDM-DRDA
l Time groups

Export Definitions
Create an SAVF file containing the definitions and setting you want to export.

1. Select 82 >1. Export Definitions. The Export
iSecurity/BASE Defns. screen appears.

2. Enter the required parameters and press Enter.

-
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Import Definitions
Import the SAVF file containing the exported definitions and settings to
another computer or LPAR.

1. Select 82 > 2. Import Definitions. The Import
iSecurity/BASE Defns. screen appears.

2. Enter the required parameters and press Enter.

Display Definitions
This feature enables the user to display and print iSecurity Part One
definitions:

1. Select 5. Display Definitions from the Maintenance
Menu. The Display Security 2 Definitions screen appears.

2. Select the desired Report type from the Display Security 2
Definitions screen. After selecting the Report type, additional
parameters appear.

3. Select choices and press Enter.

Audit
These features that comprise Audit are designed for users who have
installed this module. Audit works hand-in-hand with Action by initiating
responses to security threats, generating auditing reports, and recording
details in a History Log.

Start a New Journal Receiver
Audit periodically maintains its Journal Receivers according to your
configuration (with no intervention). This, and the following features, gives
you the option to manually handle all Journal Receiver maintenance.

1. Select 82 > 21. Start a New QUADJRN Receiver to
change your Journal Receiver attributes. The Change Audit
Journal Attr. (CHGAUJRNA) screen appears.

2. Select YES or NO and press Enter.
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Change Journal Receiver Library
1. Select 82 > 22. Change QAUDJRN Receiver Library to

change your Journal Receiver library. The Change Audit
Journal Attr. (CHGAUJRNA) appears.

2. Select the correct options and press Enter.

Viewing Journal Attributes
This option displays the journal and its attached journal receiver information.
Select 23 Work with QAUDJRN Attributes to view Journal
Attributes, and F3=Exit.

Delete Statistic Data
You can delete the statistical data used in the GUI version of the product.

1. Select 82 > 29. Delete Statistic Data. The Delete
Audit Statistic Data screen appears.

2. Enter the required parameters and press Enter.

Trace Definition Modifications

Add Journal
Select 82 > 71. Add Journal to record the system physical files
changes in the data library. The Create Journal – Confirmation
screen appears. Press Enter to confirm.

NOTE: You must re-run this option after every release upgrade.

Remove Journal
Select 82 > 72. Remove Journal to end the journaling of changes in
the system physical files. The End Journal - Confirmation screen
appears. Press Enter to confirm.

-
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Display Journal
1. Select 82 >79. Display Journal to view journaled files. The

Display Journal Entries screen appears.

2. Select the entry for which you want to see more details, type 5 and press
Enter. The Display Journal Entry screen appears.

Other Maintenance Options

Uninstall iSecurity/Base
Use this feature to uninstall.

Select 82 >98. Uninstall iSecurity/Base from the
Maintenancemenu and follow the directions on the Uninstall
SECURITYP2 screen.
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Base Support Menu
The Maintenance Menu enables you set and display global definitions
for iSecurity Part 2.

The BASE Supportmenu enables you to work with various settings that
are common for all modules of iSecurity. This menu, with all its options, is in
all iSecurity major modules. To access the BASE Supportmenu, select
89. BASE Support from the Action Main menu.

AUBASE​                        ​ BASE Support ​              ​  iSecurity/Base​
                                                            ​System:​ ​RLDEV   ​
Email                      ​           ​General                        ​
 1. Address Book                ​      ​51. Work with Collected Data ​
 2. Email Definitions           ​      ​52. Check Locks              ​
 9. Target Restrictions         ​      ​53. Security Assessment      ​
                                        ​54. Watchdog            ​
Operators​                             ​55. Raz-Lee Support Menu​
11. Work with Operators          ​     ​56. Re-create Damaged Data Queues​
12. Work with AOD, P-R Operators ​     ​58. *PRINT1-*PRINT9 Setup      ​
                                        ​59. Global Installation Defaults​
Authorization Codes​
21. Set Authorization Codes  ​         ​Network Support​
22. Display/Check Authorization Status​ 71. Work with Network Definitions​
                                        ​72. Network Authentication       ​
25. Display CPU/Lpar Information   ​   ​79. Operation on Remote Systems​

Selection or command                  ​
===>​

F3=Exit   F4=Prompt   F9=Retrieve   F12=Cancel                                ​
F13=Information Assistant  F16=System main menu                                
                                                                              ​

Email Address Book
You can define the email address to be used for each user profile. You can
also use this option to define an email group, with multiple addresses.

1. Select 1. Email Address Book from the BASE Supportmenu.
The Work with Email Address Book screen appears.

2. Press F6 to add a new address entry (or type 1 next to a name to modify
it). The Add Email Name screen appears.

3. Enter a Name, Description, and all the associated email addresses
and press Enter.

-
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Email Definitions
Action can send out automatic emails according to rules set by you.

1. Select 89 >2. Email Definitions from the BASE Support
menu. The E-mail Definitions screen appears.

2. Enter the required fields and press Enter.

Operators and Authority Codes

Working with Operators
For a detailed explanation of this feature, see Getting Started.

Working with AOD, P-R Operators
iSecurityrelated objects are secured automatically by product authorization
lists (named security1P). This strengthens the internal security of the
product. It is essential that you use Work with Operators to define all
users who have *SECADM, *AUDITor *AUD#SECADprivileges, but do not
have all object authority. The Work with Operators screen has Usr
(user management) and Adm for all activities related to starting, stopping
subsystems, jobs, import/export and so on. iSecurity automatically adds all
users listed in Work with Operators to the appropriate product
authorization list.

1. Select 89 >12. Work with AOD, P-R Operators from the
BASE Supportmenu. The Work with Operators screen
appears.

2. Type 1 next to the user to modify his authorities (or press F6 to add a
new user). The Modify Operator screen appears.
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3. Set authorities and press Enter. A message appears to inform that the
user being added/modified was added to the Authority list that secures
the product's objects; the user carries Authority *CHANGE and will be
granted Object operational authority. The Authority list is created in the
installation/release upgrade process. The SECURITY_P user profile is
granted Authority *ALL whilst the *PUBLIC is granted Authority
*EXCLUDE. All objects in the libraries of the product (except some
restricted special cases) are secured via the Authority list.

Working with Authorization
You can insert license keys for multiple products on the computer using one
screen.

1. Select 89 > 21. Set Authorization Codes from the BASE
Supportmenu. The Set iSecurity Authorization screen
appears.

2. Enter the required parameters and press Enter.

Display Authorization Status
You can display the current authorization status of all installed iSecurity
products on the local system.

1. Select 89 > 22. Display/Check Authorization Status
from the BASE Supportmenu.

2. Select options to see the authority details.

General

Working with Collected Data
Administrators can view summaries of Audit,Firewall, and Action journal
contents by day, showing the number of entries for each day together with
the amount of disk space occupied. Administrators can optionally delete
individual days to conserve disk space.

1. Select 89 > 51. Work with Collected Data from the
BASE Supportmenu. The Work with Collected Data
screen appears.

-
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2. Enter 3 (Action) and press Enter. The Work with Collected
Data – Action screen appears.

3. Select 4 to delete data from specific date(s) and press Enter.

You can use the following command to purge all Audit data:

RMVM SMZ4DTA/AUCC *ALL

Before you run these commands, you should back up the Action data to
offline storage.

Check Locks
You need to run this option before you upgrade your system to check if any
of the Audit files are being used. If they are, you must ensure that they are
not in use before you run the upgrade.

1. Select 89 >52. Check Locks from the BASE Supportmenu.
The Check Locks screen appears.

2. Select one of the commands that appear on the screen.

*PRINT1-*PRINT9 Setup
Audit enables you to define up to nine specific printers to which you can
send printed output. These may be local or remote printers. *PRINT1-
*PRINT9 are special values which you can enter in the OUTPUT parameter
of any commands or options that support printed output.

Output to one of the nine remote printers is directed to a special output
queue specified on the *PRINT1-*PRINT9 User Parameters
screen, which, in turn, directs the output to a print queue on the remote
system. You use the CHGOUTQ command to specify the IP address of the
designated remote location and the name of the remote output queue.

By default, two remote printers are predefined. *PRINT1 is set to print at a
remote location (such as the home office). *PRINT2 is set to print at a
remote location in addition to the local printer. In addition:

n *PRINT3 creates an excel file.
n *PRINT3-9 are user modifiable

To define remote printers, perform the following steps:
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1. Select 89 > 58. *PRINT1 - *PRINT9, PDF Setup from the
BASE Supportmenu. The Printer Files Setup screen
appears.

2. Enter 1 and press Enter. The *PRINT1 - *PRINT9 Setup screen
appears.

3. Enter the name of the local output queue and library as shown in the
above example. You can optionally enter a description.

4. Enter the following command on any command line to direct output to
the remote printer. This assumes that the designated output queue has
already been defined.

CHGOUTQ OUTQ('local outq/library') RMTSYS(*INTNETADR)
+  RMTPRTQ('outq on remote') AUTOSTRWTR(1) CNNTYPE(*IP) TRANSFORM
(*NO)
+  INTNETADR('IP of remote')

If the desired output queue has not yet been defined, use the CRTOUTQ
command to create it. The command parameters remain the same.

For example, *PRINT1 in the above screen, the following command would
send output to the output queue 'MYOUTQ' on a remote system with the IP
address '1.1.1.100' as follows:

CHGOUTQ OUTQ(CONTROL/SMZTMPA) RMTSYS(*INTNETADR)
+  RMTPRTQ(MYOUTQ) AUTOSTRWTR(1) CNNTYPE(*IP) TRANSFORM(*NO)
+  INTNETADR(1.1.1.100)

*PDF Setup

The operating system, from release 6.1, directly produces *PDF prints. In the
absence of such support a standard *PDF is printed by other means.

To define PDF printers, perform the following steps:

1. Select 89 > 58. *PRINT1 - *PRINT9, PDF Setup from the
BASE Supportmenu. The Printer Files Setup screen
appears.

2. Enter 2 and press Enter. The *PDF Setup screen appears.

3. Follow the instructions on the screen.

NOTE: You must re-perform this task after every upgrade of Audit.

-
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Global Installation Defaults
You can set the parameters that iSecurity uses to control the Installation and
upgrade processes.

1. Select 89 > 59. Global Installation Defaultsfrom the
BASE Supportmenu. The Global Installation Defaults
screen appears.

2. Enter your required parameters and press Enter.

Network Support

Working with network definitions
To get current information from existing report or query. Adjusting the
system parameters only, to collect information from all the groups in the
system to output files that can be sent via email.

1. Select 89 > 71. Work with network definitionsfrom the
BASE Supportmenu. The Work with Network Systems
screen appears.

2. Press F6 to define a new network system to work with and press Enter
to confirm.

3. Enter your required definitions and press Enter to confirm.

Network Authentication
To perform activity on remote systems, you must define the user
SECURITY2P with the same password on all systems and LPARS with the
same password.

1. Select 89 > 72. Network Authenticationfrom the BASE
Supportmenu. The Network Authentication screen appears.

2. Enter the .SECURITY2P user password twice and press Enter.
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