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About this Manual

Purpose

This manual provides detailed guidance for the installation, configuration,
and daily operation of the associated iSecurity solution developed by Raz-
Lee Security. It is designed to help organizations strengthen the security and
control of their IBM i systems by providing step-by-step instructions and
practical usage examples.

Whether you are deploying the product for the first time or managing itin a
production environment, this guide serves as a comprehensive reference to
support efficient and secure implementation.

Target Audience

This documentation is intended for:

e |[BMisystem administrators and IT security professionals
e Technical support teams and compliance officers
e Users with general familiarity with IBM i operational concepts

No specialized programming knowledge is required. Raz-Lee solutions are
designed for ease of use and can be effectively deployed by technical staff at
all experience levels.

Documentation Formats

The user guide is available in the following formats:

e HTML — Interactive web-based documentation with search and nav-
igation support

e PDF — Printable version for offline use, readable in Adobe Acrobat
Reader (v6.0 or higher)

Both formats include the same core content and are updated with each
product release
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Style and Conventions

To support clarity and consistency, this manual uses the following
conventions:

e Courier New Bold-IBMimenu options, field names, and com-
mands

* Bold — Emphasis on important terms or actions

e Bold Italic — IBM i system messages or values (e.g., QSECURITY, CPF
messages)

e "About this Manual" on the previous page — Hyperlinks to internal top-
ics or external references

e Key combinations — Written in bold (e.g., Enter, F3, Shift-Tab)

Menu Navigation Convention

To describe operations that require menu navigation on IBM i, this manual
uses the following notation:

STRAOD > 81 > 32
This means:

e Type the command STRAOD on the command line
e Select option 81, then
e Select option 32.

Data Entry Screens

iSecurity interfaces on IBM i include features such as:

e Pop-up selection lists

¢ Explanatory prompts for each parameter

e Field-level validation and tooltips

* Keyboard navigation using Tab, Enter, and function keys

Common function key usage:
e F1-Help
e F3—Exit
e F4 — Prompt or open selection window
e F6—Add new item
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e F9 —Retrieve previous command
e F12 —Cancel and return

Legal Notice

This document is provided by Raz-Lee Security for information purposes only and is not a legal binding
document.

While Raz-Lee is doing its best to coordinate between this document and Raz-Lee's products, changes
might occur. In case a change has been encountered, please inform Raz-Lee. Raz-Lee keeps its right to
modify the software or the document as per its sole discretion Usage of this document, and all information
(including product information) provided within, are subject to the following terms and conditions, and all
applicable laws. If you do not agree with these terms, please do not access or use the remainder of this
document.

This document contains highly confidential information, which is proprietary to Raz-Lee Security Ltd. and/or
its affiliates (hereafter, "Raz-Lee"). No part of this document's contents may be used, copied, disclosed or
conveyed to any third party in any manner whatsoever without prior written permission from Raz-Lee. The
information included in this document is intended for your knowledge and for negotiation purposes only.
Raz-Lee makes no implicit representations or warranties with respect to such information. The information
included in this document is subject to change without notice. Any decision to rely on the information
contained herein shall be at your sole responsibility, and Raz-Lee will not accept any liability for your
decision to use any information or for any damages resulting therefrom. Certain laws do not allow
limitations on implied warranties or the exclusion or limitation of certain damages. If these laws apply to
you, some or all of the above disclaimers, exclusions, or limitations may not apply to you.

All registered or unregistered trademarks, product names, logos and other service marks mentioned within
this document are the property of Raz-Lee or their respective owners. Nothing contained herein shall be
construed as conferring by implication, estoppels, or otherwise any license or right, either express or
implied, under any patent or trademark of Raz-Lee or any third party. No use of any trademark may be
made without the prior written authorization of Raz-Lee. This document and all of its contents are
protected intellectual property of Raz-Lee. Any copying, reprinting, reuse, reproduction, adaptation,
distribution or translation without the prior written permission of Raz-Lee is prohibited.

Please check your End User License Agreement (EULA) for terms and Conditions.

2025 © Copyright Raz-Lee Security Inc. All rights reserved.
Contacts

Raz-Lee Security Inc.

www.razlee.com

Marketing: marketing@razlee.com 1-888-7295334
Support: support@razlee.com 1-888-7295332
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IBM i Authority on Demand

Overview

Emergency access to critical application data and processes is one of the
most common security slips which is uncovered in System i (AS/400) audits.
Currently, manual approaches to this problem are not only error-prone, but
do not comply with regulations and auditors' stringent security
requirements.

Authority on Demand (AOD) enforces segregation of duties and enables
relevant personnel to obtain access to approved information when needed,
thereby saving valuable time and resources. AOD’s real time audit of access
rights protects sensitive corporate assets and significantly reduces the
number of profiles with excessive special authorities.

AOD was developed because of numerous requests from iSecurity
customers worldwide. In direct response to the growing security-related
concerns of different-sized enterprises, Raz-Lee now offers a solution which
allocates special authorities on an “as-needed” basis, while at the same time
tightening controls over the allocation of these special authorities using
advanced logging and reporting facilities.
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Workflow

Authority on Demand: Workflow

1. Definition Stage - an authorized
System Administrator defines sets of
emergency rules

Define Potential Rule Conditions

Providers Define Emer. Rules Rules Details Notification rules + Date/Time
+ QSECOFR + “Production” + ADD/SWAP Auth. + E-mail + Time Group
+ SECADMIN « “Salary” + Rule Description -« SYSLOG +|P Address
+ “Weekend” + MSGQ + Pin Code
2. Emergency Stage - Requester asks for “Production” authority 3. Auditing Stage - by

Sysadmin or Auditor

+ Must provide reason
+ Enter Pin Code
+ Specify Authority Provider

Get Auth. ——p

‘...!....‘= % 44—  Release Auth.

Display/Print AOD & Audit (QALDJRN)
logs by time frame, Provider,
or Requester

Figure 1: Workflow

Authority on Demand Features

Easy-to-Use
AQOD simplifies the process of granting special authorities when
necessary, and incorporates easy-to-use reporting and monitoring
mechanisms to ensure that this extremely sensitive and potentially
dangerous capability is not misused.

Add or Swap Security Levels

AQOD can either grant a Requester a totally new security authority
level (SWAP) or add additional security rights to a Requester's
original security level (ADD) - a feature totally unique to AOD.
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Authority Transfer Rules & Providers

AQOD allows for pre-defining special authority "providers" and
special authority transfer rules in accordance with specific site
security policies.

Safe Recovery from Emergency Situations

AQOD enables you to recover from different types of emergency
situations with a minimum risk of human error. For example, AOD
can allow Ad Hoc access to critical data; it can enable a
programmer to run reports that ended abnormally, and so on.

Full Monitoring Capabilities

AOD logs and monitors all relevant activities so that managers can
receive regular audit reports of AOD activity as well as real time e-
mail alerts when employees request higher authority.

Full Monitoring Capabilities

AOD logs and monitors all relevant activities so that managers can
receive regular audit reports of AOD activity as well as real time e-
mail alerts when employees request higher authority.
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Getting Started

This chapter guides you through the steps necessary to begin using Authority
on Demand for the first time. Also covered in this chapter are the basic
procedures for configuring the product for day-to-day use.

To start working with Authority on Demand, type STRAOD. The Main menu
appears.

ODMENU [Authority On Demand | iSecurity
System: RLDEV
Authority Log, Queries and Reports
1. Authority On Demand Rules 41. Display History

2. GETAOD Requests Pending Your Approval 42. Queries and Reports

5. Authority Providers

6. Time Groups Related Items
51. MFA for AOD
Control 52. MFA-Multi Factor Authentication
11. Activation 53. iSecurity

15. Display AOD Active Jobs DSPAODACT

Operations Maintenance

31. Get Authority On Demand GETAOD 81l. System Configuration
32. Display Authority On Demand DSPAOD 82. Maintenance Menu

33. Release Authority On Demand RLSAOD 89. Base Support

Selection or command
===>

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel
Fl3=Information Assistant F1l6=System main menu
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Operators

The Operators' authority management is now maintained from one place for
the entire iSecurity on all its modules.

There are three default groups:

o *AUD#SECAD - All users with both *AUDIT and *SECADM special
authorities. By default, this group has full access (Read and Write) to all
iSecurity components.

e *AUDIT - All users with *AUDIT special authority. By default, this group
has only Read authority to Audit.

e *SECADM - All users with *SECADM special authority- By default, this
group has only Read authority to Firewall.

iSecurity related objects are secured automatically by product authorization
lists (named security1P). This strengthens the internal security of the
product. It is essential that you use Work with Operators to define all users
who have *SECADM, *AUDIT or *AUD#SECAD privileges, but do not have all
object authority. The Work with Operators screen has Usr (user
management) and Adm for all activities related to starting, stopping
subsystems, jobs, import/export and so on. iSecurity automatically adds all
users listed in Work with Operators to the appropriate product authorization
list.

Users may add more operators, delete them, and give them authorities and
passwords according to their own judgment. Users can even make the new
operators’ definitions apply to all their systems; therefore, upon import, they
will work on every system.

Password = *BLANK for the default entries. Use DSPPGM GSIPWDR to verify.
The default for other user can be controlled as well.

If your organization wants the default to be *BLANK, then the following
command must be used:
CRTDTAARA SMZTMPC/DFTPWD *char 10

This command creates a data area called DFTPWD in library SMZTMPC. The
data area is 10 bytes long and is blank.
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NOTE: When installing iSecurity for the first time, certain user(s) might not

have access according to the new authority method. Therefore, the
first step you need to take after installing is to edit those authorities.

To modify operators’ authorities:

1.

Select 89. BASE Security from the Main Menu. The BASE

Security menu appears.
Select11. Work with Operators from the BASE Security

menu. The Work with Operators screen appears.

Work with Operators

Type options, press Enter.

1=Select 3=Copy 4=Delete
Auth.level: 1=*USE, 3=*QRY (FW,AU,JR,SU,CT), 5=*DFN(CT,EN,SU), 9=*FULL
User System FW SC PW CD AV AU AC CA JR SU VS RP CO CT UM EN AD
_ *AUD#SECAD RLDEV 99 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9
_ *AUDIT RLDEV 9 9 9 9 9 9
_ *SECADM RLDEV 9 9 9 9 9 9
_ ALEXM RLDEV 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9
_ ALEX3 RLDEV 99 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9
_ AMNON RLDEV 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9
_ DB RLDEV 9 9 9 9 9 9 9 1.9 9 9 9 9 9 9 9 9
_ Gs RLDEV 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9
_ MARY RLDEV 99 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9
_ QOSECOFR RLDEV 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9 9
More. ..
FW=Firewall SC=Screen PW=Password CD=Command AU=Audit AC=Action
AV=Antivirus CA=Capture JR=Journal VS=Visualizer UM=User Mgt. AD=Admin
RP=Replication CO=Compliance CT=Chg Tracker EN=Encryption
SU=SafeUpd
F3=Exit F6=Add new F8=Print F11=*SECADM/*AUDIT authority Fl2=Cancel

3. Type 1 next to the user to modify his authorities (or press F6 to add a

new user). The Modify Operator screen appears.

12
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Modify Operator

Operator . . . . . . . . . TEST
System . . . . . . 0 . L. RLDEV *ALL, Name
Operator password . . . . . *SAME Name, *SAME, *BLANK

Auth.level: 1=*USE, 3=*QRY (FW,AU,CT,SU,JR), 5=*DEFN(CT,EN,SU), 9=*FULL

Firewall . . . . . . . . . FW 9 Screen . . . . . . . . .. sCc 9
Password . . . . . . . . . PW 9 Command . . . . . . . . . . CD 9
Antivirus . . . . . . . . . AV 9 Audit . . . . . . oL 0L AU 9
Action . . . . . . ... AC 9 Capture . . . . . . . . . . CA 9
Journal . . . . . . . . . . JR 9 Safe Update . . . . . . . . sU 9
Visualizer . . . . . . . . vs 9 Replication . . . . . . . . RP 9
Compliance . . . . . . . . co 9 Change Tracker . . . . . . CT 9
User Management . . . . . . UM 9 Encryption . . . . . . . . EN 9
Administrator . . . . . . . AD 9

The Report Generator is used by most modules and requires 1 or 3 in Audit.
Consider 1 or 3 for your auditors (with 3 they can create/modify queries).
*APR=Approver.

F3=Exit Fl2=Cancel

Set the Password field to the password for the operator. Set it to

*SAME to make it the same as the password for the previous operator

that was set, or to *BLANK to have no password.
Set the numeric field for each module to one of these values:
1 = Use
Read authority only
4 = Limited *EMERGENCY

Can enable or modify emergency rules, but not change PIN
codes.

5 = *EMERGENCY

Can enable or change emergency rules.
8 = Limited *FULL

Read and Write authority, cut cannot change PIN codes.
9 = *FULL

Full Read and Write authority

Most modules use the Report Generator which requires access to the

Audit module. For all users who will use the Report Generator, you
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should define their access to the Audit module as either 1 or 3.
Option 1 should be used for users who will only be running queries.
Use option 3 for all users who will also be creating/modifying queries.

4. Set authorities and press Enter. A message is prompted informing
that the user being added/modified was added to the Authority list
that secures the product's objects; the user carries Authority
*CHANGE and will be granted Object operational authority. The

Authority list is created in the installation/release upgrade process.
*ALL *PUBLIC
*EXCLUDE

Work with Operators for Authority on Demand

In addition to the standard iSecurity definition of operators (as shown in the
iSecurity Installation & Base Support Manual), Authority on Demand uses
specific definitions, primarily related to emergency rules (as shown in
"Emergency Rules" on page 75).

To establish these definitions, select 12. Work with AOD, P-R
Operators in the BASE Support menu (STRAOD> 89 > 12). The Work
with Operators screen appears.

Work with Operators

Type options, press Enter.
1=Select 4=Delete Authority level: 1=*USE 9=*FULL

Opt User System AOD P-R MFA Adm
_ *AUD#SECAD RLDEV 9 9 9 9
_ ADAM RLDEV 4 9
_ AMNON RLDEV 9 9 9 9
_ Cs RLDEV 9 9 9 9
_ OD RLDEV 9 5 9 9
_  QOSECOFR RLDEV 9 9 9 9
_  TEST RLDEV 9 9
_ TEVG RLDEV 9 9 9 9
_wil RLDEV 9 9 9 9
Bottom
AOD=Authority on Demand PR=Password Reset MFA=Multi Factor Authentication
Adm=Administrator
F3=Exit F6=Add new F8=Print F11=*SECADM/*AUDIT authority Fl2=Cancel
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The body of the screen contains lines that show users on specific systems (or
*ALL) and their authority levels for various programs, including, in the AOD
column, Authority on Demand.

To view and modify these authorities, enter 1 in the Opt column of that
line. The Modify Operator screen appears.
Modify Operator

Type choices, press Enter.

Operator . . . . . . . . . . *AUD#SECAD
System . . . . . . . L L. RLDEV *ALL, Name
Operator password . . . . . . *SAME Name, *SAME, *BLANK

Authorities by subject:
Authority on Demand . . . . . 1=*USE, 4=Limited *EMERGENCY
5=*EMERGENCY, 8=Limited *FULL
9=*FULL

1=*USE, 5=*WEAK, 9=*FULL
1=*USE, 9=*FULL

1=*USE, 9=*FULL

[}

Password Reset . . . . . . .
Multi Factor Authentication .

lo o v

Product Administrator . . . .

Note: Emergency operator can enable or modify emergency rules. This allows
solving of critical problems without the intervention of the security
administrator.

The term Limited denotes that the user cannot change PIN codes.

F3=Exit Fl2=Cancel

The Authority on Demand field contains a numeric value representing these
sets of authorities:

1: *USE Can use rules but not change them.

4:Limited *EMERGENCY Can modify emergency rules, but cannot
change their PIN codes.

5: *EMERGENCY Can modify emergency rules, including their

PIN codes.

8: Limited *FULL Can modify all rules, but cannot change their
PIN codes.

9: *FULL Can modify all rules, but cannot change their PIN codes.
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Authority Provider

1. Select5. Authority Providers from the main menu. The
Work with Authority Provider screen appears. This screen shows a list
of user authorization definitions that can be applied on demand to
another user profile.

Work with Authority Provider

Type options, press Enter. Position to . . .

1=Select 4=Remove 5=Display Subset . . . . .
Opt Provider Description
_ *TRACE Special provider *TRACE
_ ALEX3
_ AV
_  ELEVATE
_  EVGPRVD
_ FRANCE User that simulates French user
_ FRANCE1L Check mail in French provider
_ GERMANY User that simulates German provider
_ GS
_ HUSER
_ ISRAEL User that simulates israel CCSID
_ JAVA2
_ LOWUSR

More...

F3=Exit F6=Add New F8=Print Fl2=Cancel

2. Type 1to select an authority Provider for modification, or press F6 to
add a new authority Provider.
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Modify Authority Provider

Authority Provider . . FRANCE Name, *TRACE
Description . . . . . User that simulates French user
Add libraries to *LIBL

On Get Authority:
Command to run before.

Command to run after .

On Release Authority:
Command to run before.

Command to run after .

Inform activity

To message queue . . . MSGQ name-library
E-mail (mail,mail...).

F3=Exit F4=Prompt Fl2=Cancel

The body of the screen includes these fields:
Authority Provider
Type an existing user profile as Authority Provider or press F4 to
prompt a list of users for selection.

Description

A free-form text description.

Add libraries to *LIBL
Add additional libraries access authorization to *LIBL. Type in a list
of libraries separated by a space. These libraries are added to

*LIBL before the Authority on Demand session starts and are
removed from *LIBL when the session ends.

On Get Authority
Command to run before

The name of a program to execute immediately before the
new authorization is applied.

Command to run after

The name of a program to execute immediately after the new
authorization is applied.
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On Release Authority

Command to run before

The name of a program to execute immediately before the
new authorization is released.

Command to run after

The name of a program to execute immediately after the new
authorization is released.

Inform activity
To message queue

The name and library of a MSGQ to receive notification of
when the new authorization takes effect.

Email
Email addresses to receive notification of when the new

authorization takes effect. Separate the addresses with a
comma.

4. Define an informative action that will execute when the new

authorization takes effect. Select interactive or batch mode for
sending a message, send to a MSGQ and/or an email address.

18
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Authority Rules

To set Authority on Demand rules, select 1. Authority on Demand
Rules from the main menu. The Work with Authority Rules screen
appears.

AOD-Admin JOE Work with Authority Rules RLDEV

Type options, press Enter.
1=Select 3=Copy 4=Remove 5=Display Position to . . .
X=Select for Export Subset . . . . .

Opt Provider Requester System Auth.by

_ *TRACE AA100 *ALL Trace gqwgew

_ *TRACE AA200 *ALL Trace WIWTL

_ *TRACE EVGTST *ALL Trace test

_ *TRACE VICTOR *ALL Trace self trace test

_ ALEX3 LOWUSR *ALL Swap aaaaa

_ ALEX3 TEST *ALL GlbSpc test

_ AV QSECOFR *ALL Swap test

_  EVGPRVD *ANY *ALL Add WEWRWR

_ EVGPRVD EVGTST *ALL Swap Evgeny test

_ EVGPRVD LOUSRRX *ALL GlbSpc Low user for 26 min only

_  FRANCE *ANY *ALL Add Check mail to French provider
FRANCE oD *ALL Add asd

More. ..
You can define regular or Emergency rules.
Rules that require Approval displayed in column 'Auth.by' in white.
F3=Exit F6=Add New F7=Add Emergency F8=Print Fl2=Cancel

The body of the screen contains a line for each existing rule. Each line
contains the following fields:

Provider

The username providing the expanded authority. For a rule that
only traces activity rather than changing authority, set this to
*TRACE.

Requester

The username requesting the expanded authority. To make the
rule available to anyone, set this to *ANY.

System

The system on which this rule can be run. To allow it to run on any
system, set this to *ANY.
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Auth by

How authority is provided, as shown in more detail for the Provide
Authority by field on the Add Authority Rules screen, shown
below. The values shown here correspond to values in that field:

e Add: Add authority

e GlbSpc: Add *SPCAUT globally

e Swap: Swap profile

e Trace: Trace activity but do not change authority
e AddSpc: Add *SPCAUT by session

(Unlabeled: Description)
A free-form description of the rule.
To copy a rule, see "Copying Authority Rules" on page 27.
To export a rule, see "Exporting Authority Rules" on page 30.
To add a rule, press the F6 key. The Add Authority Rules screen appears.

To add an emergency rule, press the F7 key. The Add Authority Rules screen
appears with a red banner saying *Emergency Use Only¥*. Only
user profiles with emergency operator authority (as shown in
"Operators" on page 11) are allowed to change emergency rules.

To modify a rule, enter 1 in the Opt field for that rule. The Modify Authority
Rules screen appears, which is effectively the same as the Add
Authority Rules screen.
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Screen 1/3

Requester / *ANY
Provider / *TRACE
System .o
Rule description
Number of uses left

Real-Time Approval
Request from

Authentication

Authenticate user by
Pin code.
MFA Type.

Perform

Provide authority by

F3=Exit F4=Prompt

Add Authority Rules

*ANY If GrpPrf: Accept for its members Y Y=Yes
*TRACE
*ALL Name, *ALL
Title of Rule
90 0-98, 99=*NOMAX

UsrPrf/GrpPrf, *SECADM, *AOD-ADMIN
0 0=No, 1=Pin Code, 2=MFA, 3=Both

1=Cell, 2=Email, 3=Both

By Session Globally
1 1=Add authority

2=Swap profile

3=Add *SPCAUT 9=Add *SPCAUT

4=Trace

More. ..
Fl2=Cancel

Screen 2/3

Restrictions
Time group
IP Address
Maximum work time

Allow next use after

Inform activity

E-mail (mail,mail...)

Message Queue

F3=Exit F4=Prompt

Rule becomes active on
Usage is permitted until

Add Authority Rules

(week schedule)

Subnet mask:

N=Not
30 Minutes,
0 Minutes,

1/01/01 0:00
31/12/99 23:59

0=*NOMAX
0=Allow consecutive uses

*PROVIDER
*PROVIDER MSGQ name-library
More...
Fl2=Cancel

Authority on Demand|User Guide
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Screen 3/3 Add Authority Rules

Intention of Rule
Reference ID . . 001
Reason . . . . . Signon

Bottom
During authority change, user auditing is maximized, Capture is started
and SYSLOG message is sent (based on product configuration).
F3=Exit Fl2=Cancel

The body of the screen includes these fields:
Screen 1/3
Requester / *ANY

The profile of the user who requested the authorization or *ANY.
This field is mandatory.

Provider / *TRACE
Type the name of the authority Provider, or press F4 to obtain a
list of users for selection. For a rule that only traces activity rather
than changing authority, set this to *TRACE. This field is
mandatory.

System

The name of a specific system for which this rule will be valid. To
make the rule valid for all systems in your organization, set this to
*ALL.

Rule Description

A meaningful description of the request for this temporary
authorization. This field is mandatory.
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Number of uses left

The number of times that this rule can be used. Valid values are
from 0 to 98. Set the field to 99 to indicate that there is no
maximum.

Real-Time Approval
Request from

The user who approved the request. Possible values include
the User or Group profile, *SECADM, and *AOD-ADMIN.

Authentication
Authenticate user by
How to authenticate the user. Possible values include:

0 = None

1 = PIN Code (as entered below)
2 = MFA (as specified below)

3 = Both PIN Code and MFA

PIN Code

An added security passcode, a minimum of five digits long.
MFA Type

How the code is sent for Multi-Factor Authentication.
Possible values include:

e 1 =2Call

e 2 ="FEmail

e 3 =Both Call and Email
Perform

How to add authority
Provide authority by

e 1:Add authority: Adds the Provider’s authorities in addition
to the Requester’s existing authorities.
e Current user: Requester
e Object Authorities: Added
e *SPCAUT: Added
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*USRCLS: No change. (Operating system constraints do
not allow for changes to *USRCLS.)

LMTCPB(): No change. (Operating system constraints do
not allow for changes to LMTCPB.)

NOTE: Selecting this option gives the Requester the
authorities of the Provider in addition to their existing
authority. The original Requester user profile is kept and
appears in records and logs.

NOTE: The Requester cannot be a group profile and the
Provider cannot be a member of a group profile.

» 2:Swap profile: Replaces the Requester’s authorities with
the Provider’s authorities.

Current user: Provider

Object Authorities: Provider

*SPCAUT: Provider

*USRCLS: Provider

LMTCPB(): Provider

NOTE: Selecting this option also swaps the user name in
the records and logs.

e 3:Add *SPCAUT by session: Adds the Provider’s *SPCAUT
authorities only to the Requester’s existing authorities. You
cannot use this option with SBMJOB.

Current user: Requester

Object Authorities: No change.

*SPCAUT: Added

*USRCLS: No change. (Operating system constraints do

not allow for changes to *USRCLS.)

LMTCPB(): No change. (Operating system constraints do
not allow for changes to LMTCPB.)

NOTE: The Requester cannot be a group profile and the
Provider cannot be a member of a group profile.

e 4:Trace: Trace activity without changing authority

e 9:Add *SPCAUT globally: Globally adds the Provider’s
*SPCAUT authorities only to the Requester’s existing author-
ities. You cannot use this option with SBMJOB
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e Current user: Requester
e Object Authorities: Added
e *SPCAUT: Added

e *USRCLS: Provider

e LMTCPB(): Provider

Screen 2/3
Restrictions
These sub-fields restrict the Time Group and IP address range for
which the authority rule is valid. If the first, single-character sub-

field is set to N, the selection is negated: the rule applies to
everything except for the specified values.

Time Group

A named Time Group (as shown in "Time Groups" on page 38)
IP Address / Subnet mask
An IP address range within which the rule is in effect. Press F4
for a list of known IP address ranges.
Maximum work time
The maximum number of minutes for which the rule can be

used without re-authorization. If set to 0, there is no
maximum.

Allow next use after

The number of minutes that must elapse between uses of the
rule. If set to 0, the rule can be used again immediately.
Rule becomes active on
A date and time, in DD/MM/YY and HH : MM format, respectively,
at which the rule becomes effective.
Usage is permitted until
A date and time, in DD/MM/YY and HH : MM format, respectively,
at which the rule becomes ineffective.

Inform activity

Destinations to inform when the rule is used.
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E-mail (mail, mail)
Email addresses to be notified, separated by commas.
Message Queue

The name and library of a MSGQ. The default is the
*PROVIDER MSGQ.

Screen 3/3
Intention of Rule

Reference ID

A unique, official ID referring to this rule. This field is
mandatory.

Reason

A meaningful description of the rule. This field is mandatory.
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Copying Authority Rules

To copy authority rules, open the Work with Authority Rules
screen (STRAOD > 1) as shown in "Authority Rules" on page 19.

AOD-Admin JOE Work with Authority Rules RLDEV

Type options, press Enter.
l1=Select 3=Copy 4=Remove 5=Display Position to .
X=Select for Export Subset

Opt Provider Requester System Auth.by

_ *TRACE AA100 *ALL Trace qwgew

_ *TRACE AA200 *ALL Trace Wrwr

_ *TRACE EVGTST *ALL Trace test

_ *TRACE VICTOR *ALL Trace self trace test

_ ALEX3 LOWUSR *ALL Swap aaaaa

_ ALEX3 TEST *ALL GlbSpc test

_ AV QSECOFR *ALL Swap test

_  EVGPRVD *ANY *ALL Add WEWRWR

_  EVGPRVD EVGTST *ALL Swap Evgeny test

_  EVGPRVD LOUSRRX *ALL GlbSpc Low user for 26 min only

_ FRANCE *ANY *ALL Add Check mail to French provider
FRANCE oD *ALL Add asd

More...
You can define regular or Emergency rules.
Rules that require Approval displayed in column 'Auth.by' in white.
F3=Exit F6=Add New F7=Add Emergency F8=Print Fl2=Cancel

Each line on the body of the screen represents an existing rule. To copy a
rule, enter 3 in the Opt field forits line. The Copy Authority Rule
screen appears.
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Copy Authority Rule

From:
Requester . . . . . . . . *ANY
Authority provider . . . . *TRACE
System . . . . . . . . .. *ALL

To copy, type New Requester, New Authority provider, New PIN code.
Press Enter.

To:
New Requester . . . . . . Name
New Authority provider . . *SAME Name, *SAME, F4 for list
New System . . . . . . . . *ALL Name, *ALL

New PIN code . . . . . . .

F3=Exit F4=Prompt Fl2=Cancel

The body of the screen includes these fields

From:

The lines on the upper part of the screen show values for the rule
that is being copied. These values are read-only.

Requester
The users who may request the change in authority.
Authority Provider
The user providing the authority.
System
The systems for which the rule is valid.
To:
The values for the new rule

New Requester

The profile of the user who requested the authorization. This
field is mandatory.
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New Authority Provider

The name of the authority Provider, or press F4 to obtain a
list of users for selection. This field is mandatory.

New System
The systems for which the rule is valid.

New PIN Code

An additional security password —minimum of five digits. This
field is mandatory.
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Exporting Authority Rules

You can export individual Authority on Demand rules to other systems. You
may want to do this when you have created a new rule on one of the
computers in your organization and want it to be enforced on all the
computers in the organization. You can export more than one rule in the
same session. To export all the rules from one system to another system, see
"Export Definitions" on page 82 and "Import Definitions" on page 87.

NOTE: You do not need to run an import process on the target computer.
The rules are imported automatically.

To export authority rules, open the Work with Authority Rules
screen (STRAOD > 1) as shown in "Authority Rules" on page 19.

AOD-Admin JOE Work with Authority Rules RLDEV

Type options, press Enter.
1=Select 3=Copy 4=Remove 5=Display Position to . . .
X=Select for Export Subset . . . . .

Opt Provider Requester System Auth.by

_ *TRACE AA100 *ALL Trace gqwgew

_ *TRACE AA200 *ALL Trace WIWTr

_ *TRACE EVGTST *ALL Trace test

_ *TRACE VICTOR *ALL Trace self trace test

_ ALEX3 LOWUSR *ALL Swap aaaaa

_ ALEX3 TEST *ALL GlbSpc test

_ AV QSECOFR *ALL Swap test

_  EVGPRVD *ANY *ALL Add WEWRWR

_ EVGPRVD EVGTST *ALL Swap Evgeny test

_  EVGPRVD LOUSRRX *ALL GlbSpc Low user for 26 min only

_ FRANCE *ANY *ALL Add Check mail to French provider
FRANCE oD *ALL Add asd

More...
You can define regular or Emergency rules.
Rules that require Approval displayed in column 'Auth.by' in white.
F3=Exit F6=Add New F7=Add Emergency F8=Print Fl2=Cancel

Each line on the body of the screen represents an existing rule.

Enter X in the Opt field for each rule to be exported. A message appears at
the bottom of the screen showing that the rule has been selected for export.

Press the F3or F12 keys. The Export AOD Rules Definitions screen
appears:
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iSecurity/AOD Export AOD Rule Definitions RLDEV

Type choices, press Enter.

Systems to update . . . . . . . Name, *group, *ALL, *NONE

The selected reports will update those on the remote systems.
If *NONE is selected, a save file will be created. You may use this save file

with the appropriate Import command.
The save file name will be QGPL/OD1R723276

F3=Exit

Enter the systems to which you will export the rules in the Systems to
update field. Possible values include:

e Asingle system name

e A group containing multiple target systems

e *ALL for all systems in the organization

e *NONE: to prepare the set to import later (as shown in "Import Defin-
itions" on page 87). A save file is created in QGPL/OD1R723276 that
you can then import into other systems.
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Rules History

To view the history of rules that have been applied, select 6. Display
AOD Rules History from the Maintenance Menu (STRAOD> 82
> 6). The Work with Authority Rules History screen appears.

Work with Authority Rules History

Type options, press Enter. Position to . . .

5=Display Subset . . . . .
Opt Provider Requester System Oper Text -or- time of modification
_ *TRACE EVGTST *ALL UPD 2/03/21 14:48:21

_ *TRACE EVGTST *ALL UPD 9/02/21 11:41:59

_ *TRACE EVGTST *ALL NEW 16/12/20 16:56:04

_ > *TRACE VICTOR *ALL self trace test

_ *TRACE VICTOR *ALL UPD 17/12/20 13:50:53

_ *TRACE VICTOR *ALL UPD 17/12/20 13:49:57

_ *TRACE VICTOR *ALL NEW 15/12/20 18:46:47

_ > ALEXM ALEX3 *ALL test

_ > ALEXM2 ALEX3 *ALL test

_ > ALEX3 LOWUSR *ALL aaaaa

_ ALEX3 LOWUSR *ALL UPD 1/03/21 19:55:05

_ ALEX3 LOWUSR *ALL UPD  24/12/20 13:08:06

_ ALEX3 LOWUSR *ALL UPD 10/11/20 18:43:02

More. ..

">" marks current version. Emergency rules appear in red.

F3=Exit F8=Print Fl2=Cancel

The body of the screen contains a line for each instance of an application of
the rules. Each contains the following fields:

Provider

The user providing access. For trace requests, this field shows
*TRACE.

Requester

The user requesting access.
System

The system for which access was provided.
Oper

The most recent operation done with this access. Possible values
include:
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e NEW: New
e UPD: Update
e DLT: Delete

If the next field contains a text description, this field is left blank.
Text -or- time of modification

Either the time that the rule was applied or a text description of
what was done.

To display the information about a single instance, enter 5 in the Opt field
of that line. The first Display Authority Rules History screen appears. To
move to the remaining two screens, press Enter.

The screens contain the following fields:

Screen 1/3 Display Authority Rules History

Last version

Requesting user . . . . . ALEX3 If *GRPPRF, accept for its members . Y

Authority provider . . . . ALEXM

System . . . . . . . . .. *ALL

Rule title . . . . . . . . test

Verify by . . . . . . . . 0 0=No, 1=PIN Code, 2=MFA, 3=PIN+MFA

PIN Code . . . . . . . . FR KKK KK KX

Type of MFA (Multi-Factor) 0=No, 1=Cell, 2=Email, 3=Cell+Email

Requires Permission from . User or Group Profile, *ADMIN

Perform By Session Globally

Provide authority by . . . 1 1=Add authority 7=Add authority
2=Swap profile
3=Add *SPCAUT 9=Add *SPCAUT
4=Trace

F3=Exit F8=Print Fl2=Cancel To next screen, press Enter.

All three screens begin with these fields:

Last version

If this update created the most recent version of the data, this
field reads Last version.

Otherwise, it is blank, and a field above the other information
fields shows the data and time of the change.
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Requesting user

The name of the user requesting access. If a *GRPPRF, the access
also includes its members.

Authority provider
The username providing authority.
System
The system for which access was provided.
Rule title
The name of the rule.
The rest of the fields differ by screen:
Screen 1/3
Verify by
How to verify the access. Possible values include:

e 0: No verification

e 1:PIN code (as shown in the PIN Code field)

e 2: MFA: Multi-Factor Authentication (as shown in the
TYPE of MFA (Multi-Factor) field)

e 3: PIN+MFA: Both the PIN code and Multi-Factor
Authentication

PIN Code
The PIN Code for verification. Shown masked.
Type of MFA (Multi-Factor)

The type of communication used for Multi-Factor
Authentication. Possible values include:

e 0:None

e 1:SMS to cell phone

e 2:Email

e 3:Both SMS to the cell phone and Email

Request Permission from

Either a username or group profile, or *xADMIN.
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Provide authority by
How authority is provided. Possible values include:

e 1: Add authority by session
e 2:Swap profile by session

e 3: Add *SPCAUT by session
e 4:Trace

e 7:Add authority globally

e 9: Add *SPCAUT globally

Screen 2/3 Display Authority Rules History

Last version

Requesting user . . . . . ALEX3 If *GRPPRF, accept for its members . Y
Authority provider . . . . ALEXM

System . . . . . . . . .. *ALL

Rule title . . . . . . . . test

Time and IP restrictions N=Not Skipped when specific permission is requested
Time group (week schedule)

IP Address . . . . . . . . Subnet mask:

Activity must begin From: 1/01/01 0:00 To: 31/12/99 23:59
Maximum work time . . . . 30 Minutes, 0=*NOMAX

Allow next use after . . . 0 Minutes, 0=Allow consecutive uses

Inform activity:

Message Queue . . . . . . *PROVIDER

E-mail (mail,mail...) .. *PROVIDER

F3=Exit F8=Print Fl2=Cancel To next screen, press Enter.
Screen 2/3

Time group (week schedule)

The name of a time group (as shown in "Time Groups" on
page 38) to which the authority is restricted. If preceded by
N, the time group is excluded from the extended authority.

IP address

The IP address and Subnet mask representing a range of
addresses to which the authority is restricted. If preceded by
N, the address range is excluded from the extended
authority.
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Maximum work time

The maximum amount of time from the start of the extended
authority, after which the authority expires. If set to 0, the
authority never automatilcally expires.

Allow next use after

After a session of extended authority expires, the number of
minutes that must pass before it can be restarted. If set to 0O,
a new session can begin immediately.

Message Queue
A message queue to be notified of activity within the session.
Email (mail, mail...)

Email addresses, separated by commas, to be notified of
activity within the session.

Screen 3/3 Display Authority Rules History

Last version

Requesting user . . . . . ALEX3 If *GRPPRF, accept for its members . Y

Authority provider . . . . ALEXM

System . . . . . . . . .. *ALL

Rule title . . . . . . . . test

Intention of Rule

Reference Id. . 10

Description . . test

F3=Exit F8=Print Fl2=Cancel To next screen, press Enter.
Screen 3/3

Reference ID

A unique, official ID referring to this rule.
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Description

A meaningful description of the rule.
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Time Gro

ups

Using time groups, you can define both standard and non-standard working
hours for your organization. Time groups are sets of time and day
parameters that you can use as filter criteria when working with authority

rules.

To create or modify time groups, select 6. Time Groups from the main
menu. The Define Time Groups screen appears.

Type options,
l1=Select 3=

Opt Time Group
ALEXANDRA
ALON
ALONPP
ALONS8S8
CONF1
FRANCEWH
NEW
VB123
WORKHOURS
WORKHOURS1
WORKHOURS2
WORKHOURS3

F3=Exit F6=Add new

press Enter

Define Time Groups

Copy 4=Delete

Description
TEXT FOR ALEXANDRA

Special
Special
Special

group
group
group

TEXT FOR CONF1
SITE GROUP
TEXT FOR NEW

Special
Regular
Regular
Regular
Regular

F8=

group
work hours

work hours + 1
work hours + 2
work hours + 3

Bottom
Print list Fl2=Cancel

The body of the screen shows existing time groups, showing the name and a
text description for each.

To add a time group, press the F6 key. The Add Time Group screen appears.

To modify an existing time group, enter 1 in the Opt field for that group.
The similar Modify Time Group screen appears.
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Add Time Group

Time Group . . .
Description

Type choices, press Enter

From To From To
Monday 0:00 : 00 0:00
Tuesday 0:00 : 00 : 00
Wednesday 0:00 :00 : 00
Thursday 0:00 : 00 : 00

0

0

0

: 00
: 00
: 00
: 00
: 00
: 00
: 00

Friday : 00 : 00 : 00
Saturday : 00 : 00 : 00
Sunday :00 :00 :00

o) o} o} (o} (o) (o) fe]
o} o} (o) (o} (o) fe]
o} o} o} (o} (o) (o) fe]

Note: If To is less than From it will be considered in the following day .
Example: Monday 20:00 - 08:00 means Monday 20:00 till Tuesday 08:00.

F3=Exit Fl2=Cancel F13=Repeat time Fl4=Clear time

The top of the screen includes these fields:
Time Group

A meaningful name for the Time Group. This field is mandatory.

Description

A meaningful description of the Time Group. This field is
mandatory.

The body of the screen has named lines for each day of the week.

Each line has two pairs of fields, with one named From and the other
named To. Each pair specifies a time period during the day. For example, if
workers had a shift from 8 AM to 5 PM, with a lunch break from noon to 1
PM, the line for each weekday would show times from 8:00 to 12:00 and
from13:00t017:00.

If the value of the To field is less than that of the From field, it signifies that
the shift continues into the next calendar day. For example, an overnight
shift From 23:00 To 7:00 would run from 11 PM on that day through
7 AM on the next.

To repeat the entered times from the line containing the cursor to those for
all other days, press the F13 (Shift+F1) key.
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To clear the times from all the lines except for the one containing the cursor,
press the F14 (Shift+F2) key.
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Activation

To activate the timer that shows when work periods are over as well as the action feature (see
General Definitions), activate the Authority on Demand monitor.

Authority on Demand should be set to activate automatically each time your
IBM i performs an IPL.

To work with activation, select 11. Actiwvation from the main menu.
The Activation screen appears.

ODCTL _ iSecurity
System: 5520
Activation Specific for Authority On Demand
1. Activate ZAUTH subsystem 31. Activate SBMJOB handling for 1=Add
2. De-activate ZAUTH subsystem In SBMJOB+F4, CMD() is hidden
Use AODSBMJOB instead
5. Work With Active Jobs Such jobs are denoted as Add>Sbm

32. De-activate SBMJOB handling

Global Activation Specific for Password Reset
11. Activate ZAUTH subsystem at IPL 41. Create User
12. Do Not Activate ZAUTH at IPL Use USRPRF (FORGOTyyy) /GRPPRF (FORGOT)

PASSWORD (PASSWORD)
yyy=blanks, or language id.
FORGOT* are always enabled.
45. Activate IASP mount handling
46. DE-Activate IASP mount handling
47. Set all P-R Users for current system
Selection or command
===>

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel
Fl3=Information Assistant F16=AS/400 main menu

Manual Activation

To activate the Authority on Demand monitor manually, select 1.
Activate ZAUTH subsystemfrom the Activation menu.

To de-activate the Authority on Demand monitor manually, select 2. De-
activate ZAUTH subsystem from the Activation menu.
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Automatic Activation

To activate Authority on Demand automatically each time an IPL occurs,
select11. Activate ZAUTH subsystem at IPL from the
Activation menu.

To cancel automatic activation, select 12. Do Not Activate ZAUTH
subsystem at IPL from the Activation menu.

Web Interface Activation

To activate the Authority on Demand web interface, select 21. Start
web interface from the Activation menu.

To de-activate the Authority on Demand web interface, select 22. Stop
web interface from the Activation menu.

Activating SBMJOB Handling

Rules that use the 1=Add authority option enable the user to submit
jobs that will carry elevated authority, regardless of the state of the
submitting Authority on Demand session. This unique capability is subject to
retaining the value USER(*CURRENT) in the submitted job.

By default, when a user enters the F4=Prompt screen for the command
Submit job (SBMJOB), the Command (CMD) parameter is not displayed
and cannot be changed.

To activate SMBJOB handling, select 31. Activate SBMJOB
handling for 1=Add from the Activation menu (STRAOD > 11).
With this set, Activity on Demand uses the AODSBMJOB command,
which allows changes to the CMD parameter and effective use of the
F4=Prompt key.

To de-activate Authority on Demand SBMJOB handling, select 32.
De-activate SBMJOB handling from the Activation menu.

Verifying that the Authority on Demand Monitor is Active

To view the Authority on Demand monitor subsystem, select 5. Work With Active
Jobs from the Activation menu (STRAOD > 1). The standard Work with
Subsystem Jobs screen appears, showing jobs within the ZAUTH subsystem.
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Getting Authority on Demand

To activate Authority on Demand, you must be logged in with the Requester
user profile.

To get Authority on Demand, select 31. Get Authority On Demand
from the main menu. The Get Authority On Demandscreen appears.

Get Authority On Demand (GETAOD)
Type choices, press Enter.
Authority provider . . . . . . . *SELECT Name, *SELECT, *TRACE
PIN Code (minimum of 5 digits) Number
Reason . . . . . . . . . . . . . *BYPIN
Reference extension . . . . . . *NONE

Bottom

F3=Exit F4=Prompt F5=Refresh Fl2=Cancel F13=How to use this display
F24=More keys

The body of the screen includes these fields:

Authority provider
The Authority Provider's user profile. Possible values include:

e The provider's user name

e *SELECT: If the field is set to *SELECT, when you press
Enter, the Select Authority Provider window appears, offering
a list of authorized providers:
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1=Select

Opt Provider
*TRACE
EVGPRVD
FRANCE
FRANCE1
GERMANY
ISRAEL
PROVWEAK
QSECOFR

Requester: JOE

Select provider, pres

Auth.
Trace
Add
Add
Add
Add
Swap
GlbSpc
Swap

F3=Exit Fl2=Cancel

Get Authority On Demand (GETAOD)

Select Authority provider

s Enter.

ID-By
Approve-By Pin MFA

QSECOFR

*SECADM Y

oD

Subset

Self trace by
WEWRWR

Check mail to
check sending
Check mail to
Check mail to

weak to strong
Test Emergency

Anybody

French provider
mail

German provider

Israeli provider

(active/ Not ac

Bottom

For each provider, the screen shows information on the rule
under which the authority is provided. To video and edit
further information about the authority provided, enter 1 in
the Opt field for the provider. The Work with Parameters of
selected GETAOD rule window appears:

Work with Parameters of selected GETAOD rule

Requester
Provider
Authority by

PIN code

Reason

Reference.

Modify data,

JOE
ISRAEL
Swap

<== Enter Pin code

check mail

(1f needed)

*NONE

Extension for the rule reference

F3=Exit Fl2=Cancel

or press Enter to confirm.
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With this screen, you can set a Reason for this use of the
rule, a PIN code for its use, and an extension to use
for references tothe rule.

If the rule requires approval (as shown in the Approve-by
field of the Select Authority provider screen), the Information
about Approval screen appears once you press Enter:

Information about Approval

You JOE requested to elevate authority to ISRAEL
in this job 809148/JOE/QPADEV0009

You have to get approval from *SECADM

If he has an active session, he will get a message when you press Enter.
In any case, you are advised to call him and ask for his confirmation.

Once approved, you will be notified. Then, start your AOD session, re-enter
the GETAOD command, with the same provider.

The approval must be obtained within 1 hour, or your request will be deleted.

Now, press Enter to continue with other work.

A break message also appears on the screen of every QSECOFR
user requesting that they approve the request. The request
must be approved within one hour, using the GETAOD
Requests Pending your Approval screen (STRAOD> 2).

(Continuing with values for the Authority Provider field of
the Get Authority on Demand (GETAOD) screen:)

e *TRACE: Create a trace of the activity done within the ses-
sion without changing authority. At the end, a complete doc-
ument describing the activity within the sesson is provided.

PIN code
The PIN code that was defined when setting up the rule
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Reason

The reason for requesting the Authority. Free text, up to 240
characters long. If set to *BYPIN, the default reason established
for authority requests using that PIN.

Reference extension

An extension attached to references to this authority request.
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Displaying Authority on Demand

To display the new authorization currently in use, select 32. Display
Authority on Demand from the main menu.

As shown here, a message appears at the bottom of the screen stating
whether you are currently running with standard or extended authority.

ODMENU [Authority On Demand | iSecurity
System: RLDEV
Authority Log, Queries and Reports
1. Authority On Demand Rules 41. Display History

2. GETAOD Requests Pending Your Approval 42. Queries and Reports

5. Authority Providers

6. Time Groups Related Items
51. MFA for AOD
Control 52. MFA-Multi Factor Authentication
11. Activation 53. iSecurity

15. Display AOD Active Jobs DSPAODACT

Operations Maintenance

31. Get Authority On Demand GETAOD 81l. System Configuration
32. Display Authority On Demand DSPAOD 82. Maintenance Menu

33. Release Authority On Demand RLSAOD 89. Base Support

Selection or command
===>

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel
Fl3=Information Assistant F1l6=System main menu
You are running with your standard authority.
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Releasing Authority on Demand

To release Authority on Demand and return to working with the standard
authorizations, select 33. Release Authority on Demand
from the main menu. The Release Authority On Demand screen
appears.

Release Authority On Demand (RLSAOD)

F3=Exit F5=Refresh Fl2=Cancel F13=How to use this display F24=More keys

No parameters to show; press Enter to run, F3 to exit.

To cancel releasing the extended authority, press the F12 key.

Otherwise, press Enter. The acquired authority is released.
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To view the contents of the history log in a standard format using basic filter
criteria, you can display or print the Authority on Demand activity log.

NOTE: Extended logging capability may depend on other iSecurity modules
such as Capture, Audit, and AP-Journal, which you may have to install
or license separately.

Displaying the History Log

To display the Authority on Demand History Log, select 41. Display
History from the main Authority on Demand menu. The Display AOD
History (DSPAODHST) screen appears.

Display AOD History (DSPAODHST)

Type choices, press Enter.

Display last minutes . . . . . . *BYTIME Number, *BYTIME
Starting date and time:
Starting date . . . . . . . . *PRVYEARS Date, *CURRENT, *YESTERDAY...
Starting time . . . . . . . . 000000 Time
Ending date and time:
Ending date . . . . . . . . . *CURRENT Date, *CURRENT, *YESTERDAY...
Ending time . . . . . . . . . 235959 Time
Authority requester . . . . . . *ALL Name, generic*, *GROUP, *ALL
Authority provider . . . . . . . *ALL Name, generic*, *ALL
Reference Id (generic¥) e e *ALL
Reason includes the text . . . .
System to run for . . . . . . . *CURRENT Name, generic*, *CURRENT...
Number of records to process . . *NOMAX Number, *NOMAX
Output . . . . . . . . . . . .. * *, *PRINT, *QUTFILE
Bottom
F3=Exit F4=Prompt F5=Refresh Fl0=Additional parameters Fl2=Cancel
Fl13=How to use this display F24=More keys

The body of the screen contains these fields, which you can use to select the
information from the log to print or display:

Display last minutes

The number of minutes, counting backward from the current time,
for which information should be shown. If set to *BYTIME, use
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the time periods shown in the Starting data and time
and Ending date and time fields.

Starting date and time
Starting date

The earliest date to be shown. In addition to numerical dates,
possible values include:

e *CURRENT = Current day
e *YESTERDAY = Previous day
e *WEEKSTR/*PRVWEEKS = Current week/Previous

week

e *MONTHSTR/ *PRVMONTH = Current month/Previous
month

e *YEARSTR/ *PRVYEARS = Current year/ Previous
year

e *SUN -*SAT = Day of week
Starting time
The time on that day to begin, in HHMMSS format
Ending date and time
Ending date

The latest date to be shown. In addition to numerical dates,
possible values include:

e *CURRENT = Current day
e *YESTERDAY = Previous day
e *WEEKSTR/*PRVWEEKS = Current week/Previous

week start

e *MONTHSTR/ *PRVMONTH = Current month/Previous
month

e *YEARSTR/ *PRVYEARS = Current year/ Previous
year start

e *SUN -*SAT = Day of week
Ending time

The time on that day to end, in HHMMSS format
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Authority requester

The user profile that requested the authorization. This can be a
single profile, a generic* name, or *ALL.

Authority provider

The user profile that provided the authorization. This can be a
single profile, a generic* name, or *ALL.

Reference ID
A unique, official string representing the rule.
Reason includes the text

Select the record if the free-form text entered appears in the
Reason field of the request.

System to run for

The system for which the authorization was made. This can be a
single system name, a generic* name, *CURRENT, or *ALL.

Number of records to process

How many records to process. To process all records, set this to
*NOMAX.

Output

Where to send output. Possible values include *PRINT and
*OQUTFILE.

When you have entered all the parameters, press Enter. The Display AOD
History summary screen appears, showing the collected information.
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Display AOD History 01/01/20 - 28/04/21

Type options, press Enter. Subset . .
1=Select 2=Cmd-line 3=+CSV 4=Cmds 5=Audit 6=STRSQL 7=Screens 8=DB 9=AtEnd E=ENDJOB
Opt Started Requester Provider  Add/Swp Reference ID Minutes / Message Ended
=>
_ B3/1515:12 ALEX3  ALEX4 Failed- Prvdr not found -

03/15 15:11 ALEX3 ALEX4 Failed- Prvdr not found
: 03/15 15:10 ALEX3 ALEX4 Failed- Prvdr not found
_ 83/15 15:03 ALEX3 QSECOFR ~ Swap 44 2 03/15 15:05
_ 83/15 15:03 ALEX3 QSECOFR ~ Swap 44 1 03/15 15:03
_ B3/88 13:34 0D PROVWEAK ~ GlbSpc A 1 03/08 13:34
_ ©3/@7 17:53 EVGPRVD ~ EVGPRVD ~ GlbSpc WSWS 132 03/07 28:11
_ 03/07 17:56 EVGPRVD EVGPRVD GlbSpc  WSWS 1 03/07 17:56
_ B3/87 17:25 EVGTST EVGPRVD GlbSpc SFDFR SFFS 1 03/07 17:25

03/87 17:23 EVGTST EVGPRVD ~ AddSpc SFDFR SFFS 1 03/07 17:23
: 03/@87 17:21 EVGTST EVGPRVD Add SFDFR SFFS 1 03/07 17:22
_ B3/87 17:18 EVGTST EVGPRVD ~ Swap  SFDFR SFFS 3 03/07 17:21
_ B3/87 16:58 EVGTST EVGPRVD Swap SFDFR SFFS 16 03/07 17:14
_ B3/87 16:56 EVGTST EVGPRVD ~ Swap  SFDFR SFFS 195 03/07 28:11
_ B3/07 16:18 EVGTST EVGPRVD  Add SFDFR SFFS 38 03/07 16:55
_ 03/07 16:17 EVGTST EVGPRVD Add SFDFR SFFS 39 03/07 16:55
_ B3/07 16:14 EVGTST EVGPRVD ~ GlbSpc SFDFR SFFS 4 03/07 16:17

More...

F3=Exit F5=Refresh  F12=Cancel F17=Top

Each line on the body of the screen refers to a single request for extended
authority. The fields on each line include:

Started

The date and time that the request was made
Requester

The user profile making the request
Provider

The user profile asked to authorize the extended authority
Add/Swp

How authority would be provided:

e Add: Add authority

e GlbSpc: Add *SPCAUT globally

e Swap: Swap profile

e Trace: Trace activity but do not change authority
e AddSpc: Add *SPCAUT by session

Reference ID

A unique, official string representing the rule
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Minutes/Message

If the request was successful, the number of minutes for which the
extended authority was in effect.

If the request failed, a message explaining the failure.
Ended
If the request was successful, the date and time that it ended.

To view detailed information about one of the authorization requests in the
list, enter 1 in the Opt field on that line. The Display Details screen

appears.
Display Details
Started . . . . . . L. 2021-03-15-15.03.25
Ended . . . . . . . . . . 2021-03-15-15.05.23
Minutes / Reject-reason . 2
Requester . . . . . . . . ALEX3
Provider . . . . . . . . QSECOFR
Type . « « « « . ... Swap
Description . . . . . . . test
Job . .. .. oo oo 495952 /ALEX3/QPADEV0004
Job type . . . . . . . .. Interactive
Current user . . . . . . . ALEX3
IP address . . . . . . . . 1.1.1.199
System . . . . . L L. RLDEV
Reference Id . . . . . . . 44
Reason . . . . . . . . . . sss
F3=Exit Fl2=Cancel

The screen includes these fields, which are all read-only:
Started

The date and time that the request was made, in YYYY-MM-DD-
HH.MM.SS format

Ended

If the request was successful, the date and time that it ended, in
YYYY-MM-DD-HH.MM. SS format
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Minutes/Message

If the request was successful, the number of minutes for which the
change was in effect.

If the request failed, the message explaining the failure.
Requester

The user profile making the request

Provider

The user profile asked to authorize the extended authority
Type

How authority was provided:

e Add: Add authority

« GlbSpc: Add *SPCAUT globally

e Swap: Swap profile

e Trace: Trace activity but do not change authority
e AddSpc: Add *SPCAUT by session

Description

A free-text description of the Authority on Demand rule that was
used

Job

The job number of the authorization
Job Type

The job type

Current User

The user viewing the report
IP address

The IP address from which the authorization was requested
System

The system for which the authorization was requested
Reference ID

A unique, official string representing the rule
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Reason
The reason for the request

To display commands entered on the command line during a session, enter
2=Cmd-line in the Opt field for the line representing the session on the
Display AOD History summary screen. (This depends on iSecurity/Audit
having been active during the session.)

To display information from the session in Comma Separated Values format,
enter 3=CSV in the Opt field for the line representing the session on
the Display AOD History summary screen. (This depends on
iSecurity/Audit having been active during the session.)

To display all commands entered during a session, including those generated
by screens, enter 4=Cmds in the Opt field for the line representing the
session on the Display AOD History summary screen. (This depends on
iSecurity/Audit having been active during the session.)

To display an Audit history of a session, enter 5=Audit in the Opt field for
the line representing the session on the Display AOD History summary
screen. (This depends on iSecurity/Audit having been active during the
session.)

To display all SQL statements entered during a session, enter 6=STRSQL in
the Opt field for the line representing the session on the Display AOD
History summary screen.

To display all screens used during a session, enter 7=Screen in the Opt field
for the line representing the session on the Display AOD History
summary screen. (This depends on iSecurity/Capture having been active
during the session.)

To display all database activity during a session, enter 8=DB in the Opt field
for the line representing the session on the Display AOD History
summary screen. (This depends on iSecurity/AP-Journal having been
active during the session.)

To display only the AtEnd report, enter 9=AtEnd in the Opt field for the line
representing the session on the Display AOD History summary screen.

To end a session, enter E=EENDJOB in the Opt field for the line representing
the session on the Display AOD History summary screen.
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Display Log and Entered Commands

To print activity logs with commands entries, select 42. Queries and
Reports from the Activity on Demand main menu, then select 12.
Print Log + Entered Commands from the Queries and
Reports menu. The activity log is composed of audit and journal logs.

The Display AOD Log Entries (DSPAODLOG) screen appears.

Display AOD Log Entries (DSPAODLOG)

Type choices, press Enter.
Display last minutes . . . . . . *BYTIME Number, *BYTIME
Starting date and time:

Starting date . . . . . . . . *CURRENT Date, *CURRENT, *YESTERDAY...

Starting time . . . . . . . . 000000 Time
Ending date and time:

Ending date . . . . . . . . . *CURRENT Date, *CURRENT, *YESTERDAY...

Ending time . . . . . . . . . 235959 Time
Authority requester . . . . . . *ALL Name, generic*, *ALL
Authority provider . . . . . . . *ALL Name, generic*, *ALL
Reference Id (generic¥) Coe e *ALL
Reason includes the text . . . .
System to run for . . . . . . . *CURRENT Name, generic*, *CURRENT...
Number of records to process . . *NOMAX Number, *NOMAX
Output . . . . . . . . . . . .. > *PRINT *, *PRINT, *QUTFILE
Attach activity log . . . . . . > *CMDENT *YES, *CMDENT, *CMD, *NO
Attach captured screen . . . . . > *NO *YES, *NO

More...

F3=Exit F4=Prompt F5=Refresh Fl10=Additional parameters Fl2=Cancel
Fl13=How to use this display F24=More keys

The screen includes these fields:

Display last minutes

The number of minutes, counting backward from the current time,
for which information should be shown. If set to *BYTIME, use
the time periods shown in the Starting data and time
and Ending date and time fields.

Starting date and time

Starting date

The earliest date to be shown. In addition to numerical dates,
possible values include:
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*CURRENT = Current day

*YESTERDAY = Previous day
*WEEKSTR/*PRVWEEKS = Current week/Previous
week

*MONTHSTR/ * PRVMONTH = Current month/Previous
month

*YEARSTR/ *PRVYEARS = Current year/ Previous
year

*SUN -*SAT = Day of week

Starting time

The time on that day to begin, in HHMMSS format
Ending date and time

Ending

date

The latest date to be shown. In addition to numerical dates,
possible values include:

Ending

*CURRENT = Current day

*YESTERDAY = Previous day
*WEEKSTR/*PRVWEEKS = Current week/Previous
week start

*MONTHSTR/ * PRVMONTH = Current month/Previous
month

*YEARSTR/ *PRVYEARS = Current year/ Previous
year start

*SUN -*SAT = Day of week

time

The time on that day to end, in HHMMSS format
Authority requester

The user profile that requested the authorization. This can be a
single profile, a generic* name, or *ALL.

Authority provider

The user profile that provided the authorization. This can be a
single profile, a generic* name, or *ALL.
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Reference ID

A unique, official string representing the rule.
Reason includes the text
Select the record if the free-form text entered appears in the
Reason field of the request.
System to run for
The system for which the authorization was made. This can be a
single system name, a generic* name, *CURRENT, or *ALL.
Number of records to process
How many records to process. To process all records, set this to
*NOMAX.
Output
Where to send output. Possible values include *, *PRINT and
*QUTFILE.
Attach activity log

If the Output field is set to * PRINT, the printed log includes
the included commands. Possible values include:

e *YES: Attach full log
e *CMDENT: Attach entered commands
e *CMD: Attach all commands

e *NO: Do not attach commands.
Attach captured screen

If the Output field is set to * PRINT, attach captured screens.
The default is *NO.

Attach file record changes
If the Output field is set to *PRINT, attach information on

record changes. The default is *NO. Other options include *LIST
for alistand *YES for more complete information.

Attach *CSV report for *CMDENT
If the Attach activity logfieldis set to *CMDENT, attach

the report of entered commands in *CSV (comma-separated
values) format.
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Print format
Whether to print the report in *SHORT or *FULL format.

To display full transaction details, if the Display Authority on Demand Log is
used with parameter OUTPUT (*), you can place the cursor on any log
line and press Enter to display full transaction details.
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Printing the Log and Attachments

To print a predefined report of the log and attachments, select 13. Print
Log + Attachments from the Queries and Reports menu
(STRAOD> 42).

The Display AOD Log Entries (DSPAODLOG) screen appears, with several
fields preset to useful values:

e Output: *PRINT

Attach activity log: *CMDENT
Attach captured screens: *YES
Attach file record changes: *NO
Print format: *FULL
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System Configuration

To configure general values for Authority on Demand, select 81. System
Configuration from the main menu. The Authority On
Demand System Configuration screen appears.

ODPARMR System Configuration 6/12/21 12:05:39
Authority On Demand SIEM Support
1. Global Parameters 70. Main Control----- > Active
3. Session End Activity 71. SIEM 1: N
4. Attachment setup 72. SIEM 2: N
5. Defaults 73. SIEM 3: N
6. Reason Structure 75. SNMP Definitions
8. Emergency rules
9. Log Retention
Person Based Products P-R/MFA/U-P General
51. P-R Password-Reset 91. Language Support
52. MFA Multi-Factor Authentication 99. Copyright Notice

53. U-P User-Provisioning
58. Self-Registration Control
59. Customizing web interface

Selection ===>

Release ID . . . . . « « « « o « o o . 06.04 21-10-19 788C500 41A EP10 2
Authorization code . . . . . . . . . . 002112721700 2 RLDEV
F3=Exit F22=Enter Authorization Code

General Definitions

To set global parameters for Authority on Demand, select 1.
Global Parameters from the System Configuration menu. The
General Definitions screen appears.
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General Definitions 10/06/21 11:44:26
Type options, press Enter.

Enable command line in Add Authority . . Y Y=Yes, N=No
Y extends the Limit Capabilities (LMTCPB) to the max of Requested & Provider.

Minutes earlier to inform work time end. 1 0=No warning

0=*NONE, 5=HLDJOB, 9=ENDJOB
0=*NONE, 3=DSCJOB, 5=HLDJOB,
9=ENDJOB

When max time is reached, if batch . . .

0
if interactive 9

MFA for AOD

Length of verification code . . . . . . 4, 6, 8 or 10 characters

leo

Maximum time to enter verification code 3-15 minutes

len

F3=Exit Fl2=Cancel

The body of the screen includes these fields:
Enable command line in Add Authority
Whether the use can enter additional specifications via the

command line, to the maximum length allowed for the provider
and requester.

Minutes earlier to inform work time end.
Authority on Demand can inform the user when the work session

us about to end. This field indicated the number of minutes before
the end to inform the user. If set to 0, the user is not warned.

When max time is reached,
if batch

The action to take if the maximum time is reached when
running in batch mode. Possible values include:

e 0: *XNONE
e 5: HLDJOB
e 9: ENDJOB
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if interactive

The action to take if the maximum time is reached when
running in interactive mode. Possible values include:

e 0: *XNONE

e 5: HLDJOB
e 3: DSCJOB
e 9: ENDJOB

MFA for AOD
Length of verification code

If Authority on Demand is set to demand a verification code
via Multi-Factor Authentication, the number of characters
required for the code. Possible values include 4,6,8, or 10.

Maximum time to enter verification code
The maximum number of minutes during which the user

must enter the verification code. This can be from 3to 15
minutes.
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Exit Programs

User exit programs can specify overrule the Get Authority on
Demand rule definitions to allow or reject the request. These programs can

also modify the reason given by the Requester for the temporary
authorization.

You can find a template program in SMZO/ODSOURCE ODVERIFY.

To specify an exit programs, select 2. Exit programs from the

Authority On Demand System Configuration menu (STRAOD > 82).

The Exit Programs screen appears.

Exit Programs 28/04/21 17:29:52
Type options, press Enter.

GETAOD verification program . . . *NONE Name, *NONE
Library . . . . . . « . . o . .

You may specify a program name which will overrule the Get Authority on Demand
decision to allow or reject the request. This program can also modify the

reason given by the requester.

A template program can be found in SMZO/ODSOURCE ODVERIFY.

F3=Exit Fl2=Cancel

The body of the screen includes these fields:
GETAOD verification program

The user program that runs to verify the Get Authority request, or

*NONE.
Library

The library containing the programs.
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Session End Activity

To define which actions are executed when the extended authority ends,
select 61. Session End Activity from the Authority On
Demand System Configuration menu. The Session End Activity screen

appears.
Session End Activity 29/04/21 17:12:57
Parameters apply for . . . . . . A 0=A0D, M=MFA, A=ALL
Perform Session End Activity . . Y Y=Yes, I=Interactive, N=No

Performed also during SIGNOFF/ENDJOB.

Attach activity log . . . . . . . Y Y=Yes, C=Commands, N=No
Attach captured screen . . . . . Y Y=Yes, N=No
Attach file record changes Y Y=Yes, L=List, N=No
Mail to:

1. PROVIDER/REQUESTER (MFA user) N / N Y=Yes, N=No

2. Address . . . . . . . . ...
Keep in format . . . . . . . . . H T=Plain Text, H=HTML
Create *CSV log of CL commands. . Y Y=Yes, N=No
Keep log in dir /iSecurity/AOD . P Y=Yes, N=No, D=By Date,

/MFA P=By AOD Provider (P=Y for MFA)

Keep on OUTQ . . . . . . . . . . *NONE Name, *NONE

Library . . . . .« . « . . o . . Name

F3=Exit F4=Prompt F1l2=Cancel

The body of the screen includes these fields:
Parameters apply for

The programs for which these parameters apply. Possible values
include:

e O: Authority on Demand
e M: Multi-Factor Authentication
e A:All

Perform Session End Activity

Whether and how to perform the activity when the session ends,
as well as during SIGNOFF/ENDJOB.

Possible values include:
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e Y:Yes. Perform Session End Activity in a batch job

e I:Interactively. Perform Session End Activity in an interactive
job

e N: No. Do not perform Session End Activity

Attach activity log

Whether to attach the full activity log or a listing of logged
commands to the output.

Possible values include:

e Y: Yes, attach the full Activity Log
e C: Attach logged Commands only
e N: No, do not attach the Activity Log

Attach captured screen
Whether to attach screens captured during the run to the output.
Possible values include:

e Y: Yes, attach the screens
e N: No, do not attach the screens

Attach file record changes

Whether to attach information on file records changed during the
run to the output.

Possible values include:

e Y: Yes, attach full information
e L: List - attach a list of changes
e N: No, do not attach the information

Mail to:
Whether to email the report to specified people
1. PROVIDER/REQUESTER (MFA user)

A pair of single-character fields (N / N) representing the
provider and requester.

To send the email to the provider, set the first field to ¥.
Otherwise, set it to N.

To send the email to the requester, set the second field to Y.
Otherwise, set it to N.
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2. Address

Additional email addresses to which the report is to be sent.
Keep in format

The format for the report. Possible values include:

e T: Plain Text
e H: HTML

Create *CSV log of CL commands

Whether to create a log in CSV (comma-separated value) format of
the commands performed during the session. Possible values are
Y for Yes or N for No.

Keep log in dir /iSecurity/AOD /MFA

Whether to keep a log for Authority on Demand in the
/iSecurity/AOD directory, and for Multi-Factor
Authentication in the /iSecurity/MFA directory.

Possible values include:
e Y: Keep alogin the specified directory
e N: Do not keep a log in the directory
» D: Keep the log in a subdirectory named for the date.
e P: For Authority on Demand, keep the log in a sub-
directory named for the provider. For Multi-Factor

Authentication, keep the log directly in the specified dir-
ectory.

Keep on OUTQ

The name of an OUTQ in which to keep the log, or *NONE
Library

The library that contains the named OUTQ.
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Attachment Setup

To provide attachments for the logs, you can either use the appropriate
iSecurity module or, if available, standard system commands. To
indicate which to use, select 4. Attachment Setup from the
Authority On Demand System Configuration menu. The
Attachment Setup screen appears.

Attachment Setup 28/04/21 17:39:08

Type options, press Enter.

Use iSecurity/Capture (see Notes) L. Y Y=Yes, N=No
Use iSecurity/Audit for QAUDJRN . . . . . N Y=Yes, N=No
Use iSecurity/Firewall for STRSQL . . . . Y Y=Yes, N=No
Use iSecurity/AP-Journal for DB updates . Y Y=Yes, N=No

In order to provide the attachment for the logs, the product can either
use the appropriate iSecurity module or attempt to use standard system
commands .

Please specify whether to use iSecurity modules or system commands.

Notes:

1. iSecurity/Capture is the only way to capture user screen activity.
If Capture is used ONLY for AOD: STRCPT, 81, 1 and set "Minutes between
checks" to 998=Never check.

2. A maximum of 200 updates are included from each journal that contains DB
updates made during AOD.

F3=Exit Fl2=Cancel

The body of the screen contains these fields, along with further
explanations:

Use iSecurity/Capture

iSecurity/Capture is the only way to capture screens for Authority
on demand. If this field is set to N, no screens will be captured. To
use Capture, set the field to Y. iSecurity/Capture works for
sessions of Authority On Demand, even if you have not purchased
a license for Capture

If you are using Capture only for Authority on Demand, set the
Minutes between checks field on the Capture General
Definitions screen (STRCPT> 81 > 1)to 998 (Never check).
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Use iSecurity/Audit for QAUDJRN

To use iSecurity/Audit for QAUDJRN, set this field to ¥. Otherwise,

setittoN.

A maximum of 200 updates are included from each journal that

contains DB updates made during Authority on Demand.
Use iSecurity/Firewall for STRSQL

To use iSecurity/Firewall for STRSQL, set this field to ¥. Otherwise,

setittoN.
Use iSecurity/Firewall for STRSQL

To use iSecurity/Firewall for STRSQL, set this field to ¥. Otherwise,

setittoN.

A maximum of 200 updates are included from each journal that

contains DB updates made during Authority on Demand.

Defaults

To set a variety of default values for Authority on Demand rules. select 5.
Defaults from the System Configuration screen (STRAOD > 81).

The General Defaults screen appears.

General Defaults 10/06/21 15:48:36

Type defaults for rules, press Enter.

Maximum work time (minutes) . . . . . . 30 0=*NOMAX
Remaining uses of PIN code . . . . . . . 90 99=*NOMAX
Allow next use after . . . . . . . . . . 0 0=Allow consecutive uses

PIN code valid to current system only
Apply rules to group profile members . .

Y=Yes, N=No

Y=Yes, N=No

This is the default for interpreting rules in which the requester is a group
profile. If Y, the rule applies to all the members of the group profile.
During processing, only the first rule found applies.

==

F3=Exit Fl2=Cancel
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The body of the screen contains these fields:

Maximum work time (minutes)

The default number of minutes for which a rule may increase
authority. If set to 0, no limit is set.

Remaining uses of PIN code
The default number of times that a PIN code may be used before it
must be changed. If set to 99, no limit is set.

Allow next use after
The default number of minutes that must pass after a rule is used

before it may be used again. If set to 0, the rule may be used again
immediately.

PIN code valid to current system only

If set to ¥, a PIN code may only be used on the current system. If
set to N, it may be used on other systems.

Apply rules to group profile members
If setto Y, a rule requested by a user who is a group profile applies

to all members of the group. If set to N, it does not. If multiple
rules are found, only the first one applies.
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Reason Structure

To predefine the Reason field for the Get Authority On Demand (GETAQOD)
screen, select 6. Reason Structure fromthe Authority On
Demand System Configuration menu (STRAOD > 81). The Reason
Structure screen appears.

Reason Structure 28/04/21 17:51:53
Type options, press Enter.

Structure of REASON . . . . *BYPIN Structure, *BYPIN
Single character is represented by symbol !

Specify the reason structure when issuing a GETAOD command.

Embedded blanks are allowed.

The value *text* or *number* represents a character or numeric string of any
length. It can only appear as the last part of the structure.

Example: Enter "CASE NUMBER *number*" to require the authority requester to
enter the CRM case number for which they are requesting additional authority.

Use of REASON (*BYPIN) . . . Y Y=Yes, N=No

If set to "Y", the authority requester is not required to enter a reason for
the additional authority request.

This GETAOD will be logged with the description field of Intention of Rule
(Screen 3/3 from Modify Authority Rules 1,1 from the main menu)

F3=Exit Fl2=Cancel

The Reason field in authorization listings gives a human-readable reason
for the use of a rule. For many rules, you can set the reason with the
Intention of Rule field from the Modify Authority Rules screen (as
seen in "Authority Rules" on page 19). If the Structure of REASON
field on this screen is set to *BYPIN and the User of REASON
(*BYPIN) field is set to ¥, Authority on Demand can then find the relevant
value based on the PIN code used for the authorization.

If you include the strings *text* or *number* at the end of the string in
the Structure of REASON field, the user must enter an appropriate
value. Thus, as the screen text says, if you set it to CASE NUMBER
*number*, the user must enter a case number for the authorization.

You can also use wildcard characters, setin the Single character is
represented by symbol field to leave space for a specified number of
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characters to be entered by the user. In the example, the character is set as

AUTH. The user must then enter a customer code that is exactly five
characters long, to be included in the reason.
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Multi-System LPAR Support

To set one system to collect information on Authority on Demand sessions
on other systems, set the Controlling System field on the Multi-

System LPAR Support screen (STRAOD> 81 > 7) for that system to
*LOCAL.

To set other systems to send information on Authority on Demand sessions
to that system, set the Controlling System field on the Multi-
System LPAR Support screen (STRAOD> 81 > 7) for those systems to
the name of that collecting system. System names are defined through
the Work with Network Systems screen within Base Support, as shown
under Network Support in the iSecurity Installation and Base Support

Manual.
Multi-System LPAR Support 13/06/21 17:42:02
Type options, press Enter.
Controlling system . . . . . . . . . . *NONE System, *CTL, *NONE

For multi system/Lpar environment, log information is centralized in the
named System. That system has *CTL. See manual for prerequisites.
Re-activate subsystem after change of controlling system.

F3=Exit Fl2=Cancel

Toinclude information on all the systems inreports, set
the System to run for field on, for example, the Display AOD

History (DSPAODHST) screen (STRAOD > 41)to *ALL on the
collecting system.
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Display AOD History

Type choices, press Enter.

Display last minutes
Starting date and time:
Starting date
Starting time
Ending date and time:
Ending date
Ending time
Authority requester
Authority provider
Reference Id (generic¥*)
Reason includes the text
System to run for
Number of records to process
Output

F3=Exit F4=Prompt F5=Refresh
F13=How to use this display

(DSPAODHST)
*BYTIME Number, *BYTIME
*PRVYEARS Date, *CURRENT, *YESTERDAY...
000000 Time
*CURRENT Date, *CURRENT, *YESTERDAY...
235959 Time
*ALL Name, generic*, *GROUP, *ALL
*ALL Name, generic*, *ALL
*ALL
*CURRENT Name, generic*, *CURRENT...
*NOMAX Number, *NOMAX
* *, *PRINT, *OUTFILE

Bottom

Fl10=Additional parameters Fl2=Cancel

F24=More keys
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Emergency Rules

To solve critical problems when a Security Administrator may not be
available (such as during midnight shifts), Authority on Demand
includes emergency rules.

The authorization to get AOD is split between three entities:
e A Security Administrator who creates the rule
e An Emergency Operator who enables the rule on request

e A Requester (usually a programmer) who uses the Get Authority
On Demand (GETAOD) command.

1. Select11l. Work with Operators inthe Maintenance menu to
define Emergency Operators. These operators can modify emergency
rules only. An Emergency Operator can be defined as a Limited
Emergency Operator, with no ability to change PIN codes. This adds an
additional layer of security. For more details, see operators.

2. Select 8. Emergency Rules from the Authority On Demand
System Configuration menu.The Emergency Rules screen
appears.

Emergency Rules 28/04/21 17:23:51

Emergency rules are a method to get additional authority when required
to solve a critical problem, without the intervention of the security

administrator.

The process to obtain it, requires the involvment of all 3 of the following:
1. Security Administrator who creates the rule, adds a PIN code and informs
it to the requester (programmer)
2. Emergency Operator who will enable the rule as per a request which might
occur even during night shift
3. Requester (programmer) who will use the Get Authority on Demand (GETAOD)

Command
Emergency operators are defined in option 89,12 and can modify emergency
rules only.
Emergency operators can be defined as a limited ones. A Limited Emergency

operator cannot change the PIN code, providing additional security.

Disable all Emergency rules by Job Schedule Entry . . . Y Y=Yes, N=No

F3=Exit Fl2=Cancel

Authority on Demand|User Guide

75



3. Select Y to disable all Emergency Rules by Job Schedule Entry or N to
re-enable them.
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Retention Period

To define how long to retain Authority on Demand logs, history logs, and at-
end reports, as well as the backup program for data, select 9. Log
Retention from the Authority On Demand System
Configuration menu (STRAOD > 81). The Authority on Demand
Log Retention screen appears.

Log Retention 29/04/21 17:20:54
Type options, press Enter.
AOD Log Retention
Data retention period (days) .. 7 Days, 9999=*NOMAX
Backup program for data . . . . . *NONE Name, *STD, *NONE

Backup program library
You may specify a backup program to run automatically before deleting old
data. This program runs prior to automatic deletion of data whenever the
retention period expires.

The *STD program is SMZO/ODSOURCE ODAODBKP.

History Log Retention
Data retention period (days) .. 9999 Days, 9999=*NOMAX

At-End Reports Retention
Data retention period (days) .o 13 Days, 9999=*NOMAX

F3=Exit Fl2=Cancel

The body of the screen contains these fields:
AOD Log Retention

Data retention period (days)
The number of days for which Authority on Demand data is
retained. To retain it indefinitely, set this field to 9999.

Backup program for data
The program used to automatically back up the data before it
is deleted. To use the standard program, SMZO/ODSOURCE

ODAODBKUP, set this field to *STD. To skip running a backup
program, set this field to *NONE.
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Backup program library
The library containing the backup program.
History Log Retention
Data retention period (days)

The number of days for which historical data is retained. To
retain it indefinitely, set this field to 9999.A0D Log Retention

At-End Reports Retention

Data retention period (days)

The number of days for which at-end reports are retained. To
retain them indefinitely, set this field to 9999.
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Audit reports for Authority On Demand Activity

Two configuration parameters define which Audit reports are produced from
Authority On Demand at the end of the Authority On Demand job. The two
parameters are the Use iSecurity/Audit for QAUDJRN in the
Attachment Setup screen (accessed by 4. Attachment Setupin
the System Configuration menu) and the Attach Activity Loginthe
Session End Activity screen (accessed by 8. Session End
Activity in the System Configuration menu). The table below shows the
result of each combination of parameters.

In addition, you can use options 51 = 55 to run various Audit reports. For
full information on these reports, please see the Audit User Manual.
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Parameter Combination

Log=Y

e Use Runs Audit query
iSecurity/Audit|zCD ALL for all
for QAUDJRN=Y |commands.
Attach Activity
Log=Y
Use Runs Audit query
iSecurity/Audit|zCD_ ALL forall
for QAUDJRN =Y |commands initiated
Attach Activity|by Authority On

Demand.

Use
iSecurity/Audit
for QAUDJRN=Y
Attach Activity
Log=N

No Audit Report

Use
iSecurity/Audit
for QAUDJRN =N
Attach Activity
Log=Y/C

Displays the
QAUDIJRN journal
for the current
receiving chain for
all CD type entries
for a given job
name, user, and
number

Use
iSecurity/Audit
for QAUDJRN =N
Attach Activity
Log=N

No Audit Report
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Maintenance Menu

The Maintenance Menu enables you to set and display global definitions for
Authority on Demand. To access the Maintenance Menu, select 82.
Maintenance Menu from the main menu.

ODMINTM

Authority on Demand Global

6. Display AOD Rules History
9. Delete At-End Reports
11. AOD Submit Job AODSBMJOB
Supports F4 for CMD() in Add Authority

Trace Definition Modifications

1. Export AOD Definitions 71.
2. Import AOD Definitions 72.

78.
5. Display AOD Definitions 79.

iSecurity/AOD
System: RLDEV

Add Journal

Remove Journal

Real-Time Definition Change Alerts
Display Journal

The command Retrieve AOD Attributes RTVAODA can be used in CL programs

Password Reset Global Uninstall

21. Export P-R Definitions 98. Uninstall
22. Import P-R Definitions

31. Copy HR Data to Persons File

Selection or command

===>

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel

Fl3=Information Assistant F16=System main menu
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Export Definitions

Use this option to export the entire set of AOD definitions from one
computer to another. Use this option when you initially set up your system
or if you add a computer to your organization. You can either send the
definitions to target computers where they will be updated automatically, or
you can save the definitions and use the Import Definitions to import the
definitions to the target computer at a late date.

To export individual rules, see Exporting Authority Rules for details.

1. Select1l. Export Definitions fromthe Authority On
Demand System Maintenance menu. The Export AOD

Definitions screen appears.

AOD options in work 1lib

Update remote systems:

F24=More keys

Export AOD Definitions. (EXPODDFN)
Type choices, press Enter.

Collection type . . . . . . . .
Work library and SAVF in QGPL

System Configuration (opt.

Systems to update . . . . . .
Update type . . . . . . . . .

F3=Exit F4=Prompt F5=Refresh Fl13=How to use this display

*NEW, *ADD, *OLD

Name, *AUTO ( OD + System)
*ADD, *REPLACE, *BYSUBJECT...
*REPLACE, *CLEAR, *NO

Name, *group, *ALL, *NONE
*UPD, *REPLACE

Bottom

2. Click F9 to see all the parameters, enter the required fields as defined

below and press Enter.
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Parameter Description

Collection
Type

*NEW = designates the first
time the Collection is being
exported

*ADD = use this to
designate that the
exported information
should be added to an
existing collection

*OLD =

Work library
and SAVF in
QGPL

Name = type a name for
the work library and save
file.

*AUTO = the system builds
the file and library name

for you

AOD options in
work 1lib

*ADD = add to a previously
exported definition

*REPLACE = replace a
breviously exported
definition
*BYSUBJECT = export
definitions by subject
provider and so on)

Update remote
systems:

Systems to
update

When exporting
definitions, the user can
choose to export and
import at once by
preparing the definitions in
a SAVF and sending it to a
remote system or several
remote systems, and
automatically import them
into it.

Name = the name of a
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Parameter Description

specific target system.
*group = a group which
contains a number of
target systems

*ALL = all systems

belonging to the
organization

*NONE prepare the
definitions for export at a
later date

Update remote
systems:

Update type

*UPD = Definitions that
only exist on the source
system are added to the
target system, for
definitions that exist on
both systems on both
systems the target system
definition is replaced with
the source system
definition, and definitions
that only exist on the
target system are not
changed

*REPLACE the complete
set of definitions on the
source system replaces the
complete set of definitions
on the target system. At
the end of the process,
both systems will have an
identical set of definitions.

Authority
Providers

*ADD = add new
definitions to the target
system

84

Authority on Demand | User Guide




Parameter Description

*REPLACE = replace
existing definitions in the
target system with the
exported definitions

*CLEAR = clear the
exported definitions from
the target system
*SAME = do nothing with
these definitions
Authority On |*ADD = add new
Demand Rules |definitions to the target
system

*REPLACE = replace
existing definitions in the
target system with the
exported definitions

*CLEAR = clear the
exported definitions from
the target system
*SAME = do nothing with
these definitions

Time groups *ADD = add new
definitions to the target
system

*REPLACE = replace
existing definitions in the
target system with the
exported definitions

*CLEAR = clear the
exported definitions from
the target system
*SAME = do nothing with
these definitions
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Parameter Description

Product
operators

*ADD = add new
definitions to the target
system

*REPLACE = replace
existing definitions in the
target system with the
exported definitions
*CLEAR = clear the
exported definitions from
the target system
*SAME = do nothing with
these definitions

86

Authority on Demand | User Guide




Import Definitions

1. Select2. Import Definitions fromthe Authority On
Demand System Maintenance menu.The Import AOD
Definitions screen appears.

Import iSecurity/Part 8 Defns. (IMPODDFN)

Type choices, press Enter.

Input type . . . . . . . . . . . *SAVF *LIB, *SAVF
Save file . . . . . . . . . .. Name
Library . . . . . . . « . . . *LIBL Name, *LIBL
AOD Options . . . . . . . . . . *REPLACE *UPD, *REPLACE, *BYSUBJECT
Keep backup in library . . . . . ODBACKUP Name, *NONE

Bottom
F3=Exit F4=Prompt F5=Refresh Fl2=Cancel F13=How to use this display
F24=More keys

2. Click F9 to see all the parameters, enter the required fields as defined
below and press Enter.
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Parameter Description

Input Type *SAVF
*LIB

Save File Type the name of the
Save File

Library Type the name of the

library that contains
the Save File

AOD Options *UPD =add to a
previously imported
definition
*REPLACE = replace a
previously imported
definition
*BYSUBJECT =
import definitions by
subject (provider and

so on)
Keep backup in [The name of the library
library where the pre-

application version of
the definitions will be

stored.
Authority *UPD = add new
Providers definitions to the

target system

*REPLACE = replace
existing definitions in
the target system with
the exported
definitions

*CLEAR = clear the
exported definitions
from the target system

*SAME = do nothing
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Parameter Description

with these definitions

Authority On
Demand Rules

*UPD = add new
definitions to the
target system

*REPLACE = replace
existing definitions in
the target system with
the exported
definitions

*CLEAR = clear the
exported definitions
from the target system
*SAME = do nothing
with these definitions

Time groups

*UPD = add new
definitions to the
target system

*REPLACE = replace
existing definitions in
the target system with
the exported
definitions

*CLEAR = clear the
exported definitions
from the target system
*SAME = do nothing
with these definitions

Product
operators

*UPD = add new
definitions to the
target system

*REPLACE = replace
existing definitions in
the target system with
the exported
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Parameter

Description
definitions

*SAME = do nothing
with these definitions
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Display Definitions

This feature enables the user to display and print iSecurity Part One
definitions:

1. Select5. Display Definitions fromthe Authority On
Demand System Maintenance menu.The Display AOD
Sec. Definitions screen appears.

Display AOD Sec. Definitions (DSPODDFN)

Type choices, press Enter.

Report type . . . . . . . . . . *ALL, *CFG, *ODPRVD...

From item . . . . . . . . . . . *ALL Character value, *ALL, *START
To item . . . . . . . . . . . . *SAME Character value, *ONLY, *LAST
Format . . . . . . . . o . . .. *DETAILS *LIST, *DETAILS

Output . . . . . . . . . . . .. * *, *PRINT, *PRINT1-*PRINT9

Bottom
F3=Exit F4=Prompt F5=Refresh Fl2=Cancel Fl13=How to use this display
F24=More keys
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Parameter Description

Report Type Enter the type of
report to produce:

*ALL = Report on all
definitions

*CFG = Report on
configuration
definitions

*ODPRVD = List of
authority providers

*ODRULE = List of
authority rules

*ODTIMGRP = List of
time groups

From Item Enter the beginning of
the range of items to
include in the report:

Name = Start from a
specific item

*ALL = Include all
items

*START = Start at the
first items

To Item Enter the end of the
range of items to
include in the report:

Name = End at a
specific item

*SAME =

*ONLY = Only the item
inthe From Item.

*LAST = End with the
last item
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Parameter Description

Format

Enter the format to
produce the report

*LIST = Only a basic
list is produced

*DETAILS = Full
details of the
requested report

Output

Define where to send
the output:

* = Display the report
on the screen

*PRINT = Send the
report to the print
gueue associated with
*PRINT

*PRINT1 = Send the
report to the print
gueue associated with
*PRINT1

*PRINT2 = Send the
report to the print
gueue associated with
*PRINT2

*PRINT3 = Send the
report to the print
gueue associated with
*PRINT3

*PRINT4 = Send the
report to the print
gueue associated with
*PRINT4

*PRINTS = Send the
report to the print
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Parameter Description

queue associated with
*PRINTS

*PRINT®6 = Send the
report to the print
gueue associated with
*PRINT6

*PRINT7 = Send the
report to the print
gueue associated with
*PRINT7

*PRINTS8 = Send the
report to the print
gueue associated with
*PRINT8

*PRINTO = Send the
report to the print
queue associated with
*PRINT9

2. Select the desired Report Type from the Display AOD Sec.
Definitions screen. After selecting the Report Type, the
additional parameters appear. Not all parameters appear for all report

types.
3. Select choices and press Enter.
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Add Journal

1. Select 71. Add Journal from the Authority On Demand
System Maintenance menu.The Create Journal -
Confirmation screen appears.

ODMINTM [ Maintenance Menu | iSecurity/AOD
............................................................. RLDEV
Authori : Create Journal - Confirmation :
1. Exp :
2. Imp : You are about to start journaling the product files.
: The journal receivers will be created in library : Alerts
5. Dis : SMZOJRND . If this library does not exist, it will
6. Dis : be automatically created.
9. Del :
11. AOD : If you wish to create the library in a specific ASP,
Support : you should press F3=Exit, create this library, and
run again this option.
Passwor :
21. Exp : Run this program again after future release upgrades.
22. Imp :
: Press Enter to start journaling, F3 to Exit.
31. Cop :
F3=Exit
Selecti :
i

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel
Fl3=Information Assistant Fl6=System main menu

2. Press Enter to confirm. The process of journaling the product files
begins. The journal receivers will be created in library SMZOJRND. If
this library does not exist, it will be automatically created.

Note: If you wish to create the library in a different ASP, press F3=Exit, create
the library and run this option again.

You must re-run this option after every release upgrade.
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Remove Journal

1. Select 72. Remove Journal from the Authority On
Demand System Maintenance menu.The End Journal -
Confirmation screen appears.

ODMINTM “Maintenance Menu iSecurity/AOD

System: RLDEV

N ol oo e

1. Exp : End Journal - Confirmation

2. Imp

You are about to end journaling the product files. : Alerts

5. Dis : The journaling will stop in library SMZOJRND

6. Dis

9. Del : Press Enter to end journaling.

11. AOD
Support : F3=Exit
PaSSWOL f i e e e ettt e e et
21. Export P-R Definitions Uninstall
22. Import P-R Definitions 98. Uninstall

31. Copy HR Data to Persons File

Selection or command
—==> 72

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel
Fl3=Information Assistant Fl6=System main menu

2. Press Enter to confirm.
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Display Journal

1. Select 79. Display Journal from the Authority On

Demand System Maintenance menu. The Display
Journal (DSPJRN) screen appears with preset filter parameters

entered for you.

Display APP Current Journal (DSPAPCRJ)

Type choices, press Enter.

Display last minutes . . . . .

Starting date and time:

Starting date . . . . . . . .
Starting time . . . . . . .

Ending date and time:

Ending date . . . . . . . .
Ending time . . . . . . . .
User profile . . . . . . . . .
Program name . . . . . . . . .
Job name . . . . . . . . . . .
User . . . . . . .« « « . . .
Number . . . . . . . . . . .
Number of records to process . .
Output . . . . . . . . . . ..

F3=Exit F4=Prompt F5=Refresh

F13=How to use this display

*BYTIME Number, *BYTIME
*PRVMONTHS Date, *CURRENT, *YESTERDAY...
000000 Time
*CURRENT Date, *CURRENT, *YESTERDAY...
235959 Time
*ALL Name, *ALL
*ALL Name, *ALL
*ALL Name, *ALL
Name

000000-999999

*NOMAX Number, *NOMAX
* *, *PRINT, *PDF, *HTML..

Bottom
Fl10=Additional parameters Fl2=Cancel
F24=More keys

2. PressEnter. The Display Journal Entries screen appears.
3. To display a specific entry, type 5 by that entry and press Enter. The
Display Journal Entry screen appears.
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I Display Journal Entry

Object . . . . . . . : 0DXX Library . . . . . . : SMZ0DTA
Member . . . . . . . : L131116

Incomplete data . . : No Minimized entry data : No
Sequence . . . . . . 5

Code . . . . . . . . : F - Database file member operation

Type . . . . . . . . §S - Start of save

Entry specific data
Column Komei b s ilons sds 2 on@ 5 adtamns Bh s sl 2 b ama e s 1D
' SAV 1612130004271SMZ0DTA  DLT211 *LIB ’
’ 161213000429’

Bottom
Press Enter to continue.

F3=Exit  FB6=Display only entry specific data
F10=Display only entry details F12=Cancel F24=More keys
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Uninstall

To uninstall the Authority On Demand product, select 98. Uninstall

Product from the Authority On Demand System
Maintenance menu, and follow the directions on the screen.

Uninstall SECURITYS8P

You are about to uninstall this product.
All program files, data and definitions will be deleted.
You are advised to print this screen for further reference.
Before proceeding, ensure that:
o The product has been entirely de-activated
o No user or batch job is working or intends to work with this product

To run uninstall procedure you should do the following:
o Exit from the current session
o Open a new session using QSECOFR or equivalent user profile
o Enter: CALL SMZO/ODRMVPRD

Once the uninstall is completed, enter: DLTLIB SMZO

Backups of previous releases might exist under the name QGPL/P_SMZ*
To confirm proper uninstall, use DSPUSRPRF SECURITY8P TYPE (*OBJOWN)

F3=Exit
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BASE Support

The BASE Support menu enables you to work with various settings that
are common for all modules of iSecurity. This menu, with all its options, is in
all iSecurity major modules. To access the BASE Support menu, select
89. BASE Support from the Authority on Demand main menu.

AUBASE [ BASE Support | iSecurity/Base
System: RLDEV

Email General

1. Address Book 51. Work with Collected Data

2. Definitions (Base) 52. Check Locks

9. Target Restrictions 55. Raz-Lee Support Menu

56. Re-create Damaged Data Queues

Operators 58. *PRINT1-*PRINTY9, *PDF Setup

11. Work with Operators 59. Global Installation Defaults

12. Work with AOD, P-R Operators

Network Support

Fl3=Information Assistant

Authority Codes 71. Work with Network Definitions
21. Set Authorization Codes 72. Network Authentication

22. Display Authorization Status 74. Send PTF

23. Add Daily Check of Auth Codes 75. Run CL Scripts

24. Remove Daily Check of Auth Codes 76. Current Job CntAdm Log

25. Display CPU/Lpar Information 77. All Jobs CntAdm Log

Selection or command

===>

F3=Exit F4=Prompt F9=Retrieve Fl2=Cancel

Fl6=System main menu

The functions in the BASE Support menu are documented in the iSecurity
Installation and Base Support manual, available at
https://www.razlee.com/manuals/installation-base-support.
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