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About this Manual

This user guide is intended for system administrators and security
administrators responsible for the implementation and management of
security on IBM i systems. However, any user with basic knowledge of IBM i

operations will be able to make full use of this product after reading this
book.

Raz-Lee takes customer satisfaction seriously. Our products are designed for
ease of use by personnel at all skill levels, especially those with minimal IBM i
experience. The documentation package includes a variety of materials to
get you familiar with this software quickly and effectively.

This user guide, together with the iSecurity Installation Guide, is the only
printed documentation necessary for understanding this product. It is
available in HTML form as well as in user-friendly PDF format, which may be
displayed or printed using Adobe Acrobat Reader version 6.0 or higher. If
you do not have Acrobat Reader, you can download it from the Adobe
website: http://www.adobe.com/. You can also read and print pages from
the manual using any modern web browser.

This manual contains concise explanations of the various product features as
well as step-by-step instructions for using and configuring the product.

Raz-Lee’s iSecurity is an integrated, state-of-the-art security solution for all
System i servers, providing cutting-edge tools for managing all aspects of
network access, data, and audit security. Its individual components work
together transparently, providing comprehensive “out-of-the- box” security.
To learn more about the iSecurity Suite, visit our website at
http://www.razlee.com/.
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Intended Audience

The GUIUser Guide document was developed for users, system
administrators and security administrators responsible for the
implementation and management of security on IBM® AS/400 systems.
However, any user with a basic knowledge of System i operations is able to
make full use of this document following study of this User Guide.

NOTE: Deviations from IBM® standards are employed in certain
circumstances in order to enhance clarity or when standard IBM®
terminology conflicts with generally accepted industry conventions.

This document may also serve for new versions' upgrade approval by
management.
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Conventions Used in the Document

Menu options, field names, and function key names are written in Courier
New Bold.

Links (internal or external) are emphasized with underline and blue color as
follows: "About this Manual" on page 6.

Commands and system messages of IBM i® (0S/400®), are written in Bold
Italic.

Key combinations are in Bold and separated by a dash, for example: Enter,
Shift-Tab.

Emphasis is written in Bold.
A sequence of operations entered via the keyboard is marked as
COMMAND > 81 > 32

meaning: Syslog definitions activated by typing COMMANDand selecting
option: 81 then option: 32.
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Data Entry Screens
Data entry screens include many convenient features such as:

e Pop-up selection windows

e Convenient option prompts

e Easy-to-read descriptions and explanatory text for all parameters and
options

e Search and filtering with generic text support

The following describes the different data entry screens.

e To enter data in a field, type the desired text and then press Enter or
Field Exit

e To move from one field to another without changing the contents press
Tab

e To view options for a data field together with an explanation, press F4

e To accept the data displayed on the screen and continue, press Enter

The following function keys may appear on data entry screens.

e F1: Help Display context-sensitive help

e F3: Exit End the current task and return to the screen or menu from
which the task was initiated

e F4: Prompt Display a list of valid options for the current field or com-
mand. For certain data items, a pop-up selection window appears

e F6: Add New Create a new record or data item

e F8: Print Print the current report or data item

¢ F9: Retrieve Retrieve the previously-entered command

e F12: Cancel Return to the previous screen or menu without updating
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Legal Notice

This document is provided by Raz-Lee Security for information purposes only and is not a legal binding
document.

While Raz-Lee is doing its best to coordinate between this document and Raz-Lee's products, changes
might occur. In case a change has been encountered, please inform Raz-Lee. Raz-Lee keeps its right to
modify the software or the document as per its sole discretion Usage of this document, and all information
(including product information) provided within, are subject to the following terms and conditions, and all
applicable laws. If you do not agree with these terms, please do not access or use the remainder of this
document.

This document contains highly confidential information, which is proprietary to Raz-Lee Security Ltd. and/or
its affiliates (hereafter, "Raz-Lee"). No part of this document's contents may be used, copied, disclosed or
conveyed to any third party in any manner whatsoever without prior written permission from Raz-Lee. The
information included in this document is intended for your knowledge and for negotiation purposes only.
Raz-Lee makes no implicit representations or warranties with respect to such information. The information
included in this document is subject to change without notice. Any decision to rely on the information
contained herein shall be at your sole responsibility, and Raz-Lee will not accept any liability for your
decision to use any information or for any damages resulting therefrom. Certain laws do not allow
limitations on implied warranties or the exclusion or limitation of certain damages. If these laws apply to
you, some or all of the above disclaimers, exclusions, or limitations may not apply to you.

All registered or unregistered trademarks, product names, logos and other service marks mentioned within
this document are the property of Raz-Lee or their respective owners. Nothing contained herein shall be
construed as conferring by implication, estoppels, or otherwise any license or right, either express or
implied, under any patent or trademark of Raz-Lee or any third party. No use of any trademark may be
made without the prior written authorization of Raz-Lee. This document and all of its contents are
protected intellectual property of Raz-Lee. Any copying, reprinting, reuse, reproduction, adaptation,
distribution or translation without the prior written permission of Raz-Lee is prohibited.

Please check your End User License Agreement (EULA) for terms and Conditions.

2020 © Copyright Raz-Lee Security Inc. All rights reserved.
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Contacts
Raz-Lee Security Inc. www.razlee.com

Marketing: marketing@razlee.com 1-888-RAZLEE-4 (1-888-7295334)
Support: support@razlee.com 1-888-RAZLEE-2 (1-888-7295332)
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Introducing iSecurity

What is iSecurity?

iSecurity is a comprehensive network security solution that completely
secures your System i against all known external threats, and also controls
what users are allowed to do after access is granted. iSecurity is a robust,
cost-effective, security solution.

iSecurity is by far the most intuitive and easy-to-use security software
product on the market today. Its top-down functional design and intuitive
logic create a work environment that even novices can master in minutes.
iSecurity features a user-friendly, Java-based GUI and an System i Navigator
(OpsNav) plug-in.

Why You Need iSecurity

When it was first launched, the System i was used almost exclusively in a
closed environment, with host systems connected to remote data terminals
via proprietary technologies. Within this closed environment, the security
features of the IBM i (0S/400) operating system provided the strongest data
and system security in the world. User profiles, menus, and object level
security provided all the tools necessary to control what users were allowed
to see and do.

In today’s world of enterprise networks, PCs, distributed databases, the
Internet and web technologies, closed computing environments are all but
extinct. Technological advances compelled IBM to open up the System i and
its IBM i operating system to the rest of the world. This new openness
brought with it many of the security risks inherent in distributed
environments.

The simple fact is that users accessing the System i and its databases
externally can easily bypass native IBM i security. System administrators
need to equip themselves with a new generation of security tools to combat
these evolving threats. iSecurity is just such a tool. It enhances native IBM i
by controlling access via all known external sources and controlling precisely
what users are permitted to do after access is granted.
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How iSecurity Works

Top-Down Security Design

Top-down security design means that the process of designing and applying
security rules follows the most efficient and logical path possible. In other
words, this means you have to design far fewer rules in order to achieve
maximum security and your System i needs to process apply rules to far
fewer transactions than many similar products. You save planning and
maintenance time, and also valuable system resources.

Top-down security designs a simple hierarchy of rule types. When a higher
level rule type fully meets your security requirements, you do not need to
define any more rules for that situation. The following drawing illustrates
this concept.

Top Down Security Design

E : Rejecti]
1. Exit PointServer F.,-Eéim 3:-:;

TCRSIP & SNA Firawall

2. Firewall Imeaming & Dutgeing

Usarto Server Aocess Seourity
Cammnand [Verb] fecurity

Ugerto Object Aecese Secunty
Mative 0540 wnd FS MDjects
Cbject Managemnent Muthority

3. User

4. Object

FTF, Telret, Wi G, Passthrough Logan Control
Budomatic Liser Prodile Swapping

5. Logon

System i security is based on five basic levels:

¢ Server/Exit Point Security

TCP/IP Address Firewall Security

User-to-Service Security

Object Security

Logon Security (provides additional security features after access has
been granted)
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Simply put, whenever a higher, less specific rule will suffice, you do not need
any more specific rules. For example, if you do not need to use FTP, you
simply reject all transactions at the FTP Server/Exit Point level. You do not
need to define any rules that limit FTP access via specific IP addresses, by
specific users, or to specific objects.

iSecurity Rules and the Best Fit Algorithm

iSecurity is a rules-based security product. You create a wide variety of rules
to cover many different situations and to counter different kinds of threats.
Some rules will likely apply globally to all or most activity types while others
will be designed to cover very specific situations.

You can enable FYI Simulation mode globally for all activity regardless of
server or user. You can also enable FYI individually for specific function
servers as a parameter in server security rules. In this manner, you can test
security rules for specific servers without affecting rules that apply to other
servers.

FYI Simulation Mode

FYI Simulation mode allows you to simulate the application of security rules
without physically rejecting any activity. All rejected transactions are
recorded in the Activity log as such, but the activity is allowed to proceed
without interruption. This feature allows you to test your rules under actual
working conditions without adversely affecting user success.

FYI Simulation mode may be enabled globally for all activity or enabled for
individual function servers. In this manner, you can test security rules for
specific servers without affecting rules that apply to other servers.

Emergency Override

The Emergency Override feature allows you to override all existing security
rules temporarily by allowing or rejecting all activity. This feature is useful to
respond quickly to emergencies such as critical transactions being rejected
due to problems with iSecurity security rules or a sudden security breach.
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Rule Wizards

The unique Rule Wizards feature makes security rule definition a snap, even
for non-technical system administrators. This user-friendly feature allows
you to view historical activity together with the security rule currently in
effect on a single screen. You can even modify the existing rule or define a
new rule without leaving the wizard. The Rule Wizards are an invaluable tool
for defining the initial set of rules after installing iSecurity for the first time.

Activity Log

The Activity Log provides complete details of every transaction captured by a
security rule. You have full control over which activities are included in the
Activity Log and under which conditions.

Highly-defined filter criteria allow you to select only those records that you
need to examine by using Boolean operators and the ability to combine
complex logical conditions. You have full flexibility to specify the sort order
according to multiple fields.

Visualizer Bl

Visualizer Bl is an advanced data warehouse solution for graphically
displaying security data. It allows IT managers to analyze security-related
system activity quickly and easily using a graphical interface. Visualizer
Bl eliminates the need for time-consuming log-scanning and tracking
activities that tie up system resources and increase operating costs.
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System Requirements

e PC workstation - (due to the use of Java 6)
e Windows XP Professional (SP1)
¢ Windows XP Home
¢ Windows 2000 Professional (SP3+)
e Windows Server 2003, Web Edition
e Windows Server 2003, Standard Edition
e Windows Vista
e Windows 7
e Windows 8
e Windows 10
e Operating system: GUI connects to V5R3 and higher of IBM i (0S/400)
e Minimum RAM: 128MB
e TCP/IP communication to the System i (AS/400).
e STRTCPSVR SERVER(*DDM) to start the TCP/IP server (with *DDM speci-
fied for the Server parameter).
e Host servers should be started on the server. (STRHOSTSVR SERVER
(*ALL)) from the System i (AS/400) command prompt).
e QUSER user profile enabled and with a valid password.
e Disk space required: 160MB
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Getting Started

Overview

This chapter describes the working environment of the iSecurity GUI,
including its various panels, screens, menu bars, tool-bars, and icons. In
addition, it describes how to set up accounts, connect to sessions, and
configure the GUI.

Although throughout this manual there is a top level discussion of working
with the unique features of the GUI, there is no description of how to
perform functions that are also available on the native version of the system.
These functions are duplicated here, and for an explanation of how to fill in
the various forms and fields, you should consult the appropriate product
manual.
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Creating a New Account

1. Double-click the iSecurity icon on your desktop.
2. Right-click in the iSecurity navigator view.
3. Select New Account... The Account Name panel in the New

Account dialog is displayed.

r ——
£ Mew Account | =R
Account Hame (1/3)

Prowvide display name for this account
Marng’
Cancel |
1 2|

4. Enter the account name and click Next. The Connection panel in the
New Account dialog is displayed.
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5.

6.

= Mew Account

Connechon (£/1)

Connection imformation

Host:
User
Password:

Operator Password:
7] Lise S5L

(1) Information you supply is encrypted by Secure stomge

| Impert... |

[ < Back | Met> |

Finizh

J

Cancel

In the Connection panel, enter Host, User, and Password in the correct

fields, and click Finish or Next.

If you clicked Next, the Connection Control panel in the New

Account dialog is displayed.
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= Mew Account

Connection Condrol (3/3)

Provide Connecbon Control Infarmation

[ Open connectien wizard for new sessions

< Back L et | Finizh ] [ Cancel |

i el

7. Check the Open Connection Wizard if you want the application to
prompt you for new sessions. This is just a conveniences issue that suits
those cases where all required information for making a connection is
supplied.
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Running iSecurity GUI in SSL mode

Encrypt the link between any sensitive file and the GUl interface using the
Eclipse SSL system.

1.

w

Navigate to your System i in a web browser, using the address
http://<IP_Address>:<PortNumber>, where IP

Address is the IP address of your System i and PortNumber is usu-
ally 2001. You can get both parameter values from your System Admin-
istrator. The iSeries Tasks screen is displayed.

. Click Digital Certificate Manager from the list of tasks. The Digital Cer-

tificate Manager screen is displayed.

Click Install Local CA Certificate on Your PC in the left hand pane.

Click Copy and paste certificate. The certificate is displayed.

Copy and paste the certificate into a text editor, and save the file with a
meaningful name such as ca.txt to the iSecurity installation directory
(the default directory is C:\Program Files (x86)\iSecurity 4).

On your local computer, open the command prompt and change the
directory to the iSecurity installation location (the default location is

C:\Program Files (x86)\iSecurity 4).

From that location, use the Java tool keytool to import the certificate
into a trust list. Run the following command:

jre\bin\keytool -import -v -trustcacerts -alias <aliasName> -file ca.txt
keystore trustlist (alias is just optional).

This will create a file called trustlist; while the command is run-
ning, you will be prompted to create a password for this file.

This step can be performed either from command line or from within
the GUI itself.

*Command line: From the command prompt from within the iSecurity install-
ation directory, run this command:
isecurity.exe -vmargs -Djavax.net.ssl.trustStore=trustlist-

Djavax.net.ssl.trustStorePassword=pwd
Replace trustlist and password with your own (these are the
parameters used in step 3)
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The trustlist parameteris the absolute path to the file itself including
file name (c:\....\trustlist) but if this file resides in the iSecurity installation
location, there is no need to type the path.
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SSL Settings

1. Inthe menu bar, select Window -> Preferences. The Preferences dialog
is displayed.
2. Inthe left-hand pane, select SSL Settings.

0]

3

& Preferenoss

bype filter et S5L Seliings T g
G
General Trust Store
Help
InstallUndate File: Erowses...
Hit-.-.n.:rl.. Connedtions P innck
S5L Sethings
Secunty Prompt on startup

i curity Mote: thess settings will take =fect at the net application star.

Restare Defaults Apply |

[ ok [ coma |

L . |

3. To keep the SSL connection in high security level, check the Prompt on
Startup check box and leave the File and Password fields empty. If you
do not want the prompt, type the file name and access password and
leave the check box empty.

4. Click Apply or OK. These settings take effect only when you next start
the application.

Windows users: a Master Password is automatically created according
to the Windows logon user/password in use.
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,q

6 A new master password has been created, Password recovery can be enabled by

praviding additional information. Would you like to do so now?

Linux users: the Create a Master Password dialog is displayed.

5. Next time the iSecurity GUI starts, the SSL Settings dialog is displayed,
asking for the secured file name and access password.

Security

Secure Storage

The secure storage definitions are located at: Window -> Preferences ->
Security ->Secure Storage and saves data in an encrypted form. On some
operating systems, it uses your operating system account information to
provide a single sign-on experience.

The secure storage also contains the Windows account information in an
encrypted form, which means that without the Windows account password
there is no access to the System i (AS/400) sensitive data.

NOTE: Read more about Secure Storage in the Eclipse Platform Help.

Set an Alternative Secure Storage Location

There are many reasons to set an alternative secure storage location. For
example, your organization’s security policies might not allow you to use the
default Secure Storage location. You may also want to have an alternative
location for fall-back purposes. After you have created the new location, you
must update the iSecurity ini file and verify access to the system.

1. In an accessible location, create an empty file called secure_storage,
and save its full access path.

2. Navigate to the iSecurity.ini file and open it in any text editor (the
default directory is the iSecurity installation directory: C:\Program Files
(x86)\iSecurity 4).

3. At the end of the file, add the following two lines:
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-eclipse.keyring
<FileLocation>secure_storage

where <FileLocation> is the full access path of the secure_
storage file you created in step 1.

4. Save and close the file. You can now start the GUI and define accounts.

Run iSecurity With No Permanent Secure Storage Definition

You can run iSecurity without defining the Secure Storage location to the
iSecurity system. This procedure assumes that iSecurity is installed in its
default location of C:\Program Files (x86)\iSecurity 4).

1. In an accessible location, create an empty file called secure_storage,

and save its full access path.
2. Open a DOS command window and enter the following two com-

mands:
cd “Program Files (x86)\iSecurity 4”

iSecurity.exe -eclipse.keyring <FileLocation>secure_storage
where <FileLocation> is the full access path of the secure_

storage file you created in step 1.

Delete Secure Storage

To delete the Secure Storage information:

1. In the menu bar, select Window -> Preferences. The Preferences dialog
is displayed.

2. Inthe left hand pane, select Security ->Secure Storage.

Select the Contents tab.

4. Click to select the Default Secure Storage.

w
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by iar taxt Secura Storoge

]

Storage locabor:

Ganeral
Help | Prssword | CoRLents F-dwn:!dl
trtall/ Updats IDifuk Secure Stompe] | Yaluzs sssocisted with the seacted node:
Metwork Cormections org.eclgreaquinecod | o Vakig
S5L Sertings
: ; q uindoas
Ierurrty wenfication
Secure Storage comraderisecur i
iSecuricy Hccounts

Collsans' FEy aclipaat nng s lipss. sUin Du.secur tyhescune sorage

5. Click Delete to clear the storage.
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Account Information Properties

After you have created the account, it is added to the iSecurity navigator.
You can modify an account by right clicking on it and selecting Properties.
The Properties dialog is displayed.

r —

# Properties for 3520 =Y
l Account Name H A
Account Mame i —
Connection Mame: 55200
Connection Contro
Htem
Sessions
| Festore Defaulis | | Bpphy
i aK Cancel
B - |

Account Name

Select Account Name to change the Account Name.

Connection

Select Connection to view the connection details for the account.
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=
& Properties for 5520

type hilber ted
Account Mame
Connection
Connection Contral
Ttem

Cessions

Connection

Host: | 11 Blis
ey =]
Possword: EEEEEREE
Cperator Password:

I Use 550

(L) Information you supply is encrypted by Secure storage

| Export... [mport... ||Ra'tnre[iefaults Apply
0K | Cancad |

ol

You can export the connection details to an XML file, import new connection
details from an XML file, or test the connection.

Connection Control

Select Connection Control to define how new sessions should be opened for

this Account.
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.

i

3 g = =T
& Properties for 5520 )

type filter test Connection Control = g

Account Mame ; ; ;
g . B + Open connection wizard for new sessions
Ceonnechion

Connection Contral

Ttem

Cessions

Restore Defaults Apply |

DK [ Caneel ]

ol

If you select Open connection wizard for new sessions, you will be able to
enter different Connection parameters for the new sessions. If you clear
Open connection wizard for new sessions, all new sessions will be opened
using the Connection parameters defined for the account.

Iltem

Select Item to control how you view the account in the navigation pane and
also to access editors directly without using the navigation pane.
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& Properties for 5520 = ]
type hilber ted Item - - w

Account Mame : -

Connection | 3520 + Espand = Collapses == Editors

Connection Contral F

Type: Account
Ttem
Cessions
I .ok Cancel |
- = |

Option Description

In the navigation pane, opens all the nodes of the
Account.

In the navigation pane, closes all the nodes of the
Account.

Opens the Editors dialog, which displays all the
available Editors in alphabetical order. This
allows you to select an Editor without knowing
its location in the navigation pane.

Account Sessions

Select Sessions to view how many sessions are open for this account.

GUI |User Guide

31




= o
i ol Sessions 5 e
Account Mame )
Carmection Sessiong 1
Carmection Cantral
Rem
Sasdang
Tl | Carced

Deleting an Account

To delete an Account, right-click on it and click Delete.
Deleting the account will disconnect all sessions for that account.

NOTE: If a session has unsaved data, the user will receive a warning asking
for confirmation of the action.
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Sessions

Creating New Sessions/Connections

Single and Multiple sessions/connections can be added to one or more
accounts.

To create new accounts:

1.
2.
3.

Right click the account and select New Session.
Double click the account (if it has not got sessions).
Click on the node's handle (if it has not got sessions)

NOTE: You can open multiple sessions for one account.

The New Session dialog is displayed.

| 5520 - New Session

Connechon

Connection imformation

Host: ¥ 111405
User ¥ a nyuser
E.::s.m;\rd: 4 LITETTT ]

Operator Passward:

[T Lise 55L

Test connection
Imgpert..
| Don't show this dizlog 2gain Finich ] [

4. Click Import to import connection data that was saved on creation of

an account.

5. Check the Don’t show this dialog again check-box to prevent prompting

for new sessions for this account.

NOTE: Data supply in this step has no persistence on disk.
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6. Click Finish to connect to the supplied host. The connection process
runs in the background, allowing the user to continue working.

A new session node is added to the account along with the nodes of the
application.

n.,m.
| Fik Edit HNawgate Window Hep

1= ibecurity Maigator L

H g
4 i 550
i ¥ Serurky 1] Jun- 201"
= Anti-Yinus
» Budit
== Butharity On Demand
== Bumness Ieligence
Capture 3250
= Cerkral Ackninistration
= Change Tracker
= Comgplance
2= Firevall
= loumal
Loge
= hsintenance
= Passward
= (husries srd Feports
== Screen
Liar Planagernant
# Security [1] - 22-lun-2015 100040

JF 550 Security 2]

Disconnecting a Session

To disconnect from a session, right click on a session title or on multiple
sessions and select Disconnect.

Session Properties

You can view the Session properties by right clicking on it and selecting
Properties. The Properties dialog is displayed.

Connection

Select Connection to view the connection details for the Session.The
properties are read-only and cannot be modified.
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Connection {read only) *

Connection
Host: 111105
kern =
Session User: 2u
Password: -
Uperator Passaard:
Tl Use 551
(1) Information you supply is encrypied by Secure storage
| Ok J | Cancel
. — — . |

Iltem

Select Item to control how you view the account in the navigation pane and

also to access editors directly without using the navigation pane.
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& Properties foriSeourity [1] = B2
type filber ted Item - - w

Connection o e -

T & iSecurity [1] + Expand = Collapses == Editors

Coacrinm

e Type: Session

Path: 5520
0K Cancel |
- |

Option Description

In the navigation pane, opens all the nodes of the

Session.

In the navigation pane, closes all the nodes of the

Session.

Opens the Editors dialog, which displays all
available Editors in alphabetical order. This

allows you to select an Editor without knowing

its location in the navigation pane.

the

Session

Select Session to view information about which products are authorized for
the session and which Series i jobs are running under this session.
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The General tab of the Session properties lists the authorization level for
each product.

type filker test Lassion LT S T -
Connection i T
Bem Started at: 22-Jun-2015 1519:33
Session Genenal | jpbs |

Fraducts Authonzation:

Adrin: *FULL

Brtrvirus "FULL

Audit *FULL

Authority on demanck: “FLLL
Capture "FULL

Compliance Evaluator “FLILL
Firewall: "FLILL

IF5 Security: #FLLL

Jaurnak *FULL

Wative Object Security: “FULL
Passwoed: “FLLL

Replic stion: "FLILL

Screer: *FULL

User Management: *FULL
Wimwr: "FLILL

Visualizar fior Audit: *FULL
Visualizer For Firewall: =FULL

L ok | cancel |

The Jobs tab of the Session properties lists the IBM i (AS/400) jobs running
for the session.
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type filter text . Sassion oo - w
Connection ]
Rem Started at: 22-Jun-2013 151533
Session enenal /1955
e | A | | Mumber w | Murmber Bronwse...
Number Mame Liser Service
TI37q  QIDASCINIT QUSER  Database
TS QIRCSRVS  QUSER  Command
12
|savetobLoge ||  FRefrsh |
| Ok | Cancel |
| &5 — e |

If you have problems with your session, you can highlight the job, click Save
Job Log and save the full log to a local computer. This will help support staff
to solve your problems.
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Navigator

Navigate between the open editor screens according to the order in which
they were opened.

File  Ecit | Mavigate Wlnduw Heln

§ 42 Backward Histony Alt+Lett It
Global

&
— o Forward Histony Alt+Right

FE iSecunt,

Window

Show View

Display the GUI application possible views.

Go to Window -> Show View and select a view to display in the interface
layout.

File Edit Mavigate W Help

i i Show View b | 5. Mavigator
= I
1 [0 Reset Window | E Console
ﬂ.. ﬁemrdyﬁmg&tnq
Pref & Progress
= ~=L*| references s

P e == = Properties
b (= Audit =L

Reset Window

To restore the Window to its default state, click Reset Window in the
toolbar.

File  Edit Mavigate Window Help

g9 o - & i

ot =

[ B iSecurity Mavigator &3 Reset Window
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Editors

The navigator node icons are differently designed according to what they
display, as shown in the table below:

Icon Description
= Table
&l Form
External window

Click the Open Editors tool bar button to search for an editor name, prefix,
or pattern.

File Edit Mavigate Window Help
& [T - - |
53 iSecurnity Mavigator 33 =0
3 Razlee? li
O Editors
§ Rorles3 Leebdise ]

A list of editors are displayed in alphabetic order.

40 GUI | User Guide




P 5520 - Editors

tyme fitter test

| Action Log
| Actians
=] Ativation
=] Activation
=] Activation
=] Activation
| Al Applications ko Users
| 0D Active Jobs
| Spplication Cartainers
| Application Defintions
| Appiication Groups
| Application Outputs
@ Audit
| Audit Leg
| Audit Queries
| Audit Schesduler

Shows As List

Graup By Types
Graup By Tags

] 1 Cancel |

You can also list group the editors by types or by tags.
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Nodes with filter

The following example use the Profiles node under User Management

To filter information, right-click the node and select Properties from the
menu. The Properties for Profiles dialog displays, select Filter.

NOTE: Changes done here will take place at the next attempt to open the
editor or at the next attempt to refresh an already opened one.

[ o eraties R |- - - s

type filter text Filier [ - v

Filter
Rem | User © [ame, generic”

|+ Prampt on every activation

Restore Defauits | | appy |

In the example shown, only profiles that start with the letter Q appear.
However, users are prompted every time to allow them to change the filter.
The filter is also accessible from the editor pop up.

Show entry content

Right-click on any row in a table and select Show Content to show a vertical
view of the selected entry. This view is the default view if the table has no
Open button.
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Edit  Mawigabs  Window

%S iSscurky Nenigatar

=1 & | Ll
M iSecmty [1] - 23-Iin-
= Arti-Uinn
% Audi
= Autharity On Dernard
&= Business Iniefigence
% Caphure 5150
=% Contral Bdminirtraticn
% Change Traker
= Compliance
+ Firewal
% Jowmal
& Loce
» Manbenanoe
i Parrrwrong
2 Qi 2 Repons
s Srmen
Usar Maruscprrant
@ Dissble adtive Users
| Profiles
Profilux Raplication Loy
ale Frofiles Regoris inVkual
| Program Escaptiona for |
Papli cation Rules
| Signon Schecle
=1 Usar/Parrsverd Raplicati
| User dbssrws Schedule

I Show content of salechad mow
I':[':- Trtemnal’ Found.

Irrtmrrua|

- Status “ENABLED

- Maswees (D0

- Passwords Does Mot Bast

- Lot password changer S7aL
 Passmard val o et oy
+ Inuslid sign-on sttemgrhs; (|

* User Claas: "LISER

« Group profie name: *HOHE

- Bpecial Authorities Lii:

« Limnik dewice smwsion: "SVSUAL

| | Profiles 2
© | 5 iSacurity [L]User MansgamantProfile [F min idl]

Frofilas -
= e | B @l | Stz

Shaba Hama Dmcripticn
*EMABLED HLFM [EW-supplisd User Profile
"EM# Profila
qnd  ECAL Cirl+A
“EME Irevert Seection
"EME
*ENE
| | Shewh
"EME
e Show Content.

"EME

*EML

‘EM2

"EML

*[15

"EME

EHe

“ENS Copy Celb “EMaALED’
"EML

arnid Fit Widih

5 Print

T Sabecied

4

Export

fevive

Mubchcan | Highlightal |

Panarwe orcd
Do it Exit
Cicmm Mot Exad
D ok Ewsi
Dicmn ik Exint
D Mot Exst
Do it Bt
Cicmn Met Exind
Dess Pk Ewst
Dicmn ok Exint
D Mot Exbit
Dy bt Eit
Dicmn Fot Exint
D Pk Ewsi
Do Mgt Exint
Dhvias Mot Exist
Dy bk st
Dicmn fct Eemt
Exirty

Brawse.,

Lt pam *

- Description: TN Dacwnent Usar Profile

< Previows [k = 1"
- Diveny
Iop
Bottom
« Mg tek
[l ]

nUse the navigation buttons at the right to navigate the entries.
nUse the search bar at the top of the dialog. The search string is highlighted.
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Show Selected Content

There may be occasions when you want to display a selection of the entries
in the table, but the entries have no common information that allows you to

create a unique filter.

Select the required entries and right click on one of them.
Click Show Selected in the menu. The table is redisplayed with only the

1.
2.

selected entries.

To return to the display of all the entries, right-click on one of the
entries and click Show All in the menu.

8 LS acunty |1 liser ManagemantProiler - Sscunty
Flw Edé Haigeiln Windew Halp

o = > | L

5. iSacurty Meagsior |

Farlwal
Pl e
fik]
M Gty L]
= AnE-Vins
B Audit
[ AutharityOn Demand
i Caphurs 3230
B2 Canbral Advrirarirriion
2 Change Tracoar
= Compharce
B2 Piowsall
= lourmal
B Ligs

= Wsniarunc

s

Panweard
= Queses and gt
icremn
U ar P mru et
Debete Linissd Diabied Users
= Dnabla Inacwn Livers
| Pepdien
| Profies Rephcpion Log
i Profim Anporty m Y eusioer
| Bragrarn Ereapharm for Faplizabizn
| Replicstion ks
Sagrecn Schedul

| Ly thysence Schedle
(= Vimslar B

—

i Vaprwned Faphicabion ard Sckeutsm

_| Brafim
S50 ety |L | e Managemnt Profin [2min did]
| Prafiles =
1| |msian | [Same
SeaiLn M Cameriphian
"CISEALID WOTEST terrgaaigs: fre et
CSASLED OPFTECCRE  Opificn Sefect il
TISAALID FOPSCOFE  Poplicny [reart Salscticn
"DIERALID GO
EMSALED (YPEEWE By | Show Seieried
TAELE TEST] Securky]
Fhiows Connea,
Add_.
K D
Opar..
Capy

Cinfy el ey fof Test

o | FitWidkh
Print.,

Export

0] Fiteesd

ResioeLhies Ak

Lo
n iSacuriyiad_ |
Broracis
Pmrssard Lavipa
Euirte
Cirkea ok Exid
ok Bl
ok Eximi
lhuart
CirbeC
CirieP
L
H Ddere [
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Check for updates in one click
Updates and new releases are available through the GUI itself.
1. Click Help -> Check for Updates.

File Edit Mavigate Window | Help |
- | (¥ Help Contents

m— : = | % Search
.. iSeourity Mavigator -2 |
et | Check far Updates
| Razles2 | Tristall Mew Software
. Eestinc About iSecurity
s g 5520 :

2. 2.The GUI connects to the update site. If an update is available, it is
installed.

Automatic and Scheduled Updates

If you prefer, you can set the system to check automatically for available
updates, the frequency with which to check and also the behavior of the
system when an update is detected.

1. Click Window -> Preferences. The Preferences dialog is displayed.
2. Inthe navigation pane, select Install/Update -> Automatic Updates.
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FFPre-qun.n:ﬂ:

bype fitker tert Automatic Updates S ow
General
Help
Instal /L pdate
#utormnatic Updates

| Autarnaticalby find new updates and notify me

Updete schedule

Bvailsble Softvars Sites @) Look for updates sach time plstform s started
Metwork Connedtions ook for updates on the following schedule:
551 Setbings Es i =
Security
Becurnity

Dicwniload options
@) Search for updetes and notify me when they are mailable

Dovmload news updates automatically and notify me when ready to install them

‘When updates are found
(@) Motify me gnce about updates

Remind me about updates eve

30 minutes

|RestoreDefauis| | spply |

DK . | Cancel |

3. Select the Automatically find new updates and notify me check box,
enter the other parameters according to your requirements, and click
OK.

Parameter Description
Update Select one of these options:
schedule e Look for updates each time platform is
started
e Look for updates each time platform is
started

If you select Look for updates on the
following schedule, select a day and time
from the drop down lists.

Download Select one of these options:

options e Search for updates and notify me when
they are available

e Search for updates and notify me when
they are available
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When Select one of these options:

updates are » Notify me once about updates

found * Notify me once about updates

If you select Remind me about updates every,

select a notification frequency from the drop
down list.

iSecurity Archived Update Site

If you do not have an internet connection, you can update the application
using a local update site.

1. Ask for the new update zip file from your distributor and save it on your
local disk.

2. Click New Archived Site.

3. In the Select file dialog, point it to the location of the zip file supplied to
you.

4. In the Edit Local Site dialog, click OK.
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Reporting problems in iSecurity GUI

The iSecurity GUI module writes output to a log file. By default, problems are
written to the log file which should be emailed to support@razlee.com.

Log Preferences window

1. Click Window -> Preferences. The Preferences dialog is displayed.
2. Inthe navigation pane, select iSecurity -> Log.

type filker tedk l_l:lg o
General
. Help Log File:
Inztal|/Lpdake Chrazlegilog.tst Browit.
Metwork Connections -
S5L Settings pen slder.
.+ Security
@ iSecunty | Clear log on application start
Export
Locale
:D; [l Copture standard putput stream
tlail To 7 Cup‘l.ure standard error stream
Wisualizer
[Restore Defauts | | spply |
| OF, ]l Cancel |
e d

NOTE: Changes made on this screen take effect only after iSecurity is
restarted. By default, the log file is cleared when iSecurity starts and
only errors are written to it.

You may be asked by the Raz-Lee Technical Support team to select the

Capture standard output stream check box, recreate the error, and then
resend the log file to the support team at support@razlee.com.

Parameter ‘ Description

Open ‘ Opens the log file using the default text
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editor

Open Containing Useful if you wish to send the file as an

Folder attachment
Browse Set a different log file location and
name

View Job Log Entries

A job error may trigger an error message alert.

r g |
& Emvor ]

£%§ Unable to update

Rﬂﬂ‘nn:
Job schedule entry AUETEST number 000787 not changed.

[JoblogEntries| |  OK || Details>

= = |

Click the Job Log Entries button to view the last ten records of the job log.

8 lok Log Entries b

CPFEO6L - [Sewerity=0) - Client request - run program Q5Y5/QUSETVUS,

CPF2CA] - [Sewerity=10) - Client request - run program Q5Y5/QCDRIMDD.

CPFE0E] - [Sewvenity=0) - Client request - run program Q5Y 5/ QUSFIOEL

CPF5CA] - [Severtty=i0} - Clienk request - run program QSY5S/ QP TRTVEO.

CPFSCAL - [Seventy=(0) - Clent request - run program QSY5S/0WOCVTDT.

CPFSCAL - [Sewerity=0) - Clienk request - run program QSY5/QWCCNTOT,

CPFSCE] - [Sewerity=0) - Client request - run program "LIBLACUSRICHL

CPFECE] - [Sewerity=0) - Cliemt request - run program SMZ4/ALRLIMNGLT,

CPDOo2E - [Sewverity=30) - “OMNCE not valid with more than one schedule day.
CPFLG62D - (Severity=40] - Job schedule entry AGTEST number (10787 not changed.

Console
To display in real-time everything the application writes to the log:

1. Click Window -> Show View -> Console. The console view is displayed.
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E Console 532
iSecunty

———————— Job Log Entries END -—-—---

SMZJ/DSERPCRJ AFP [JRDEM) JOB(*ALL)

Generating report...

e AR A T e s b T ET R AT

L540010g0nly connected 15030542

Connected JOB: QIRCSREVS QUSER 9663

Preparing Operation...

SHEZJ/DSEAPCERJ AFF [JRDEM) JOB(*ALL}

Waiting for Data...
Ending server program...
Retrieving Data...

nput aize isg:i4’

Jobk ended successfully.

0loginly disconnectAllServices from actcivateLog

HERRCDS (*NOMAX) FROM

53

HERRCDS (*HOHAK) EFROH
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A new Help contents is available in an HTML format that support links and
bookmarks for easier navigation. The Help also supports a search engine.

Define Help Settings
You can define how you view this help.
To set the Help default settings:

1. Click Window -> Preferences. The Preferences dialog is displayed.
2. In the navigation pane, select Help.

e Filker bext HE"p = -
ﬂ:ul Specifiy haw help information & displayed.
. Install/Upcate tpcn Bod=
Metwok Connecions Cipen help g=arch
5L El..ﬂ:ing‘: [ri thia dynarmic halp v -
] |::-:uull'n;' Cpen help contents
I the help browser -
ComextHep
Dpen window conted help
In the dynamic halp view -|
Open dislog context help
In & dialog tray &
Restore Defaults | fpply |
— O i | Careced |
Parameter Description
Open help search In the dynamic help view
In a browser
Open help contents In the help browser
In an external browser
Open window context help In the dynamic help view
In an infopop
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Editors

Information is displayed in tables, forms, tools, windows, and so on that are
called editors. This section describes the various functions available to you in
the editors.

Every form has both Save and Revert actions, at both the top and the
bottom of the form.

] *Intrusion Detection 2
5520/ iSerunty [11/FirewalIntrusion Detection

= Infrusion Detechon = e @l

= Detected Intrusion

|%] End the offending interactive sescion
Lj Send message ko the user
|7 Dizzble user
Prevent specific users from being disabled sutomstically.
[Z] Send emmail to Security Administrator

Email:  johnEacmecom

Run &ction [If Action is installed):
[T write to QALIIDIRM (security audit journal)
Audit journal code is U, Joumal ertry type is FW. Data format: 58 78/ GRCALP,

A Message Cueue

+ Screening of allowed activity

| <" Rt || =i Save ]
e

Editor actions are available also via a pop-up menu. Click the down arrow
next to the form name to access the pop-up menu.
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| “Intrusion Detection =
3520/ 5ecurity [11/Firewalldntrusion Detection [B min idle]

2 Imtrusion Detechon &

= Show In Mavigator
= Detecbed Intrusson

o Sawve

_uf End the offend ing interactive | - ; Y Revert

Send message ta the user .
e g i Refresh 5
" Dizable user
D rewent specific users from b Praperties Lt +Enter

] S=nd email to Sec urity Adrmimstrabor

Ernmail: I RAZL EE. COPA

o dcicn (e lciniincallal,

[

Error messages within the editors are displayed as links

g | Authority On Demand Log 21

& Authorty On Demand Log = Ewer while loading data

E| B % 3 | =4 | |Timestamp of entry -

Rzl e 3 iSecurity [1178uthority On Dermnand/Authority On Dernand Log (Error while leading daka]

Browwse..

Timestamp of enfry  System name  Mame of job - Numberof job Userof job  Corrent user profib

Click the link to display the error message.

Last Modified Editor

The Last Modified Editor icon displays/re-opens the last form that was
changed. If there are changes waiting for update, the icon displays with a

green asterisk.
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* 532 Secury [LVFsewaliivingion Debaction - iSecurity

= - 5 i i *| L E
"It aan Detection

& Beciuity Masigaion
&~ | SILTowity (L Feeaalntnsion Detection [ min ke

| Rarlesd rifme Dafachon =
Aurlead
] = Dtected Intnnian
* ‘“_ﬂﬁr],:n 4 Ered the aflerding infrockies sonian
dayeki Sard mamage kot usr
Aagthesity o Dervand Dinsz b amar
« Captum 5251 N

Carined Sdminpirabion
s Changs Tracke
+ Carmplisnca

el

- GlobalIF Flsing Run dctin [F adion b insalled
“Irrusian Dee<bon Wite {0 QAUTUAN dseourity sudk joural]
Audijourmal cooe U, Joumal ety Type is A, D Terman SMIZB/GECALP,

Enaill susmENCmeoan

= Ligan
s Dibjects

Pork: Ranirichions
Pl el parky
Server Setmin g v fmmrmeming of sl sntraily
5
Sprtam Carliguniticn
Tim & gt

& Memage (uee

- Logs
Blakrisnance
» Namrword
Qi s Aegots
= v
= LherMansgarmant
s Visusipsr Bl

Wiikabia

M - iSeruriy (&

Aavart:

Editor Display

The Editor displays the product name and idle time (where relevant) on both

forms and tables.
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|-t Incoming P Addresses - Qutgoing IP Addresses & =0
= IR i T e s GRS
& Inceming IF Addresses ~ -
1!-,_. 3| B | | [P addness w | 1P dddress Browte...
1P Acidress Submet Masic FTF/REXC  Telnet DB TCPSGN RBAT Do
“ALL 00.00 Reject Reject Reject Heject Reject Regect
TLCL-AAA Rejert Rejert Yes Reject Reject Rigect
LEL-QPATEWOHIC Yoz Ve Y Ve Ve Ve
"LCL-QPADEVOIIM Yes Yes Yes Yes Ve s
*LCL-QRADEVDIE Reject Reject Yes Reject Reject Rject
*LCL-QEOASOINIT Reject Reject Ves Rzject Reject Reject
1117 253.255255.255 Swpchecks Sop checks Sopchecks  Skip checks Skipchecks  Skip check
111305 29525555255 VYes Reject Yes Reject Regect Riegect
1.1.1.156 #55.255.555.255 Reject e e Ve Yies s
L1133 255255755255 Yes es Yes Yes e s
Lidd&4 255255255255  Yes s Yes Yes Yes es
111168 255.265.55.255  Ves Ves Ves Ves Ves Yes
111173 255255255255  Wes Wes Wes s s Regect
111382 255.255.255.255  Reject Reject s Reject Reject Regect
10.10.10.1 #55.255.555.224 Reject Yes Yes Y Ve Roepect
1723611 25525525512  Reject Feject e Fieject Ve Fieject
172249334 255255255255 Yes Ve Ve Ve Yes Rject
178.210151 216 255255.255.255 Yes Wes Wes Wes Wes Reject
17832403 48 255255255255 Woc Wes Wek Ve Wes e
18216811 2352555540 Reject es s Yies Yies Regect
192.168.1.250 255.255.755.255 FReject Yes Rzject Rject Rject Reject
B . k
Lz
Add.. Delete JpEn.

Print format

Right-click on a record or several records to print in the following printing

formats:

Excel 2003 XML format

Open Document Format Spreadsheet
Hypertext Markup Language (HTML)
Portable Document Format (PDF)
Comma Separated Values (CSV)
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P ADEVIODD H.!Jecl: HEJEci NESS HE_|!:1 HEJEI:I:
Ol Celect Al Cties | Yes Reject Reject
12 Tvest Sebech Eks  Skp checks  Skip checks  Skap checks
10% et es Reject Reject
15 Show Selected Yes Yes Yes
163 Ch s Yes Yes Yes
16+ Yes Yes Yes
168 Show Content.., es Yes L=
l'lf Bdd. I .T.E r’e.s 'ra.n
[15: . =4 Reject Reject
10 X = b= Yes WES
k. Open.. Yes Reject Yes
Jo, 5 Copy ChrleC e g Ve
[0, eg s fes
= Copy Cell: " LCL-QZDASOIMIT
40, - i L Yes Yes Yes
8. « | FitWidth Yes Yo Weg
LB & Prnk. Cirl+P Aepect Reject Aeject
Eanrt 4 Excel 2003 XML format ...
. = | Open Document Format Spreadsheet ...
1M Hypertest Markup Language (HTML) ...
Portakle Document Format (POF) ...
Comma Separated Values [CEV] ...

Open Editor Display

Even if you are unable to see all open editors, a quick look at the Navigator
pane shows you which editors are open, which editors are open and have
had changes made, and which editors were open in this session and have
now been closed. Open editors are displayed in bold, open editors with
unsaved changes are displayed in bold with an asterisk to the left of the
editor name, and closed editors are displayed in italics.

In the example, the Incoming IP Addresses and Incoming Remote System
Names editors are open, the Intrusion Detection editor is open with an
unsaved change (indicated by the asterisk), and the Outgoing IP

Addresses editor was open and has now been closed.
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Table Filter

B2 iSecurity Mavigator %

2 Razlee?
| Rarle=3
| 5520
ff iSecurity [1] - 1340116 L6 5550
= Anb-Yirus
= Audit

= Autharity On Demand
= Capture 5250
= Central Admimstration
= Change Tracker
= Compliance
= Firewall

== Glzbal 1P Filtering

. Incoming IF Addresses

| Incoming Remote System Names

ﬂuigflng IF Addresses
= "Intrusion Detection
= Logon
=~ 'jhject:.
Part Restrictions
= Rule Wizards
Server Settings
7 Gysten Configuretion
= Time groups
= Userz and Groups
2= Journal
= Logs
= Maintenance
= Password
= Queres and Reports
[&=+ Screen
= Ueer Management

&= Visuelizer Bl

All table editors have a built in filter that also suggests filter criteria. For an
explanation of the functionality of the filter, see the table below.
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=] Acts ==

S520¢i5ecurity [L1/Audit/Actions ]
= Actions EI |TEF |
| 3| @] =i [Adion. =]d [ 3 |71[ Bowse. |

fetion Description | | tskalas0in |
QSECIA%18 Created by Action R AR
QSEC192716

QSECI45MT  Creabed by Action
QEECIGINE  Crmabed by Action

1 You can filter the display on any of the fields in the
table. Choose the field you want from this drop
down list. The default field is the first field of the
table.

Click the Clear icon/’ to remove your search.
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click OK.

5 Displays the values which match your current
filter.

]

& Choose Value &

Walues available for ‘Aetion’

CSECIA5019

(J5EC145247
O5ECISITIR

Q5EC143019 (1 ikemis))

i oK | Cancel |

Editor Toolbars

D B b

The numbers in the descriptions below refer to the call-out numbers in the
screenshot.
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Sort (1)

Opens the Sort by columns dialog that enables you to define how the table
will appear in the current session. You can define the order in which the
fields will be sorted and if individual fields will be sorted ascending or
descending.

Filter (2)

Opens the Filter dialog that enables you to define a subset of the members
of the table.

Visible Columns (3)

Opens the Hide/Show table columns dialog that enables you to define which
columns will appear in the table in the current session.

Pack Columns (4)

Sets all columns in the table to their optimal size.

Show in Navigator (5)

Puts the cursor on the entry for the table in the Navigator Pane.

Refresh (6)

Refreshes the contents of the open Editor without closing it. If any work has
not been saved, a warning message is displayed.

The numbers in the descriptions below refer to the call-out numbers in the
screenshot.

Show in Navigator (1)

Puts the cursor on the entry for the table in the Navigator Pane.
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Refresh (2)

Refreshes the Session without closing it. If any work has not been saved, a
warning message is displayed.

Revert (3)

Reverts any changes that have not yet been committed.

Save (4)

Saves all changes.
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Preferences

Use the Preferences window to define how you want to work with the
iSecurity GUI.

Export

To define the field separator for CSV outputs such as Excel or Open
Document (used in the logs):

1. Click Window -> Preferences. The Preferences dialog is displayed.
2. In the navigation pane, select iSecurity -> Export.

r = |
5 Preferences = L)
type filber text Export - v W
General
Help [efault spreadsheet format
Install Update @ Excel 2003 (xls]
Metwark Connedtions Open Dacument (ods)
E5L Sethings =
.~ f C5w
Security
iSacurity Field separ.:ﬂ:n-r:"
Export
Locals
Log
Mail To
Yisualizer

| Restore Defaults Apply |

’ oK | Canedd |

Locale

The locale defines the way the local time and date are displayed.

The locale (like all other preferences) is defined for the Workspace. If you
need to use different locales for different computers, you need to define
additional Workspaces. See Switch Workspace for more details.
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1. Click Window -> Preferences. The Preferences dialog is displayed.
2. In the navigation pane, select iSecurity -> Locale.

r = 7 ¥ |
E Preferences = A
type filter bt Locale ol i o

General
Help Locale
InstallUpdate English (United Kingdom) (Default) Browss...
Metwark Connedtions
S5L Sethings
Security Date Farmat
iSecurity @ Shont

Expot Medium [Default]

Lacalz L

o &ng

Mail To Custam Erowss

Visualizer

Sample Date
2001245
Sample Time
T:41: 5
| Restore Defaults Apply |

0K || canca |

= |

3. Click Browse... in the Locale field to select the language and country
that control which date formats are available.

4. Select the Date Format for your organization.

5. Click OK.

Mail To

To define a default Email address to be used in queries, compliance and
scheduler:

1. Click Window -> Preferences. The Preferences dialog is displayed.
2. In the navigation pane, select iSecurity -> Mail To.
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E Preferences

type filter test Mail To Sl Cea

General

Help A dc_huit list of eail addresses used in commands that send output via
InstallUpdate s

Metwerk Connections Mailta:  docs@raree.com [maill, mail2, mai 3.
S51 Settings

Serurity

iSecurity
Export
Lacale
Log
Mail Te
Visualizer

Restore Defaults Apply |
T — (———

3. Enter the email address to be used. You can enter as many addresses
as required; they should be separated by a comma (for example:
john@acme.com, susan@acme.com, ceo@acme.com).

4. Click OK.

Visualizer

Statistical data for Visualizer is collected in a daily maintenance job that runs
overnight. You can define that Visualizer statistical data is collected more
frequently than that.

1. Click Window -> Preferences. The Preferences dialog is displayed.
2. In the navigation pane, select iSecurity -> Visualizer.
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E Preferences

type hilker ted Wisualizer Statistical Data = =
General T
Help _| Collect Intest statistical data when starting Visualzer
Install WUpd ote | Collect latest statistical data on refresh
Wetwark Connections
S5L Sethings
Security
iSecurity
Export
Locals
Log
Mail To
Yisualizer

| Restore Defaults Apply |

’ ok | Concad |

- =l

3. Select Collect latest statistical data when starting Visualizer to update
the data every time an instance of Visualizer is opened.

4. Select Collect latest statistical data on to enable Visualizer to reload
data from the database instead of using cache when requested.

NOTE: You can update Visualizer manually whenever required, by using the
Add Latest Data option in the Visualizer Maintenance form. See
Maintaining the Visualizer Bl Data for more information.
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Standard Functionality

This section describes the standard functions of the various menus and
toolbars that are available in the iSecurity GUI.

File Menu

s S520Securty [1]/Audit/Actions - iSecurity

_Fi|E Edit Mavigate ‘Window Help
' Mew Account..

o Refresh F5

LEVEST

Sawe Ctrl+5
Sy perti es ARt+Enter
Switch Workspace...

L Audit Settings [5520/iSecurity [1]1/..]

2 Actions [S520/1Secunty [11/Audt]

3 General Groups [S520/i5=curity [1]7.]

4 Control Message Queues/ QHST [5520/.]

Exit

New Account

Opens the Account Wizard. See Create a New Account for more details.

Refresh

Refreshes the Session without closing it. If any work has not been saved, a
warning message is displayed.

Revert

Reverts any changes that have not yet been committed.

Save

Saves all changes.

Properties
Displays the Properties dialog related to where the cursor is situated.
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Switch Workspace

iSecurity GUI allows you to work in more than one workspace. You may want
to do this to have a different set of preferences for different work purposes;
for example to use different locales for different accounts. The default
workspace that is built when you run iSecurity for the first time isin a
directory that is placed in the user’s home directory (usually
C:\Users\<UserName>).

1. Select Switch Workspace... The Select a Workspace dialog is displayed.

.- -
Select 8 Workspace to switch to &5

i+ Favonkes
security workspaced
# Links
*| My Documents
w Wy Music
¥ = My Picturss
E Ny Videos
& One=Drive
+ i Saved Games

i Seorches B

Folder: B2ty workepaced

Make New Folder ok || coneml |
. W

. |

2. Select an existing directory or click Make New Folder to create the

Workspace directory.
3. Click OK. You are now working in the new Workspace.

NOTE: All future sign-ons to iSecurity will be in the new Workspace until you
change back.

Recent Editors

A list of up to the last four editors is shown. Click on one of the entries to go
directly to that editor.
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Edit Menu

The Edit Menu gives you an additional place from which to use standard

editing functions.

& CE20/ S ecunty [1]/Audit/Achons - 1
File | Edit| Mawvigake ‘Window He

& Cut
1= Copy CirieC
T )
Paste Ctrl+ W |I
B Delete Ddete |
Select All Ctri-f
-

Ctrl+
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Navigate Menu

The Navigate Menu allows you to go backwards and forwards between the
various editors you have recently worked on, using the Backward History and
Forward History options. You can also use the Open Node option to open a
dialog that allows you to see all the nodes available in the session and open a
specific node without knowing its place in the navigation tree.

I8 5520A5ecurtty [L]/Audit/Achons - Secunty

File Edit | Mawvigate | Window Help

i ;_:; Backward History L ft Lsfi

) Fomward History Alt-Right
- iSecunt LS

[ Open Mode

5 Razleed

Backward History

Click Backward History to return to the Editor you were working on
immediately before the current Editor.

Forward History

Click Forward History to return to the Editor from which you came to the
current Editor.

Open Node

Click Open Node to open the Open Node dialog. You can scroll to the node
you want or you can search for it in the search box. You can search for
specific strings, or you can use substitution characters, an asterisk (*) for any
string of any length and a question mark (?) for any single character. You can
also search for filter for a string with a specific ending by typing less than (<)
after the last character. To search for the actual characters used as
substitution characters, type a back slash (\)before the character.
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Window Menu

J8 5520 5ecurnty [L/AuditéAchions - iSecurty

File Edit Mavigate | Window | Help

F & o Showr View P Ta Mavigator
- - [[] HReset Window E Console
- isecurty Mavigater g |n
& PFreferences e it Lo 1
o E  Propsrties

3 Rozler? e o L e

Show View
Click Show View to open one or more of the Navigator, Console, Progress, or
Properties panes.

Reset Window

Click Reset Window to close all panes that you opened using Show View.

Preferences

Click Preferences to open the Preferences dialog. More information about
the various options can be found throughout this section.
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Help Menu

The help menu allows you to open the Online Help, to check for and install
updates to the software, to display the version and build information, to
display the copyright information, and to open the installation Details dialog.

ia 5520/iSecurity [1]/ Audit/Actions - iSecunity

File Edit Navigate Window H_E_|E|_]
(7 Help Conterts

| ,. \ o
: . 7 Seaich
Ta- iSecurity Mavigator 2%
= = Check for Updates
§ Razlec? [nstall Mew Sofheare r
i Razles3 3 i
e ‘LE:: About iSecurity
| 5520 - ]

Help Contents
Click Help Contents to open the Online Help.

Search

Click Search to open a dialog that allows you to search for keywords in the
Online Help. All topics in which the keyword appears in the search results
pane.

Check for Update

1. Click Check for Updates to check if there is a new version of the soft-
ware available. If there is, the Available Updates dialog is displayed.
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& Auvailable |pdates

Available Updates
Check the updabes that you wish ko install.

Mlame Version
[+] B iSecurity 4.640....
Fl I
Select All Deselect A1
Details
Bz Mest »

Id

com.razlesisecunby . rep.iSecunty

2. Click Next. The Update Details dialog is displayed.

& Available pdates

Update Details

Re=view and confirm the updetes.

Mlame Veszion

W iSecurity L6402,

Fl i

Sizet Unknown
Details

= Back Mest =

Id

com,rdee isecurty.ropisecurty

[ Finish [

Cancel

3. Click Finish. The update runs.
When the process completes, the Software Updates dialog is displayed.

GUI |User Guide

73




& Software Updates 2

It is stronghy recommendead you restart iSecurity for the changes to take effect. For
somie add-ons, it may be pessible to apply the changes you have made without
restarting. Would you like to restart nowT

l Yes || Mo | Apply Changes

4. Click Yes to restart iSecurity.

About iSecurity

Click About iSecurity to open the About iSecurity dialog. This dialog shows
you the version and build of your iSecurity installation, gives you a link to the
RazLee website, and allows you to open the Installation Details dialog.

& About Security = Ed

1Securty
Version: 4 f.40
Build id: 20051202 0511

Copyright (c] 20014, Raz-Lee Security Inc.
All rights reserved.
Visit hitge/ fwwwrazlee.com

Certain components of this program ar= heens=d under the GPL license,
a copy of which can be found in the appropriats user manuasl.

iSecurity

This program includes icons designed by:
httpe oo ndesign- studioucomyé
http: /v famfamfam comlab/icoons/silk

@

Installation Detail: | ok

as |

The Installation Details dialog has four tabs; Installed Software, Installation
History, Plug-ins and Configuration. Only the Installation History tab is
important for users, because it is used when you want to revert to a previous
version of the software.

Revert to a Previous Version

For various reasons, you may need to revert to a previous version of the
software. Before you do this, you should ensure that the download file of the
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software is in the directory that you defined in iSecurity Archived Update

Site .

1. Click Installation Details in the About iSecurity dialog. The Installation
Details dialog is displayed.

2. Select the Installation History tab.

r

& iSeourity [nctallation Details

Instalked Softwara | Insallztion Histary i Mug-ims | Configuration

Previous configuretions:

B Currant [mstallation
181701 /2116 15: 5912 GMT+ 1200
B 1700 72016 15: 5806 GMT-02:00
[ 1700720165 15:57:H4 GMT-02:00
1) 17,01 /20115 15:56:23 GMT+02:00
B 17,/ /2006 15: 55406 T+ 0240
B 17,01 /2016 15:54:35 GMT+02:00
18 17,00 /2116 15:53:44 GMT+ 02400
B 021202015 14: 1156 GMT+02:00
B 10/08/2015 12: 25:27 GMT+03:00
T8 21,/07/2015 14:41:38 GMT-03:00
) 18,07 /2015 12 18405 GMT-0320
T 0d,/05/2015 11: 2030 GWIT+03:00
B 200372015 10: 5448 ST 02400
Canfiguration contants:

Marne
i iSecurity

Wersion

4..40.201 T2

Close

=

3. Select the version you want to revert to and click Revert.
4. Click Yes in the Revert Software Configuration dialog. The Revert Con-

figuration dialog is displayed.
5. When the process completes, the Software Updates dialog is displayed.
Click Yes to restart iSecurity.
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Account Menu

To access the account menu, right click on the account.

U8 (Security
File Edit Mavigate Window Help
| b > ipge| M
7 iSecurity Navigator 7 S
0% | | E @~
% Razlesd
8 Razless
A | g 5570 —
« g 5 MNew Account..
. ﬁi M Session
Go [nto
(% Editors
Paste Cirl+W
Z| Copy Chrl+C
Rename. F2
| ® Delete Delete
g Properties Alt+Enter
e O z

New Account

Opens the Account Wizard. See Create a New Account for more details.

New Session

Opens the New Session Connection dialog to allow you to open a new
session for this account. See Sessions for more details

Go Into

Hides everything in the navigation pane except this Account. All other
Accounts are hidden. Click Go back in the Navigator toolbar to return to the
previous display.

Editors

Opens an alphabetical list of all the Editors currently available for this
account. If you have more than one session open, an entry for the editor will
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appear as many times as there are open sessions, in the order of the open
sessions.

Paste

Allows you to create a new Account with the identical properties of a copied
Account.

Copy

Copy the Account to open a new Account with identical properties

Rename

Rename the account

Delete

Delete the account.

Properties

Opens the Properties dialog for the Account. See Account Information
Properties for more details.
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iSecurity Toolbar

D FF [

v | @

10 @ M

The numbers in the descriptions below refer to the call-out numbers in the
screenshot.

New Account (1)

Opens the Account Wizard. See Create a New Account for more details.

Refresh (2)

Refreshes the Session without closing it. If any work has not been saved, a
warning message is displayed.

Revert (3)

Reverts any changes that have not yet been committed.

Save (4)

Saves all changes.

Back (5)

Returns to the Editor you were working on immediately before the current
Editor.

Forward (6)

Returns to the Editor from which you came to the current Editor.
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Open Node (7)

Opens the Open Node dialog. You can scroll to the node you want or you can
search for it in the search box. You can search for specific strings, or you can
use substitution characters, an asterisk (*) for any string of any length and a
question mark (?) for any single character. You can also search for filter for a
string with a specific ending by typing less than (<) after the last character.
To search for the actual characters used as substitution characters, type a
back slash (\)before the character.

Reset Window (8)

Closes all panes that you opened using Show View.

Last Modified Editor (9)

Displays/re-opens the last form that was changed. If there are changes
waiting for update, the icon displays with a green asterisk.
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Navigation Pane Toolbar

o

The numbers in the descriptions below refer to the call-out numbers in the
screenshot.

Collapse All (1)

Collapses all open nodes in the Navigation Pane.

Link with Editor (2)

Opens the Navigation Pane to the node of the current tab.

Home (3)

Reverts the action of all uses of the Go Into icon.

Back (4)

Reverts the action of the last use of the Go Into icon.

Go Into (5)

Hides everything in the navigation pane except this Account/Session. All
other Accounts/Sessions are hidden.

New Account (6)

Opens the Account Wizard. See Create a New Account for more details.

Open Editors (7)

Opens an alphabetical list of all the Editors currently available for this
account. If you have more than one session open, an entry for the editor will
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appear as many times as there are open sessions, in the order of the open
sessions.
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Session Menu

To access the Session menu, right click on the Session.
=

& (Secunty
File Edit Mavigete Window Help

e

oo e i e M

U7 iSecurity Mavigator 73 |
- f::l : '::l:'l _.I,I.- E e
+ 14| Razleed
- |5 Razleeld
4 g5 5520
NF = e
"J_“ p 7 MNew fAccount..
= e Into
7| (% Editors
5 Pacte Ctrl+y
= Refresh F5

#  Reconnect
& Disconnect

Properties Alt+Enter

——

New Account

Opens the Account Wizard. See Create a New Account for more details.

Go Into

Hides everything in the navigation pane except this Session. All other
Sessions for this Account and all other Accounts are hidden. Click Go back in
the Navigator toolbar to return to the previous display.

Editors

Opens an alphabetical list of all the Editors currently available for this
session.

Paste

Allows you to create a new Account with the identical properties of a copied
Account.
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Refresh

Refreshes the Session without closing it. If any work has not been saved, a
warning message is displayed.

Reconnect

Closes and re-opens the sessions. If any work has not been saved, a warning
message is displayed.

Disconnect

Closes and re-opens the sessions. If any work has not been saved, a warning
message is displayed.

Properties

Opens the Properties dialog for the Session. See Session Properties for more
details.
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Folder Menu

To access the Folder menu, right click on the Folder.

=

L= iSecurity Mavigator 77

44 0

= B
|| Razleel
4 | Rarleed
d v;":S-E{l.iri':ﬂl] 21 -Jam-2016 11:53:56
= Anti-Virus
== Au dit
v =8 & MewAccount..

i

i}

-
y i 1]
GoInte

r

= C % Editors

r

Facte cerl+

S— ]

I
1 Fropertiec Alt+ Erter

TR TR R

+ = Maintenance
= Passweord
== Querie: and Reports

New Account

Opens the Account Wizard. See Create a New Account for more details.

Go Into

Hides everything in the navigation pane except this Folder. All other Folders
in this Session, all other Sessions for this Account and all other Accounts are
hidden. Click Go back in the Navigator toolbar to return to the previous
display.

Editors

Opens an alphabetical list of all the Editors available for this folder.

Paste

Allows you to create a new Account with the identical properties of a copied
Account.

Properties
Opens the Properties dialog for the Folder.
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¥ =l =
& Properties for Audit = )

Hem. ltem - - v
B Audit | Espand E Collaps: (2= Editors

Type: Folder
Path:  Razlee3/i5ecurity [2]

Click Expand to display all nodes available for the folder in the navigation
pane.

Click Collapse to hide all the nodes of the folder.

Click Editors to open an alphabetical list of all the Editors currently available
for this folder.
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Queries and Reports

Queries

iSecurity comes with hundreds of predefined reports and queries that are
ready to run at any time. All reporting features are available to be used both
from the GUI and from the green screen. iSecurity GUI also supports Linux
gueries.

Add a New Query

1. To add a new query, navigate to Queries and Reports -> Queries.

2. Double click the node of the type of Query you want to add.

3. Click Add. The appropriate Add Query wizard is displayed.

4. Use the wizard to create the Query. For an explanation of the fields,
see the Queries section in the appropriate User Guide.

NOTE: Do not start the name of a new query with the letter Z. Queries that
are supplied by Raz-Lee start with the letter Z. If your queries also
start with the letter Z, you will lose them when you upgrade the
product.

Modify a Query

1. To modify a query, navigate to Queries and Reports -> Queries.

2. Double click the node of the type of Query you want to modify.

3. Select the query you want to modify and click Open. The Edit Query dia-
log is displayed.

4. Use the dialog to modify the Query. For an explanation of the fields,
see the Queries section in the appropriate User Guide.

NOTE: Do not modify any Queries that were supplied by RazLee. The name
of a Query supplied by RazLee starts with the letter Z. Any changes
that you may make will be overwritten the next time you upgrade
the product. If you want to modify a Query supplied by RazlLee, copy
it to a new name that does not start with the letter Z, and then
modify it.
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Copy a Query

1. To copy a query, navigate to Queries and Reports -> Queries.

2. Double click the node of the type of Query you want to copy.

3. Select the query you want to modify and click Copy. The Copy Query
dialog is displayed.

4. Enter a new name for the Query and click OK. The new Query is added
to the list of Queries.

NOTE: Do not start the name of a new query with the letter Z.
Queries that are supplied by RazLee start with the
letter Z. If your queries also start with the letter Z, you
will lose them when you upgrade the product.

5. Use Modify a Query to make any required changes to the Query.
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Reports

Work with Reports

1. Navigate to Queries and Reports -> Queries.
2. Double click the node for the type of Query you want to run:
e Audit
e Change Tracker
e Command
e Compliance
e Firewall
e PTF Status

Firewall Queries £ =
5520/ 5ecunity [1]1/Quenes and ReportsQuenies/Firewall Quernies

= Firewall Querias ~ £
Y | 3 = || Query = || Quesy Browse,.,
Query Description Server =
Z6DHCPRP DHCPRP- PHCP Request Packet Validation *DHCPRP DHCP Requs
ZGDLTLURA DLTURA-Delete User Profile (ifter Del) *DLTUPA Delete User P
ZGDLTURE DLTUPE-Drelete User Prafile [Befiore] *“DLTUFE Delebe Usear P,
Z6DRDAD DRDA- Distributed Relational DB access “DRD DRDW DiEtril'.’:uil
D60TAQ DTAG-Data Queus Server “DTAGQ Data Queus SEIi
IGFILSRY FILERV-File Semver “FILSRW File Server iE
DEFILTFR FILTFR-Original File Trancfer Function “FILTFR Ciiginal FiIeTri
Z6FTP FTR-Fequest all [
Z6FTP_PROD  FTP Reguests to Produchon Libranes Al [
AAFTRCLMT FTR-Client [Oubgoing Agst Validation] “FTRCLM FTR C|ien|:-|:|I
ALFTPIM FTP-Server {Incoming Rgst Walid stion) *FTPSAV FTP Server-In.
Z6FTPLOG FTPLOG-FTP Server Logon “FTRLOG FTP Server Le
Z6IFS IF5 All

Z6IF5_PROD Access to IF5 with Froduction Libraries all

JEIPIMN Incaming IP addresses All

FRIPOUT Outgoing IP addresses &ll

FELICMGT Licenss Managerenk &l

TERODUSAPE - Modification of User Profiles atbermpts A

a5 GSRY MSGSRY-Original Message Server *MISGSRY Original Mes
TAMATIVE Iative Al

Z6MATIVELP  Mative access to Production Libraries All i
1 | " {12} F

0764
Fun Schedule., Cogy, Add.. Drelete
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Run a Report

1. Select a query and click Run. The Output Format dialog is displayed.

& Aun Firewall Query - ZEFILSAV

Dutput Form at

Select cutput formast.

Print *PRIM

@ Table Keep file
Visualizer Eeep file
5
HTKL
POF
Cutfile (Database regor

'.'.:I

For CSW, HTML and PDF cutput [IFS regorts)

=] 57

Mt » ; Ifi.r?.i;.i.u. Cancel
| = = |
Options/Parameters Description

Table The report is output to a Table
viewable in the GUI

Visualizer The report is output directly to
Visualizer.

CSV The report is output to a csv format
file and can be sent to an email
address.

HTML The report is output to an html
format file and can be sent to an
email address.

PDF The report is output to a PDF format
file and can be sent to an email
address.

Outfile The report is sent to an outfile.
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Print The report is sent to one of the
designated IBM i printers. Select the
printer from the drop down list.

Email Addresses If you send the report to a csv, html
or pdf format, you can also send the
report by email. Enter the addresses
here.

2. Select the required output format parameters and click Next. When rel-
evant, the Time and Date dialog is displayed. If it is not relevant, the
Additional Parameters dialog is displayed. Continue with step 4.

=] b

& Run Firewall Query - ZEFILSEV

Time and Date

Select Time and Dste

@ By time interval

From: |L§-J-:n-i'(]].6 --| Eruwse.._l 09:14:26 =

T |i.E-Jan-2‘:llEr 'rl Browss. .. | J: 1456 :

By last minutes

Set as default
< Back " Mt » Ifi_n_i;.i_u Cancel
-
Options/Parameters Description

By time interval Select this to enter a time range for
the report.

By last minutes Select this to run the report for a
period that just finished. For
example, the last 30 minutes.
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#XREF_10379_4_Select_user

Set as default

Select this to make the time
selection the default selection for
every time this report is run.

3. Select your time range parameters and click Next. The Additional Para-

meters dialog is displayed.

— = c |
& Fun Firewall Query - ZEFLSEY = i
Additional parameters
Add Additional parameters
User profile /Group:  *ALL Browse..
Systern to iun fior "CURREMT * | Browse.. | systemn name Tgroup
" Mumber of records to process | |
Cpen command prompter
< Back | Finish | Cancel
= |
Options/Parameters Description

User profile/Group

Enter the User/Group Profile for the
report. The default is to run the
report for all users.

System to run for

Enter the system to run the report
for. The default is to run the report
for the current system.

Number of records to
process

Enter a maximum number of
records to process.

Open command
prompter

Select this to open the Run Query
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dialog where you can add additional
filters.

4. Enter your required parameters and click Finish to run.
If you selected the Open command prompter, the Run Query dialog
opens. Click Advanced to expand the dialog and access additional
filters.

r e 1
& Fun Firewall Query [RUNFWQRY) o
File Edit View Help
Query: SELECT * | Mame
Display last minubes: "BYTIME * PMumber

Starting date and time

Starting date: 180116 *  Date DDMMYYYY
Starting time: 051426 Tirmne

Ending date and time

Ending dake- 180016 +  Date, DOBMYYYY
Ending time 2324953 Tirme
User® or "%GROUE': TALL * Blame gensnc®, ' BRGROUE
Systern to run for *CURAENT - MName
Mumber of records to process:  "MOMAK *  Plumber
Output: i -
Achranced 0K | l Cancel | | Helg T
| - = |
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Type: *QRY
Program name: “AlLL
Job narme: "ALL
Uzen *ALL
Murmber: “ALL

Filter by time group:

Advanced Parametes

*  Dlame generic®

= Name generic®
= Mame generic®
w  [00000-999909

Reladonship: *QRY -
Tume group: "SELECT -  Blame
Original cemmand sent fromz  *CURRENT -
Otzject "TEMP for attach onlyl  "AUTO +  Character valus
Directony {din"): ‘DATE = | Character value...
User defined data: Character value
Basic | I K | | Cancel | | Help | T |
K
Options/Parameters Description

Basic parameters

The basic parameters are described
in the dialogs above.

Type

Filter the report by Audit Type

Program Name

Filter records by the name of the
program that created the journal
record.

Job name, user,
number

Filter records by the IBM i (0OS/400)
job name, user, job number.

Filter by time group:
Relationship, Time
group

Relationship:

*IN = Include all records in the time
group

*OUT = Include all records not in
the time group

*NONE = Do not use time groups,
even if included in the query
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definition

*QRY = Use time groups as specified
in the query definition

Time group:

Name = Name of time group
*SELECT = Select time group from
list at run time

Original command Filter by the name of the command
sent from that created the journal entry
Object Name =Enter the name of the

object to be created
*AUTO = The system will create a
name for the object to be created

Directory (‘/dir’/") Enter the directory to contain the
created object

User defined data Internal use only

5. Enter your additional filters and click OK. The Query runs and the
report is produced.

Schedule Reports

1. Select a report to schedule and click Schedule. The Add/Remove Query
from Scheduler dialog is displayed.
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.

& Add/A=move g uETy Z !..3._|N.-!|ET from Scheduler i

'L-i- = C'| Checked/Unchecked - || Checked/Unehecked Browese...
w Group Description

AUMTOR  TEXT FOR AUDITOR

DALY Daily

DAILYGU  Daily, for GUI cutput (EXCEL like. preformatted)
DAILYHT TEXT FOR DAILYHT

[l DAILYML  Daily, in HTML, sent by Ernail
LISER QL‘EEF! reports

1/

Dpen Scheduler

[ O J | Cancel |

N = |

1. 2.Select one or more report groups and click OK. The Query is added to
the report group.

Edit Reports

This section describes how to edit a query in the GUI. For a full description of
the fields and options, please see the appropriate manual.

NOTE: The example given is for an Audit Query, but the procedure is valid for
all types of Query.

1. Select a report to edit and click Open.
The Edit Query dialog > General tab is displayed.
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& Edit Query - Z5&_INACT 4

Genersl Initial Object Selection | Filter | Output Fields | Sar Fields | Compliance and Explanation |

Description:  Inactiee Users

Audit Type: 5A - User profile information

[ Tirme graup Brows

ut
Output format: @ Tabular ) Textual Description
@ Single line

1 Aubomatic Wiag

) ¥rap on Field Mumber |1

Additional Information:
& Full guery explanstion

¥ | Statistics by bype, user, multi site communication summary

| Passanerd

0K | | Cancel

| &

= |

2. Set the general conditions for the output format and displaying header
and total.
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& Edit Query - Z84_TNACT

0
&a

General i Initial Object Selection | Filter i Cuimput Fields | Sat Fields | Compliance and Etplanati-:-ni

B | | |Checked/Unchecked = || Checked/Uncheck=d
v And/Or Field Test  Walue

¥ And Password of TMOME: *¥ES or *NO Equals  *¥ES

& Or Statuc

Equals *DISABLED

02
Select Al [reselect Al Add Del=te
0K | | Cancel
3. When editing the filter, click Add to add more filters. The Add dialog is
displayed.

I s Add =
And - Fllelnrl:r m

.Equals- | Value: o

Carcel

4. Click Browse to search for fields. The Fields dialog is displayed.

The list of shows both generic and file fields. The generic fields are
grouped and shown first.
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& Fields

Select Field:

“ALLOBI [inusrpef.] K=es
“ALLOB) [Usert Groups] X=Yes
SAUDIT  (User+ Groups) K=Yes
*IOSYSCFG (in usrprf)] E=Yes
*[05YSCFG (User+ Groups) X=Yes
*JIOBCTL (inusr.prf.) X="YEs
*JOBCTL {User+Groups) X=Yes
“SAVSYS [in usrprf.] K="Yes
“SAWSYS [User+ Groups] B=Yes
“SECADM  (in usrprf]) X=Ye:
“SECADM  (User-Groups) X=Yes
“SERVICE [in usr.pef.] X="Ye<
"SERVICE [User+ Groups) X=YYes
"SPLCTL [in wsr.pef.] K=Yes
TSPLETL [Users Groups) X=YYes
Acccunting code

Action auditing wvalue
Assistance level

Attention Program

&

ok ||

Cancel

5. Select the Output tab to define the fields that will appear on the report.
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& Edit Query - 754 TNACT

Maote: Ignared if output format is log,

RV T T
General | Initial Object Selection | Filter | Dutput Fislds | Sar Fields | Compliance and Explanation |

E | =1/ |Checked/Unchecked = | Browse. e

w Field . Diowm
Fl User Prafile Mame 3

Fl User class =

& Display sign-on information

¥ Password of "MOME: *YES or *MNO Bottem
IFl Statuc

= Password change date: WYRMDD Eampact
[+ Password expiration intendal

IFl Pazsword expired

¥ Previous sigr-on date: ¥YMMOD

IF] Dlays password is in use

[#] Days passed since last sign-on 34

17101
[eselect All

ok || caneat

6. Select the Sort tab to define the order of the report.

GUI |User Guide




- "1
& Edit Query - Z5&_INACT

0
&a

General | Initial Object Selection i Fitter | Ouiput Felds | 5ot Fislds | Compliance and Etplanati-:-nl

[ Include ene record per key

=

B | = | |Checked/Unchecked | ] Up

Field : [ Dein ]

Accounbng code

Asgistance hevel

Attention Program

Attention program | ibrary I Bottom |

Action auditing value

Max stg. ME (B9992309="NOMAZ)

Coded character set identifier

Change date  yymmdd

Change time

Charact=r Id=rtifi=r Control

Reninn identifier &
L35

IpEDOEEEE@@E)|*

Select All Cheselect Al

ok || Caneet

= |

7. Select the Compliance and Explanation tab to add information about
which compliance requirements are fulfilled by this report and also to
give a textual explanation of the report parameters.
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| &

& Edit Query - Z54_TNACT

General | Initial Object Selection | Filter | Output Fields | Sort Fields | Compliance and Exp lanstion

Classidicsbion

Classification List: Uk

C=Compliance SOXIS01TIPCL.), UzUser, G=Object, S=Systern values, M=Mebwork, 1-0=User d=

(eg. CU=Compliance~+Lser)
Explanation
Purpose: Display a report of all inactive users

R=ason:

Discussion:

SO0 Be JSOM 51,5354 5.5 HIF AL 168 308 8 312; 190 11.1-211.5-6; PCI6,10

ok |

Cancel

= |

8. When you have finished editing, click OK. The updated report is now
available.
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View Reports

Reports that were generated from the green-screen can be exported and
displayed in OpenOffice Spreadsheet. These reports are the result of batch
and scheduled query activations sent from the green-screen to an output
file.

NOTE: This example describes the procedure from Audit but also applies to
Firewall.

1. Select 41. Queries and Reports in the Audit main menu in the green-
screen version.

2. Select 1. Work with Queries in the Queries menu.

3. Select the Query you want to work with and type 5 to run a selected
query, or 6 to print it. The Run Audit Query screen is displayed.

Run Audit Ouery [RUNAUORY)
Typa choicas, press Enter
I:Iunru g gt P B s e aean an o R ?;ﬁ_IHHET MHama, =S5ELECT
ﬂi:plaH last mirnutes . . . . . . HHTTIHF Mumbrr., XBYTIHE
Starting dale and Lime:
SLarling date . . . . . . . . *CURRENT Dale, #CURREMT, *YESTERDAY...
Starting Lime . i i - poaaaa Time
Ending date and Lime:
Ending date . . . . . . . . . KCURRENT Data, ®CURREMT, ®YESTERDAY. ..
Ending time . . . . . . .« . . 235859 Time
User profole . . . . . . . . . & *ALL MHame, HHI‘IH‘I'H’_‘t. *ALL
Bun aclion en resulbt . . . . . . *ND Mame, #YES, %HO
System Lo run for i W - ¥CURRENT Mame, ®CURREMT. ®group, ®ALL..
Nusber of records Lo process . . ¥NDHAX Musbar, *MOAARY
Oubput . ., ., . . . . . . . ., . 2K %, XPRINT. xPDF. =xHTHL..
Bottow
F3=Exit Fd=Prompt Fa=Rafrash Fl@=Additional paramatars FlZ=Cancal
Fl3=How to use this display F24=Horo koys

4. Define the query’s parameters and type *OUTFILE at the Output field.
Press Enter to run.

5. Navigate to Queries and Reports -> Ready Reports in the GUI. Select
Output Files. A list dates with available output files is displayed.
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utput Files &3
5520/ 5ecunty [1]1/Quenes and Reports/Ready Reports/Cutput Files |2 min idle]
= Qutput Fles =

-+ =

L | = | | page = || Date
[rate Mumber OF Records  Report
1B-Jan-2015
16-Jan-201&

15-Jan-2016
14-Jan-2016
13-Jan-2015
12-Jan-2016
11-Jan-2016
10-Jan-2015
05-fan-2016
0E-Jan-2016
07-Jan-2015
06-Fan-2016
05-Jan-2016
04-lan-2015
03-Jan-2016
02-Jan-2016
01-Jan-2016
3l-Dec-2005
30-Drec-2005
20-Dec-2005
1B-Dec-2005
27-Drec-2005
26-Dec-2005

1,168

| Expand Refresh | isualizer Delete

6. Expand the date when the report was run and double click on the spe-

cific report. The report opens in a new editor.
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Scheduler

Overview

The Report Scheduler allows you to run predefined Report Groups
automatically according to a fixed schedule. A Report Group is comprised of
one or more individual queries, reports or history log inquiries that are
executed together at a designated time. Grouping of reports in this manner
is more efficient because the scheduling details and other run-time
parameters need only be defined once for the entire group.

The most common application of the Report Scheduler is automatically
running periodic audit reports based on your queries. You can create a
schedule to run reports on a daily, weekly or monthly basis. Additional
schedule parameters are provided that allow you to specify the day of the
week, day of the month and time of day that your report will run.

Report Schedulers are available for Audit, Firewall and AP-Journal. The
examples in this section will use the Firewall Scheduler, but the process is
the same for all three products.

To access the Report Scheduler, navigate to Queries and Reports ->
Scheduler, and double-click the Scheduler you want to work with.
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o FRazleel -
J-: Razl=ed
¥ Gecurty [1] - 19-Jan-2016 09:52:42

=2 Anti-Virus
= Audit
=== Authority On Demand
= Capture 5250
= Central Administration
= Change Tracker
== Compliance
= Firswall
== loumal
== Logs
= Maintenance
= Passward

= Queries

= Ready Regorts

(= Eheduler]

— | Audit Scheduler
=| Firewall Scheduler

| Journal Scheduler

== Screen
= User Management
= Wicualizer B[ -

Firewall Scheduler §2°
Rl e diSecurity [1]/Queries and ReportsSchedulen/ Firewall Scheduler
= Frenwall Scheduler =

= | | 2| B | |Group | | Sroup Browse...
Group Query
DAILY - Diaily
DAILYGL - Daily, for GUL output [EXCEL like, preformatted)
DATLYMIL - Daily, in HTML. sent by Email
13
Rl Copye Add.. ¥ Delete || open.
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Add a New Scheduler

1. Click Add. The Add Report Group dialog is displayed.

& Add Repart Group =] &
Add
fdd Group or Report
@ Groug
Report
Bach Next » Finis | canced |

2. Select Group and click Next. The New Group dialog is displayed.

& Add Repart Group =] &

Hew Group

Creste a new Group

Group name:"

Description:

. < Back Mest = Firis l Cancel J

3. Type a Group name and a meaningful description and click Next. The
Define Report Group Parameters dialog is displayed.
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& Add Report Group

Feport Group parameters

Dehine Report Group Farameters

From: |Previous Week start v] [Brl:wit... 06:00:00 =

To Week ctart r] |Er|:|wse... 05:50:59 =

User” or "JRGROUP:  TALL
SarverID: *ALL

0

Systern ko run fon “CURRENT

Cutput: | *HTWL

|| Ml toe

Advanced.., .

- |Bn:w=.l=..| zystermn name, "group

= Back

| =

Met> ||  Fnish || Caneal

4. Enter the Report Parameters to define the Time Range, Users, Server,

Computer, and Output format.

5. Click the Advanced button for more parameters.
6. Click Next. The Job Schedule Entry dialog is displayed.
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= =] T
& Add Report Group B4

Job Schedule enlny
Add Job Scheduls Entry

Job name: G5B WEEKLY
Fraquency: Weekhy -
Schedule date: | 31-Jan-2016 B
@ Schedule day:
| Sunday = Maonday 17 Tuesday  Wednesday
| Thursday || Fridey [7] Saturday
Select all Deselect all

Schedule Time: 0830400 =

Advanced...

= Back Finish ||  Caneel

7. Define the frequency and time interval of the report.
8. Click the Advanced button for more parameters.
9. Click Finish. The schedule is now ready to have reports added.
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Add Reports

1. Select the group to which you want to add reports and click Add. The
Add Report Group dialog is displayed.

|

& Add Repart Group Bt

Add
fdd Group or Report

@ Groug
Report

Bacl Mesxt = Firis l Cancel J

2. Select Report and click Next. The Select Group dialog is displayed with
your chosen Report Group already selected.

& Add Report Group E =
Select Group
Mote: groug is requined
The report will be added to the group:
* WEEKLY | Browse..,
[ < Back " Mt ] Firis Cancel
= |

3. Click Next. The Add new report dialog is displayed.
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& Add Report Group

Add new Report
Create a new Report

Description:

Report command: Browrse,..

< Back Me Firuis Cancel

4. Click Browse to select a report. If the report has a description, it will
appear in the Description field. If not, enter a meaningful description.
5. Click Next. The Command Parameters dialog is displayed.

-

& Add Report Group

Command Parameters

DEPPVUSRA
Cutput: | *PRINT -

Additional command parameters: | Advanced..

= Back | lest i Finish | | Cancel

6. Select the Output and Click Advanced to set additional parameters for
the scheduled report.
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File Edit View Help

| & Dizplay Wser Activity (DSPPWLISRA)

Usen
s play last minukss:

Starting date and time

Starting dake:
Starting time

Ending date and time:
Ending date:
Ending tirne:

Server 1D:

Output:

s

Name
“BYTIME Number
“CURREMNT Diate, DOMMYYY
010000 Time
“CURRENT Date DOMMYYY
235359 Tirme
“ALL
"HRINT
Ok Cancel | | Helg

NOTE: For a description of the parameters, see the appropriate User

Guide.

7. Define the additional parameters and click OK.

NOTE: If you do not enter obligatory fields, you receive an error

message.

8. Click Finish in the Command Parameters dialog. The report is added to

the schedule.
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Edit a Group

1. Select the group which you want to edit and click Open.
The Group Edit dialog > General tab is displayed.
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& Group WEEKLY - Edit

General | Group Parameters i.l-:-b Schedule Entry

Description: Weeldy Reports

iR

oK | |

Cancel

-

& Group WEEKLY - Edit

General | Group Parameters | Job Schedule Entry

Froem: | Previous Week start - |E|rc:w~s&.. 050000

T \Week start - |E-r\cr-ﬂ:.. 23:53:59

User* or "%RGROUP:  “ALL -
Server It .'.F'.Ll. -
Systemto runfor  “CURRENT -
Output: | *OUTFILE -

Advanced...

Browse...

syStEm name, “groug

ok ||

Cancel
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s Define P Report Growp Params [DFRPWGERPDY

File Echt Yiew Help

Searting dabe snd tire:
Starting date
Starting tirme:

Ending date and time:
Ending clrte:
Ending time:

Uses™ or "REROUP

Serverlly

Eyctem o run foe

Chatput:

Add control fields:

Fila to receive output:

Library:

kil ko sl maid2, mail. i

Polail Bt

Compress and send together:

AP passward profectioen

Actvancid

G000

ANEEKSTR
21595950
"ALL

“ALL
‘CUERENT_
*DUTFILE

= O
“ALUTD
"DATE

il "NO

“MONE

* | Dabe, DDBARTYYYE

Time

= | Dabe DDRARTYYYY
Time

= | MHeame generi®, RGROUP

| Hams
“YE3
= | Hams
= | Heme
Character value
-
(& L
1 T
I VES
Hame
oK Cancel Hiip
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& Group WEEKLY - Edit

General | Group Parameters

lob Schedule Entry

Achanced...

Jokr name: GSEWEEKLY

Frequency: .'n'I'EEkHI' b
Schedule dabe: | Cumert Browse

@ Schedule day:
[ Sunday [#] M oy [ Tuesday T Wadnesday
] Thursday  [C] Friday [] Saturday

Selectall | | Deselectall
Schedule Time: 0632000 -2

ok ||

Cancel

iR

GUI |User Guide

115




F =
4 Change lob Schedule Ertry [CHGMOBSCDE)
File Edit Viesw Help
Job riame GSEWEEKLY Mam=
Eritry ni mber: LLuiic] - | CONK]-999989
Command to rure SHEERUMRFTGRP Comrrand

PROD(FIREWALL) R
PTGRPVEEELY)
Frequency: “WEEELY -
Schiedule dater *MOHE = | Dabe DOMBYYYY
Schedule deay - a
T TR
Schedule time: 53000 - | Tim=
Advanced Parametars
Recowveny action: *5B0FLS -
Liser DOCS = | MName
Wessage quewe: *LISRPRF w | Hhame
Library: LIE Mame
| Advanced 0K | Cancel Help 2 |

2. Use the three tabs to edit the group definitions. Both the Group Para-
meters and Job Schedule Entry tabs have an Advanced option, which
opens additional parameters.

3. Click OK. The Group definitions are updated.
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Logs

Activity Log

This feature is useful not only for standard report analysis but also for
investigating immediate problems such as program failures, errors or
suspicious activity. Firewall, Audit, Action, and Password includes many
ready-to-use log display parameters. Press Enter and the specified data
appears in seconds. You can also choose to print a hard copy of the Activity
Log results. To use the Activity Log, follow this procedure.

The following example is based on Firewall but is relevant for all modules

1. Navigate to Logs -> Firewall and click Firewall Log. A Filter screen is dis-

played.
E =i
& Prefeences !
Upedate LT Wpdata LI
[ Operatians &) Allcwed
Time
& Laskt 15 = minuies
Tirne intenal
L
_ Time group
@ I
Clut
L Chaery
__ Subject

77 Lienit numbsr of records te process | B553

Achranoed

|¥] Pmampt on every actination

Restore Defaults | Agply |

D | | Carecel |
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Operations All = Show all log messages
Reject = Show only reject messages
Allow = Show only allow messages

Filter by time group The Activity Log displays make full
use of the convenient time group
feature. This time-saving feature
further enhances your ability to
reach your critical data quickly.
Relationship:

None = Do not use time group, even
if included in query definition

Out = Include all records not in time
group (Exclusive)
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In = Include all records in time group
(Inclusive)

Query

Use an existing query to filter
Activity Log entries. This is useful for
applying complex filter criteria.
Name = Name of an existing query
*None = Do not use query rules
(Default)

Records

Maximum Numbers of

*NOMAX = No maximum (Default)

2. Select your parameters and click OK. The Log is displayed.

Firewall log &2 =L
Rzl eme3/iSecurty [11Logs/Firewall/Firewall log
~‘-.]_ g [=2 | |Date = | Date Browsse .
[Fate Tirme Fesult Opembion mode  Server User Decision leve *
19-lan-2M16 120013 Allowed  “FYI Qpen Database EN DEMNTV=0hj|
19-Jan-2M16  1200:02  Allowed “FYI Open Database EN DBMTY= Clbj;.
19-Jan-216 120220 Allowed “FYI Open Database EMN DBMTV=0hj
19-Jan-2016 12:02:20  Allowed ~FYI Open Database  EM DBMTY=hj
19-Jan-2016 12:02:20  Allowed ~“FYI Open Database  EM DBMTY=0hj
19-Jan-2116 12:02:26  Allowed ~FYI Open Database  EM DBMTY=bj
19-Jan-2016 1203:32  Allowed ~F¥L Open Database EMN DBMTV=0hj
19-Jan-216 1203:33  Allowed ~F¥I Ope=n Datsbase  EM DBMTY=0hy
19-Jan-2116 1203:36  Allowed ~F¥1 Ope=n Database  EM DBMTY= Oy
19-Jan-216 120348 Allowed “F¥I Open Detsbase  ER DEMTY= 0y
19-Jan-2016 12:04:35 Allowsd *FYI Open Datshese  #EYSLOAD  DBMTV=Ohj
13-Jan-2016 12:04:35 Allowed “FYI Open Database  #FSYSLOAD  DBMTV=0Ohj
13-Jan-2016 12:04:35 Allowed “FYI Open Database  #5YSLOAD  DBMNTV=0hj
13-Jan-2016 12:04:36  Allowed FYI Open Database  FSYSLOADR  DBMNTV=0hj
13-Jan-2H6 12:04:37  Allowed ~FYT Open Database  #5YSLOAD  QBMNTV=COhj
19-Jan-2016 12:04:37  Allowed “FYI Open Database 2SYSLOAD  OBMNTV=0Obj
18-Jan-216 120437  Allowed “FYI Open Database  ISYSLOAD OBMNTY= CIFi i
] 1}
11600
| Retrieve the next set of data New Fileer... | [ Modify Rule | | Create Detection Rule |

3. Click Retrieve the next set of data to display the next 100 transactions.
4. Double-click a row to view the full log information.
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& Show Content

Show content of seleclad row

Firad Matchcunn | Highlight: sl
Diaier 13- Jan-2014
Time 120348
Ressulty Slomed
- Diperatiom mcadies *FY]
- Repepr Open [otobase
.us.trir:‘.........
.'n.,.(.,..:.-..k.w.r [;Br:lT-.::-:.}.'x;-u:l.i'_..lh-t:.ﬁl:;-ﬂ.ih.'-'!. .

+ Mesage 10; GRETH)

Text *HEPEN “FYT of HTVIED Allgwed for EN 4o EMAQICMISRC “FILE Open type "R ¥0L: , [P address BIAITRIZEE, The

eamined secuniky rulevess for obpeck "ALLMALL user "PLBLIC og=2ration READ.

o 'Mrep led

Lg

Dhesaty

Top

Botbom

You can use Up, Down, Top, and Bottom to scroll within the log.

You can Select a log transaction and click Modify Rule to change a rule’s
definitions. You can select a log transaction and click Create Detection
Rule to add a new real time detection rule.
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Export as CSV

This option allows you to save your Activity Logs in your computer in a CSV
format. CSV Files (comma separated value files) are a standard format for
transferring data between databases or spreadsheets (such as Microsoft
Excel). CSV Files are ASCIl encoded and so can be edited in any Text Editor.

To export Firewall logs to CSV format:

1. Navigate to Logs -> Firewall and click Export as CSV. The Filter dialog is
displayed.

2. Set your parameters and click OK. Your PC opens a dialog where you
can specify the directory to which to save the file and the name for the

file.
3. Navigate to the required directory, enter a name and click Save. Your

log is now saved in CSV format.
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Export Spreadsheet

This option allows you to save your Activity Logs in your computer in Excel,
OpenOffice spreadsheet, HTML or PDF formats.

To export Firewall logs to a spreadsheet:

1. Navigate to Logs -> Firewall and click Export. The Filter dialog is dis-
played.

2. Choose your export format, set your parameters and click OK. Your PC
opens a dialog where you can specify the directory to which to save the

file and the name for the file.
3. Navigate to the required directory, enter a name and click Save. Your

log is now saved in a spreadsheet format.
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Visualizer Bl

Overview

Visualizer Bl is an advanced data warehouse solution that allows IT managers
to graphically analyze security-related system activity quickly and easily.

Visualizer Bl uses business intelligence techniques to process large quantities
of transaction data with minimal storage requirements. This process
eliminates the need for time-consuming log scanning and tracking activities
that tie up system resources and increase IT operating costs.

Most security analysis products pose a problem for system administrators
who face a “needle in a haystack” when searching a task, security breaches
or other critical system activity. Visualizer Bl makes the whole process
painless, simple, and cost-effective.

Visualizer Bl presents the user with a user-friendly, JAVA-based GUI,
simplifying the whole process even for technologically-challenged users. The
user simply points, clicks, and drags the appropriate parameters to the filter
section of the GUI where a pie chart is displayed in seconds with all the
relevant information. To tweak the analysis use the mouse to make the few
changes and the revised results are displayed.

Visualizer Bl is available in versions that work with Firewall, Audit and AP-
Journal.
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Working with Visualizer Bl

This example is based on Visualizer Bl for Audit.
To open and begin working with Visualizer BI:

1. Double-click the Visualizer Bl node to open the navigation tree.

B8l 5520
JF Security [1] - L2/01/16 17:15:05
= Arti-Virus
== Audit
=% Autharity On Demand
= Capture 5250

= Central Administrotion
=% Change Tracker
= Compliance
= Firewall
w Joumal

= Logs
= Mairtenance
(= Passward
= Quueries and Reporis
= Screen
& User Management
= Visualizer Bl

= Audit

= Frewall

2. Double-click the Audit node.

5520
B Secuniby [1] - 12/01/15 174
= Anti-Virus
(= Audit
[= Authority On Demand
= Capture 5250
[= Central Adminiztration
[= Change Tracker
= Compliance
== Firewall
= Journal
= Logs
= Maintenance
[= Pasgword
= Quenes and Aeports
= Screen
[= User Management
[= Visualizer BL
= Audit
iy Audit

Maintenance

= Firewrall
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3. Double-click Audit. The initial filter dialog is displayed.

& Preferences = 52
Updake LI Yisunlizer for Audit
"1 F'n:.mpf befone drilling to Icg
] Initial filter by Grme interval
From: O1/TL/AG | Browse...|
Tt 1101416 | Browse.. |
J| Piompt on ecery activation
Restore Drefaults Apply
oK ; | Cancel
Parameter Description
Prompt Select this if you want to add additional time
before filters before drilling to the actual data.
drilling to log
Initial filter Select this to enable an initial filter by date. If
by time you do not filter by date, data for the
interval complete file will be displayed.
From The date for which to start extracting data.
The default date is 10 days before the
To date. For example, if the To date is January
16th, the From date is January 6th.
To The date for which to finish extracting data.
The default date is the last date for which
there is information (usually today).
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Restore Click Restore Defaults to restore the original
Defaults extract parameters.

Apply Click Apply to save your extract parameters
without running the report. The next time you
open Visualizer B, these are the parameters
you will see.

4. Click OK. The initial Visualizer screen is displayed.

o Aodie =0
5520/ iSecunty [11Visualizer B At/ Audit
Ij Pl I:a [rrhial I__qj Clone D+ I:lpcn... r_';] Save As._ . L Close Filker &3 Close Others

Fll'l:er.?l Filb=r 3 |

|| & [Dabe [02/01/16; 03,01 716; D4/01/16; 0500 /16; 06/01/16; 07/00,/16; 08/01,/16; 09/01/16; 10,01 /16; 11/01,15;

|4 i 1
aw

| & Print... [ Bicel.. 8 Search.. & Apply Fifter | % Refrech & Report | Dace ~ | "2 Drill To Data...

| .| Date Quantity | ¥ a@ ]| ki |[ B | #30 (¥ Showtopitems MNumbe
|m[12/01/16 2652 |a

|'m[11/01/16 GOB103

| m|1o/01/26 613561 0240141
|'mos/01/18 518009 6: 6441

| m[0a/01/16 £07T3E0 | 8210

| 0|07/01/16 dloamia

m|0&/01/16 b |5 5180

| W05/01/16 602104 L |09 (10
| W|04/01/16 61E024 -:.—
| B|03/01/16 644130 G
| O/02/01/16 617358

= [Click sectors to add tofilber, <Control= + Click to rernove fram filt..,
Date .Wmml_lnhll 'Jstrl IF| ngramJ.Eﬂl‘r_'r'T_TFEJ SUEJTj:T;!r_J
[ [Teems(Selected/ Tatal) 0/11 |RecardsiSelected Total) 0/616£421

NOTE: In order to work with Visualizer Bl for AP-Journal, navigate to Journal -
> Application Outputs, select the required application, and click
Visualizer.
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The Visualizer Bl Interface

The following screen-shot is the main interface window for Visualizer Bl, the
graphic-analysis security component of iSecurity. The table describes the
main components.

it = n;
55200 15ecunty [LIVisualizer BAAuditd A udit 2
[ Mew (3 bl (& Clone [ Open.. B Seve As_. 21 Close Filter 23 Close Others | _]_|

Fll‘l:l:f.i‘] FiII:I:r3|

] |Dake [03/01/16; 05/00/16; Db/, 7L 05,T0/16; D6ATL/L; 03/TL/16; 05/01/16; 09/0L/L6; 10,01/16; 11,0116 ]|

‘ il - :
2 Print.. | Exicel.. M Search .. & Apply Fitter |9 Refresh &-Rzpnrt![:am v |'E Drill Ta Data...
.| Date Quantity | 102 ]| kb |[ Be | 130 ¥ Showtopitems Numbe|
W(1Z/01/16 2652 |-

W11/01716 08103

B10/01/16 613561 03/01/1
W[0E/01/16 612000 G 6441
m[02/01716 G07380 ) 800
ojoT/01/16 616428 S loagli
B[06/01/16 611553 66180

[ 1/1& 600104 !
m03/01/16 BLE0ZE

B[03/01/16 644180

Cloz/olfis 6L735E

= [lick sechors bo add tofillsccControl> + Click bo remove from filt..|
Cate 5','5l:em] JubJ L.Iser] 1]:'| F'rc-graml Enl'rj.-'T_-,pEJ E_LET],-'peJ d
| [emsSelectediTotal 011 | 8 |RecordsiSelected Total) 0/A162421
Number Name Description

1 Toolbars The toolbar allows you to perform

basic navigation tasks.

[% New = Creates and opens a new
filter tab

B Open = Opens a previously-saved
filter
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B Save as = Allows you to save filter
data

@ Remove = Delete a filter

&, Report = Generates an HTM report

p) Filter Tabs Allow you to navigate between open
filters

3 Filter Pane Area where filters are displayed

4 ?;‘Z?bzf;:e Tool-bar that allows you to work with

the Data Pane

5 Data Pane Area where Dimension data is
displayed.

& Print Table = Print data

@ Excel = Export data to spreadsheet
# Search = Search and add to the
filter

& Apply Filter = Click to apply
selection to the filter.

% Refresh = Click Refresh after the
fetch size has been modified.

« Drill Down= Filter by specific time
and limit number of records to
process.

6 A The pie-shaped representation of

your security and system data.
You can also display the data in
vertical and horizontal bar charts.

7 Dimensions These criteria enable you to choose
how you want to sort and display your
data.

Date = Sorts system activity according
to date
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System = Select the system with
which you want to work

User = Sorts system activity according
to user

Server = Sorts system activity
according to server

Function = Sorts system activity
according to function, such as OPEN,
DELETE, and so on

IP = Sorts system activity according to
IP address

Library = Sorts system activity
according to library

Object = Sorts system activity
according to object

Result = Sorts system activity
according to Allow or Reject
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Generating Graphic Reports

NOTE: Visualizer works with a statistical file installed on your system.
Therefore, all dates listed in the Date dimensions (the default
opening setting) in the Data pane will be from when the first entries
were made to your system.

1. Phrase the data you want to display in this form: (examples). This is
known as a Visualizer Bl query.

e Date according to user (a particular user’s entries covering all
dates)

e Server according to function (a particular function’s entries
broken down into a list of the different servers that performed
that function)

e Result according to IP (an IP address listed by how many entries
were allowed/rejected)

2. Make sure the Filter pane is empty, then click the Dimension tab of the
second part of the Visualizer Bl query.

3. Find the specific data in the list and select it. Note that the Filter pane
immediately displays this information.

4. Click the Dimension tab of the first part of the Visualizer Bl query. Your
query is displayed in the Data pane.

The first example listed, date according to user, is shown this way.
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1. Click the User Dimension tab.

| UsEN | cuaniy |
Wt Ve I 2040 |
O I 7|

H ASAE

B AFEE

B AABBCC

B AABBCCDDFF
B ABCTCT

W EA

m ACOE

W AEEC

B AERD
WAECC

B AECCD

W AECD

W ADCOE

W AECOEF

B ABCDFFFFFF
W AECHHH

W AEVFDGE

W ACA

B ACARE

B AHARALE

W ALLER,

mALM I
W AMOS 1

B AZa00 T
Date | Systam | User | Server | Function | © | Librany

w
2. Select the user you want to learn about.

Firgwall
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G TR R R R e e el R W FE Y [ ) PR )
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[ | bl i

=] AhATOl a8
01| SN _ 1| -

O | ANOHS0LS 21z
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O | ANOHYSOLUSE

| ANYORE [ 5
00| &L ]
ofav Tt
[ | v

O | BACKLIP | 47|
D] [ E]l
O | EMARY | 1]
1| 1 sy | =1

Date | Systm  ser | Server | Function | 1P | LA

3. Note that this selection is immediately logged in the Filter pane.

ru.fz|n.3|

[#] |Uzee |ANATOL,

A

4. Click the tab of the first part of the Visualizer query (in this case, Date).

GUI |User Guide 131




.| mate © ouamity |
m|10/20/07 49
W([i0s30707 I |
olio/31/07 13 |
1141407 1

/ v

DHI;I SyEtet i- l.har—l Eamar] Function ]_l

The dates are listed in the Data pane immediately or after a few seconds.
Next to the date is the number of entries that the user made on each of
those dates; the appropriate pie chart is also displayed.

b

S@L  Database Server - |
SQL access &
Showcase: 20657 [11%) | ]l
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Outgoing Rgst Walidation:
E2013 [45%)
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Maintaining the Visualizer Bl Data

To maintain the Visualizer, navigate to Visualizer Bl -> Firewall ->
Maintenance. The Maintenance table is displayed.

| Maintenance F3 =him
Razl ee3fifecurity [2]/Visualizer BI Firewall/Maintenance
| Maintenance ~ Eol
b | 2| B 21| [pate - |[Dats [ Browse..
[rate Murnber of Records i
18-lan-2016 11 =
18-len-2016 i 8
17-Jan-216 65
16-Jan-2016 22
15-Jan-2016 22
14-lan-206 i
13-Jan-216 14
12-Jan-2016 31
11-Jan-2016 2
10-Jzan-2016 8
05-len-26 1
04-lan-2006 5
03-Jan-2016 20
3 -Dec-2015 45
#8-Dec-2015 1
27-Dec-2015 16 x
0109
Reorganize File... Del=t= Add Latest Data
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Add Latest Data

Data is added to the Visualizer statistical files every night in daily
maintenance jobs that run on the IBM i (AS/400). Sometimes there is a need
to see the most up to date data, so you must manually add this data to the
file. To do this, click Add Latest Data. You will see a progress bar while the
file is being updated and then the new records are displayed in the table.
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Delete Entries

The jobs that add data to the statistical files for Visualizer do not remove any
records. If you do not manually remove the records, you will have data
available from the very first day that you started working with iSecurity.

1. Select the dates you want to remove from the file.
2. Click Delete. A Delete dialog is displayed which asks for confirmation.
3. Click Yes. The records are removed from the file.

NOTE: If you do not delete all records in a given date range, then the results
you see in Visualizer will give an inaccurate picture. For example, if
you delete the record for October 6th and October 17th in a given
year, then any use of Visualizer that includes the month of October
for that year will give incorrect information.
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Reorganize the File

Reorganizing a file both compresses and reorganizes the physical file in the
database. The process places the physical records of the file in the same
order as the file index, which reduces file processing time. Reorganizing a file
can be a long process. You can choose to run the process immediately or to
schedule it for a time when there will be less impact on the system.

1. Click Reorganize File... The Reorganize File dialog is displayed.

& Aeorganize File o)

Reorganizing the file rermoves delebed records and
might be a long running operation. Select if you
wild like the job to be executed immediztely or
scheduled bo run at later ime

@ Perforrm on 21-Jan-2016 at 06:00:00 Browse..

F'erfnrrn (g L= 200}

Ok | Cancel

. |

2. Select Perform now to run the file reorganization immediately or click
Browse to choose a date and time to run the reorganization.
3. Click OK. The reorganization runs according to your choice.

NOTE: The reorganization of the file can be a long process. While the process
is running, Visualizer Bl is not available. You should make sure to
schedule the reorganization at a time when the process will have the
least impact on your system.
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